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Enabling passwordless SSH Login from gateway to remote servers using public
keys

Overview: This article offers a step-by-step guide to configure passwordless SSH authentication for gateway users
accessing the Ezeelogin backend shell (ezsh). It details the process of adding SSH public keys to the gateway server,
allowing users to log in seamlessly without being prompted for passwords.
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SSH Gateway users can add their public keys for passwordless authentication to log in from the ezsh shell ( ezeelogin
backend shell). Press the F2 key in the ezeelogin shell to enter the public keys for SSH-authorized keys-based
authentication so that the user's password will not be prompted again. Follow the steps below:

Step 1: Log into the Ezeelogin backend interface (known as the ezsh shell). Start by entering your password. If two-
factor authentication (2FA) is enabled, you’ll need to complete that step as well. This will give you access to the
necessary configuration options.

Step 2: Once you're in the ezsh shell, press "F2" or "#" on your keyboard. This will take you to the section where you
can manage SSH public keys.
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0 EzServers

tdebian 192.168.1.9 (gateway)

Authorized SSH public key
No key set.
Input new key and press 'Enter':

NOTE: SSH key is local to the node. If cluster is config
ured, add the key on the other node as well.

Step 3: In this section, you’ll find a prompt where you can add SSH public keys. Paste the SSH public key you want to
use into the provided space and press Enter to confirm and save it. This key will now be used for authentication.




O Ez Servers

debian 192.168.1.9 (gateway)

Authorized SSH public key

Current key :

expiry-time="20240710" ssh-rsa AAAAB3NzaClyc2EAAAADAQABA
AABgQDbAgGFRAHKLRPT8e1C+CNBBVDQH/ ZeLPy5JDwshNhUvYQcDZOIA
X/oAwboVFm833eXvfalbbIuXzjULzMIrfIYqLKndd+VPQO/2Kx66163H
viholx2yr3RgS6UGEnnSAjNPYmu6YhMRZD1BBjexLE6qgeeIYg6UOL1UX
h0jjfXu54JyDAsdv3AdDcVtS1eFKBy++gjuOncRnMMSSxsLRa8vkMjqF
znjuqy2I3T1nMegl/tvuvNugIykcw313eNt8MhDoJLWIZow+JaHSFBDH
917z0sZW7UDZ55sTwaADULh59qyIsA6e9IFupqalsidPyTIUNhPYBIpw
Ec5I9nUEbXBGXqP@Llya9ZPuzH6q7Ry1TINmTGSIFdoHYwld5jrooia63
6nnJ7eSrFXTowGOhiDRDnfzov/N+vTaogSLqtHIt9j0ER2RF1VbUqgLB
JAndg6RpC6K3if1HpitC8znkbo0ZjERIGDWGSsylevdvb/IntKR2H30Wz
W7xfts8I/m327U= root@debian

Input new key and press 'Enter':
NOTE: SSH key is local to the node. If cluster is config
ured, add the key on the other node as well.

If you need to add multiple SSH public keys, you can also do so by editing the file located at
/home/tom/.ssh/authorized_keys. Simply append the new keys to this file, ensuring each key is on a new line.

Note:

The public key you are adding to the ezeelogin master node will not be synced/copied to the slave/secondary
node.

Copy the public key from the master node to the slave node and vice versa.

As an alternative way,

Step 1: Create an authorized_keys file and paste your public key inside it.



Step 2: After transferring the public keys into the authorized keys file, Follow the below steps;-

....................................................................................................................................................................

....................................................................................................................................................................

sftp> cd .ssh/
. sftp> put authorized keys
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