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Stream SSH sessions in real-time

Overview: This article provide step by step instructions to stream the SSH sessions of gateway users in
real time by enabling streaming with time interval settings.
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Step 1: Login to Ezeelogin GUI, navigate to Users -> SSH log and click on the View button. If the tab
1s not visible then ensure that the user has the privileges to view the SSH Log in_Access Control.


https://www.ezeelogin.com/kb/article/role-based-access-control-in-ssh-552.html
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Step 2: Click on the 'Enable streaming button' and set the interval for streaming.

Weicome to Ubuntu 20.04.5 LTS (GNUILinux 5.4.0-131-generic x36_64)

* Documentation: hitps:/Melp ubuntu.com
| *Management hitps //landscape canonical.com
* Support: hitps://ubuntu.comiadvantage

System information as of Saturday 14 January 2023 12:57:00 PM ST

System load: 0.26 Processes: 123

Usage of / 73.6% o 9.25G8 Users ogged in: 3

Memory usage: 51% IPv4 address for anp0s3: 192.168.1.13
" Swap usage: 71%
“ strictly confined Kubernetes makes edge and 10T secure. Learn how Microk3s
just raised the bar for easy, resilient and secure K8s cluster deployment.

78 updates can be applied immedately.

37 of these updates are standard securiy updates.

To see these additional updates run: apt list ~upgradable
New release '22.04.1 LTS' available.

Run do-release-upgrade’ to upgrade 1o it

Last login: Sat Jan 14 12:56:22 2023 from 192.168.1.6
root@oateway ~#

.| root@gateway~#
| root@oateway~#

S evan > root@ubuntu.noc.com (SSH Output) 2023-01-13 16:43:20 3
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Step 3: Ensure that 'Encrypt SSH Session Logs' is disabled in Settings -> General -> Security for

live streaming to work.




Ezeelogin

General Settings

Password Minimum Length @
20
Password Minimum Block Letters &

N

= Password Minimum Special Characters @

.

Auto Create User @

Automated Password Change @

$SH Session Logging @

Output

RDP Recording @

65
[

Proxy Allow All @

Four Eyes Authorization @

Consider Server Activity @

| shell Activity Timeout @

0

Passthrough Environment Variables &

Authentication Two Factor Authentication

Password Maximum Length &

32

Password Minimum Small Letters @
1

Password Minimum Digits &
1

Command Guard @
Disable

Shell Access Notification @

Encrypt SSH Session Logs @

Web Proxy Logging @

—None —

Tunnel Allow All &
(
Hide Server Details @

Recursive Delete Protection &

Failed Login Notifications &

Change Notifications @

LANG,LC CTYPE,LC NUMERIC,LC TIME,LC COLLATE,LC HONETARY,LC HESSAGES,LC ALL [

SSH Live streaming is possible only for ongoing ssh sessions.
SSH Live streaming is possible only if 'SSH Log Encryption' is disabled.
FAQ

1. Why are SSH log files (Users — SSH Logs in the Ezeelogin GUI) still present after deletion from the
web interface?

Deleting log entries from the Ezeelogin web interface only removes the metadata from the database. The
actual log files stored on the filesystem under /var/log/ezlogin/ are not deleted.

To restore the metadata for these logs back into the web interface, use the following command:

r oot @at eway: /usr/ | ocal / ezl ogi n/ ezt ool . php -rei nport _|I ogs

1s command re-imports the log metadata from the log files that still exist on disk.

2. Is there any impact if the logs in /var/log/ezlogin/ are deleted?

No, the logs in /var/log/ezlogin/ can be safely deleted without affecting system functionality. However,
once deleted, these logs cannot be recovered.
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Prevent passwords from being recorded when SSH session recording is enabled
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