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How to rotate the Ezeelogin key pair from Gateway to remote servers?
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Note:

- The generated private key would be encrypted and cannot be retrieved.

- The maximum supported private key size would be 4192 bits.

How to rotate the key pair from the Ezeelogin server to the Remote servers?

Synopsis: To regenerate the key manually, First, we will run the command to regenerate the key,
followed by which we will open the parallel shell simultaneously and run the highlighted key in a
parallel shell that we'll receive while regenerating a key(we'll be copying the newly generated key on
remote servers). And later press Enter and Check the Global key from GUI to confirm the changes.

Step 1. To generate the new 4192-bit key pair in the Ezeelogin jump host installation, run the
following command on the gateway server.



https://www.ezeelogin.com/kb/category/getting-started/migration-maintenance/9/
https://www.ezeelogin.com/kb/category/features-functionalities/security-features/8/

Step 2. Run the highlighted command using the parallel shell to copy the new public key to all
servers.

The idea would be to copy the newly generated public key to /root/.ssh/authorized_keys on
the remote servers.



https://www.ezeelogin.com/kb/article/parallel-shell-how-to-use-it-160.html

You should execute the above command on all remote servers using the
parallel shell feature to add the new public key in authorized keys and Wait

for the parallel shell execution to complete before pressing any key to
return to the command line.

Step 3. Wait for the parallel shell execution to complete before pressing any key to return to the
command line.

This will ensure that the new public_key is copied across all servers.

echo 'ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAACAQDEaoCRxkhNdOrZk6olp+ehlRmVjrLHDHZmDyFkkNZnfZS/KXQAFPMtL31I9F THUHU98FQdU7wyFILd+mOOSjaYooLNx
2VdhJzaBAfmqVxUNt7wgech37wN/NmYsFRgSC3HyZ1lgLycUQLlcahwCp+rGJINEcjHMdmgLlgX+hLFolpX1498m5+vDXu8P0gaTKq39wpURzy9gtzIyJYmHN8583quWFUnduTy6SUts/vd5qZVqfdky7Bgql 6y
MDzNIdOsr1Hp90kQRbBPOWU0Z7iQ1GbtSUQmA/YBMYHUT7003jps86PhMR/LDgRbOa6NGVP2cpFHbGKUMVECASMULTS8neWUarad+yG313atFCWW6TxoMVNKMeqr+sALCWzeLF87np@Ghtk1Cvy+QxyOEz1LeX6
YSYelnnnwLsBGilkmkTmefoE3WHU1yYOdUWAGA6ThEgCIVQOCT+1A0Weg23SBGQUCYQbVIVII/B8HDF2PFK7UJuCS02c7lpeNE6ILY ZbMIvH5KeH3EMNg61j1pCOGV6xMo3YOQFh6bMISGIrFBWIYMgKW36Fy
er5LtsP1p3khidYe+tTnpGemv1XsTVABVDLFHII1IMKLWAWKDALLV74ocAd Tvg5M0aaSGO+jACae8GaSFU8IZ23cCELV2VFTAKMudFgHCb1h5/29y/ATTzZKkIFilow== ezlogin' >> ~/.ssh/authorize
d_keys
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Step 4. You can view the updated global key under Servers -> Global key


https://www.ezeelogin.com/kb/article/parallel-shell-how-to-use-it-160.html
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