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Can	I	use	Google	2FA,	Yubikey	,	DUO
simultaneously?

	171 	 	admin 	 	October	16,	2025 	 	Security	Compliances,	Security	Features,	Technical

How	to	use	multiple	2fa?

Overview:	This	article	describes	on	how	to	configure	Authenticator	applications	(Google	Authenticator,
Microsoft	Authenticator,	etc.),	YubiKey,	and	DUO	Security	together	in	the	web	panel,	enabling	SSH	jump	host
users	to	authenticate	using	their	preferred	method,	and	providing	flexibility	if	one	device	is	unavailable.

Authenticator	applications	(Google	Authenticator,	Microsoft	Authenticator,	etc.),	Yubikey,	and	DUO	can	be
configured	and	set	for	use	simultaneously	in	the	web	panel.		The	SSH	jump	host	user	can	set	all	three	2FAs	and	can
use	any	of	them	to	authenticate	depending	on	the	user's	choice.

If	the	User	has	forgotten	to	take	his	Yubikey	device,	then	he	can	authenticate	with	the	authenticator	applications	
(Google	Authenticator,	Microsoft	Authenticator,	etc.)	or	DUO	Security	app	installed	on	his	phone	and	vice	versa.

Related	Articles:
Google	2FA	fails	randomly.

Configure	four	eyes	authentication.

Disable	2FA	from	the	backend.
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