Add a Linux server or a Linux instance into the
Ezeelogin ssh jumphost?

B 191 @ admin [ October 8, 2024 M Getting Started @ 15621

Comprehensive guide to adding and managing linux servers in Ezeelogin

Overview: This article describes how to add a Linux server to Ezeelogin, covering server group creation, adding
servers with passwords or private keys, configuring automatic user switching, setting up WebSSH, and
enabling/disabling SSH access.

This article specifies how we can achieve the following features:

=

How to add a server group?

How to add a Linux server with the password?

How to add a Linux server using a non-privileged remote user with a keep-given password?

How to apply automatic switch user?

How to add a Linux server with the public key (global key) of Ezeelogin?

How to add a Linux server with the private keys stored in Ezeelogin?

How to add a Linux server with private keys?

How to access the server from the backend with SSH clients like Putty, Console, and Terminal Xterm?
How to set up WebSSH?

How to enable/disable SSH?
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1. How to add a server group?

Create a server group first if there is no server group present on Ezeelogin.

Ezeelogin 2 | Weicome, Administrator Logout

= Servers - . .
Server Groups | (L0 | X ~ Rows <

Server Groups - s N
s [ Name ¥ Description Actions

) + linux servers linux srv gip 4=

a + Openvznodes nodes mj grp ™

[ + Web servers Wweb sV grp =

[ + SolusVM Masters GRP SolusVM Masters Group =

Note: To modify the server group, you can edit the server and switch the Server Groups to the specific one you
desire.

Ezeelogin 2 | Weicome, Administrator Logout
Hostname IP Address(es) &
ec2-18-222-93-5-us-east-2-compute.amazonaws.com 192.168.56.118

Remote $SH / RDP Login User
SSH / RDP Password

ubuntu

» SSH Private K J
rivate Key & SSH Key Passphrase &

SSH Port SSH

22 enabled

Password Management & Server Group

keep server password

| linux servers

Openvznodes
RDP Port SPsysnetProductionLinux

| SolusVM Masters GRP

3389

Windows Domain & Datacenter &

None

2. How to add a Linux server with the password?

Step 2(A): Click on the Servers and then click on Add Server from the right menu.


https://www.ezeelogin.com/kb/category/getting-started/2/

Ezeelogin 2 | Weicome, Administrator Logout

= Servers . 3 L 2 &
mﬁm > | 0 ~ ldamam lookup. o @& Rows <

0 Name ¥ IP Address Server Group SSH Port Description Actions ‘

No item

Step 2(B): Fill in the server details of the server to be added with the password and SAVE IT.

Ezeelogin 8 Welcome, AdtinisatorLogout
i= Servers X | | 3 . ‘ 5 |
S Add Server
: " Hostname IP Address(es) &
martian webeznoc. com 192.168.56.110 @ b
4
Remote $SH/RDP Login User
Remote $H/ RDP Password
oot
+ S8H Private Key ¥
) §SH Key Passphrase @
#
I Web Portzls il 35
Py enabled '
3t Users
Password Management & Server Group
eep server password \eb servers H
L) Settings £ ROP Port ROP &
. 3389
{4 Cluster
- Windows Domain & Datacenter &
@ Command Guard
~Nong - 3
ﬁ' Account !
o " Control Panel & First Prompt @
% Help ~None- : A
e Description Clone a server
~Nong - -
. w Save

3. How to add a Linux server using a non-privileged remote user with a keep-given
password?

You can add the remote server with the non-privileged remote SSH login user(tech) to use the password
management option to keep the given password / automatic, for that you need to mention the first prompt and save it
under the server edit option.
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Edit Server

Hostname
martian eznoc com
Remote SSH/RDP Login User

root
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Password Management &
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Windows Domain @

Control Panel @

- None - -
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4. How to apply automatic switch user?

IP Address(es) '@

192.168.56.11@

S$8H / RDP Password

Clear @

8SH Key Passphrase '@

SSH

enabled v

Server Group
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- None — 4

First Prompt @

~#

Saved SSH Private Key @

— None — '

Step 4 (A): To apply the automatic switch user feature, you need to add the server with a non-privileged remote user
add the first prompt, password prompt, switch user and switch user password parameters, and SAVE IT
under the server edit option.
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Add Server

Hostname

martian.webeznoc.com

Remote SSH/RDP Login User

sandy

- SSH Private Key &

Control Panel @

— None — :

Description

Adv: d

Control Panel User ‘@

Control Panel Host @
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Privilege Escalation ‘@

— None — v

Tunnel Host @

Remote Console User @

On Host @
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192.168.56.118
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$SH Key Passphrase @

— None — v

First Prompt ‘&

~$

Clone a server

— None — v
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root

Password Prompt @

Password

Root Prompt ‘&
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Remote Console Host '@
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& Welcome, Administrator Logout

Step 4 (B): Login to Ezeelogin shell and you will be automatically switched from user sandy to root user.


https://www.ezeelogin.com/kb/article/configure-automatic-su-or-sudo-73.html
https://www.ezeelogin.com/kb/article/configure-automatic-su-or-sudo-73.html

Last login: Tue May 7 16:37:36 2024 from 192.168.0.107
sandy@gateway:~$ su — root ; exit

Password:

root@gateway: ~# |:|

= Menu|Ezeelogin | SSH CONNECTION ESTABLISHED |

5. How to add a Linux server with the public key (global key) of Ezeelogin?

Step 5(A): Copy the public key (global key) of Ezeelogin from the GUI or backend from
/usr/local/etc/ezlogin/id_key.pub.

EZeelOgin &  Welcome, Administrator Logout
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6. How to add a Linux server with the private keys stored in Ezeelogin?

Step 6(a): Navigate to Key Management and add private keys with passphrases. Private keys stored here are
one-way encrypted and one user can decrypt these private keys.

Ezeelogln & Welcome, Administrator Logout
SSH Private key [0 E—] Rows (XY 3 +

m

] Private key name ¥ Actions

No item

* Key Management

I8 Web Portals

Ezeelogln &  Welcome, Administrator Logout
Add SSH Private Key

Name &

ubuntu private key

SSH Private Key

> mExec lists 1VaKBeQxQ7et sdPHqVMvYbYSQTsxgea3WacvebGT711aBEDVOmYHgtnn
oEbdbKO®
INZeSV5+NIY1iTseflryyYVovlWZkv151BmYY8Yh79Kt7Pbm3sCrgnuHd
NIkQz/d+

B8+eMIGbo09/54X80851zB0U1lekCeHdCRSZDIb2EI IXydP5mZS8HQwswadu
gLKb7I3zZ
foZc2w8wAGApdFQ3PON@9YzhI/4hh5elouZ8h91s2yyBnFOADKr/Ew==
fffff END RSA PRIVATE KEY----- %

* Import

SSH Key Passphrase

coess Control i it

Step 6(b): After adding private keys in the Key Management gateway user can select this private key while
adding the server.
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7. How to add a Linux server with private keys?

Step 7(a): Add server with private key and passphrase and click on save to add the server.

Ezeelogin & | Welcome, Administrator Logout
S— _
£ Hostname IP Address{es) &
martian websznoc com 192.168.56.110 @

Remote SSH/RDP Login User
Remote SSH/ RDP Password

root
SSH Private Key @ Clear @
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BUiR7RRKz3)ELAAAADHIvb3RAZ2FOZXdheQE CAnQF Bg==
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Step 7(b): You can view all the adder servers under server section you can view all the added servers.

Ezeelogin 2 | Welcome, Administrator Logout
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8. How to access the server from the backend with SSH clients like Putty, Console, and
Terminal Xterm?



grp

ist of all accessible servers

IGROUPS [Normal / ] (U admin}
Start typing name to locate. ESC: Clear search, Fl/+: Help, F4/!': Exit.

9. Setup WebSSH

Step 9 (A): Click on the 'Open Web SSH Console' icon to SSH via the browser. Refer the article to set up WebSSH.

Ezeelogin 2 | Welcome, Administrator Logout

i= Servers

*» Server Groups

IP Address Actions
» Super Groups

* Sub SSH Users

* Sub SSH User Maps

» mExec lists

Step 9 (B): WebSSH terminal will open like below. Users can navigate the server group with the Up and Down arrow
buttons and enter to login into the server.

B

Linux Servers Linux

Openvznodes nodes

Production Servers ProdTeam

All servers List of all accessible servers

10. How to enable/disable SSH

Step 10(A): To enable SSH, select the server and click on the "Enable SSH" option as indicated in the screenshot
below.



https://www.ezeelogin.com/kb/article/setup-web-ssh-console-in-ezeelogin-and-ssh-via-browser-180.html
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Step 10 (B): After Enable SSH
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Step 10(C): To disable SSH, select the server and click on the "disable SSH" option as indicated in the screenshot
below.
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Step 10 (D): After disable SSH

& | Welcome, Administrator Logout
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Related Articles:

Add Amazon EC2 instance into Ezeelogin

Add server with the private key stored in the database with API
Add servers behind a Tunnel Host in SSH Gateway

Add /update /delete servers through Ezeelogin API

Add custom fields on the server add form

Configure Automatic su or sudo

User privilege escalation for a particular time


https://www.ezeelogin.com/kb/article/add-amazon-ec2-in-jump-server-or-aws-jumpbox-210.html
https://www.ezeelogin.com/kb/article/add-server-with-private-key-stored-in-database-with-api-551.html
https://www.ezeelogin.com/kb/article/add-servers-behind-a-tunnel-host-in-ssh-gateway-or-add-servers-that-are-accessible-via-port-forwarding-via-the-ssh-gateway-server-176.html
https://www.ezeelogin.com/kb/article/add-update-delete-servers-through-ezeelogin-api-257.html
https://www.ezeelogin.com/kb/article/add-custom-fields-on-server-add-form-261.html
https://www.ezeelogin.com/kb/article/configure-automatic-su-or-sudo-73.html
https://www.ezeelogin.com/kb/article/user-prvilege-escalation-for-particular-time-304.html
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