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How to Create a SSL Certificate on ezeelogin jump server Apache for
CentOS 6 /Centos 7/Centos 8 ?

Install Mod SSL

Create a New Directory

we need to create a new directory where we will store the server key
and certificate



https://www.ezeelogin.com/kb/category/getting-started/tweaks-configuration/7/
https://www.ezeelogin.com/
https://www.ezeelogin.com/

Create a Self Signed Certificate

When we request a new certificate, we can specify how long the
certificate should remain valid by changing the 365 to the number of
days we prefer. As it stands this certificate will expire after one year.

With this command, we will be both creating the self-signed SSL
certificate and the server key that protects it, and placing both of them
into the new directory.

This command will prompt terminal to display a lists of fields that need
to be filled in.




Set up the virtual hosts to display the new certificate.

Open up the SSL config file:




Find the section that begins with <VirtualHost _default_:443> and Uncomment the
DocumentRoot and ServerName line and replace example.com with
your domain name or server IP address

Find the following three lines, and make sure that they match the
extensions below:




Your virtual host is now all set up! Save and Exit

Restart Apache

systentt|l restart httpd

H ow to Create a SSL Certificate on jump server Apache for Ubuntu 16
/Ubuntu 18/ Ubuntu 20/ Debian9/ Debian10 ?

Install Apache2

root @at eway :~# apt-get install apache2

Create a New Directory

we need to create a new directory where we will store the server key
and certificate

r oot @at eway : ~# nmkdir /etc/certs/ssl




Create a Self Signed Certificate

When we request a new certificate, we can specify how long the
certificate should remain valid by changing the 365 to the number of
days we prefer. As it stands this certificate will expire after one year.

root @at eway: ~# openssl req -x509 -nodes -days 365 -newkey rsa: 2048
- keyout /etc/ssl/privatel/apache-sel fsigned. key -out
etc/ssl/certs/apache-sel fsigned.crt

With this command, we will be both creating the self-signed SSL
certificate and the server key that protects it, and placing both of them
into the new directory.

This command will prompt terminal to display a lists of fields that need
to be filled in.

You are about to be asked to enter information that wll be
i ncorporated into your certificate request.

What you are about to enter is what is called a Distinguished Nane
or a DN.



There are quite a few fields but you can | eave sone bl ank

For sonme fields there will be a default val ue, If you enter
".', the field will be left blank.

Country Nanme (2 letter code) [AU :US
State or Province Nane (full nanme) [ Sone-State] :New  York
Locality Nane (eg, city) [] - NYC

Organi zati on Nanme (eg, conpany) [Internet Wdgits Pty Ltd]
: Anesone I nc

Organi zational Unit Name (eg, section) [] : Dept of Merri nment
Conmon Nane (e.g. server FQDN or YOUR nane) []:exanple.com

Emai | Address []:webnaster @wesonei nc. com

Modify the Default Apache SSL Virtual Host File

Next, let's modify /etc/apache2/sites-available/default-ssl.conf.he default Apache SSL
Virtual Host file.

Before we go any further, let's back up the original SSL Virtual Host
file:

r oot @ unphost: ~# cp /etc/apache2/sites-avail abl e/ def aul t




ssl.conf /etc/apache2/sites-avail abl e/ defaul t-ssl.conf. bak

Now, open the SSL Virtual Host file to make adjustments:

Find the section that begins with <VirtualHost _default_:443> and Uncomment the
DocumentRoot and ServerName line and replace example.com with your domain name or
server IP address,Also uncomment SSLCertificateFile, SSLCerti fi cat eKeyFi | e,

SSLEngi ne on & add the correct path of cert file & key file.




Save & Exit the file.

Enable the Changes in Apache




a2ennod ssli

root @ unphost : ~#  a2ensite default-ssl

Also _enforce ssl in ezeelogin gui.

Restart Apache



https://www.ezeelogin.com/kb/article.php?id=102
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