How to convert the ppk files to openssh format

B 231 @ Manu Chacko [ August 9, 2018 ma General @ 29809

How to convert putty generated .ppk files to .pem/openssh format
Windows - convert a .ppk file to a .pem file

1. Start PuTTYgen. Under Actions, choose Load, and then navigate to your .ppk file.
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Public key for pasting into OpenSSH authorzed_keys file:

ssh+sa A

AAAABINzaC lyc2EAAAABIQAAAGEATBPw2Zi 7Bk /1SqUAsgNQ 74 Zggs E3Kxb K75v S
MHy&MAZ45 1w N Udm,mw S Av Scdv FeVDvIPPJATIZcO77dzUQg ImPob SABSSmW YpQ
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Key fingerprint: |ssh-rsa 2048 d9:63:a3:3c:0a:a7ee:c8:5d:57-5a:e5b4:65:98.14 |
Key comment: |rsakey-20180809 |
Key passphrase: | |

|

Confirm passphrase: |

Actions

Generate a public/private key pair Generate
Load an existing private key file Load

Save the generated key Save public key Sawve pnvate key
Parameters

Type of key to generate:
(@ RSA () DSA () ECDSA () ED25513 () 55H-1 {RSA)

MNumber of bits in & generated key:

2. Choose the .ppk file, and then choose Open.
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Public key for pasting into OpenSSH authorized keys file:

5’ Lead private key:
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3. Choose Conversions from the menu at the top of the PuUTTY Key Generator, and then choose Export OpenSSH Key.
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Key fingerprint: |ssh-rsa 2048 d9:63:a3:3c:0a:a7ee:xc8:5d:57-5a:e5b4:65:98.14 |
Key comment: |rsakey-20180809 |
Key passphrase: | |

Confirm passphrase: |

Actions

Generate a public/private key pair Generate
Load an existing private key file Load

Save the generated key Save public key Save private key
Parameters

Type of key to generate:
(@ RSA () DSA (O ECDSA () ED25513 () 55H-1 {R5A)

MNumber of bits in & generated key:

4. For the PuTTYgen warning Are you sure you want to save this key without a passphrase to protect it?, choose Yes.
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Public key for pasting into OpenS5SH authorzed_keys file:

ssh{sa ~
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Key fingerprint: PuTTYgen Warning 65:98:14
Key comment:

Key passphrase Are you sure you want to save this key

I without a passphrase to protect it?
Corfim passphry - L B '

Actions
Yes Mo W
Generate a publ " ienerate
S — ,—_
Load an existing private key file Load
Save the generated key Save public key Save private key

Parameters

Type of key to generate:
(@ RSA (I DSA (O ECDSA (O ED25519 () 55H-1 {RSA)

MNumber of bits in a generated key:

5. Name the file and add the .pem extension.
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g Save private key as:
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File name: | sshkey.pem 4—_ )

Save as type: | All Files (**) ~
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Unix or Linux - install PuTTY
Install PUTTY, if it's not already on your system, by running one of these commands:

RPM-based/centos

Dpkg-based/ubuntu/debian



Unix or Linux - convert a .ppk file to a .pen file

Run the puttygen command to convert a .ppk file into a .pem file:
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