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How to convert putty generated .ppk files to .pem/openssh format

Windows - convert a .ppk file to a .pem file

1. Start PuTTYgen. Under Actions, choose Load, and then navigate to your .ppk file.

E PuTTY Key Generator ? -
File Key Conversions Help
Key
Public key for pasting into Open55H authorized _keys file:
ssh{sa P

AAAABINzaC Tyc ZEAAAABIQAAAGEATBPwW A 7Bk 15g U AsgNQ 74 Zggs EIKxb K75v S
NHy6M4Z45TvNUJmmw SAv ScdvFeVDvIPPJjATizfcO 7 7dz UQg TmPob SASSSmWYpQ
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Key fingerprint: gshsa 2048 d9:63:a3:3c:0a:a7.ee:cl:5d:57:5a:e5b4d:65:98:14
Key comment : rsatey-20180809

Key passphrase:

Confimm passphrasze:

Actions

(Generate a public/private key pair (aenerate

Load an existing private key file “
Save the generated key Save public key Save pnvate key
Parameters

Type of key to generate:
(®) RSA () DSA () ECDSA () ED25519 (C) SSH-1(RSA)

Mumber of bits in a generated key: 2048
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2. Choose the .ppk file, and then choose Open.
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Public key for pasting into SSH authorized keys file:

5’ Load private key:
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File name: newkryl PuTTY Private Key Files (*.ppk)
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3. Choose Conversions from the menu at the top of the PuTTY Key Generator, and then choose Export
OpenSSH Key.
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Key Import key
Public ke

Export Open55H k
ssh{sa part - pe i
AAAABI Export Open55H key (force new file format)
NHyG6M4 SmWYpQ
Leodt 3y Export ssh.com key A0eY5m
+#wAbBw Dgdh1AT W
Key fingerprint: gshosa 2048 d9:63:a3:3c:0a:a7.ee:cl:bd:57 5a:ebhbd.65:598:14
Key comment : rza-tey-20120209
Key passphrase:
Confimm passphrasze:

Actions

Generate a public/private key pair Generate
Load an existing private key file Load

Save the generated key Save public key Save private key
Parameters

Type of key to generate:

(®) RSA () DSA () ECDSA () ED25519 ()S5H-1 (RSA)
Mumber of bits in a generated key: 20438

4. For the PuTTYgen warning Are you sure you want to save this key without a passphrase to protect it?,
choose Yes.
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Key
Public key for pasting into Open55H authorized _keys file:
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ssh{sa ,..,,
AAAABINzAC Tyc 2ZEAAAABIQAAAGEATEPwW 2 7Bk 15gUAsgNQ 74 Zggs EIKxb K 75w S
NHy&MN4Z451v N UJm/mw SAv ScdvFeVDvIPPJjATizicO 7 7dz UQg TmPob S ASSSmWYpQ
Leodt 8V Idn 1k 27V 12 DB+evILAFsNOJSIN 366 AWM Seax McYRASGCHLipaAle Y bm
+#wAbBwzw+EbcrdFagpgvud EnSleVEKMID6p 2 0zBoe(1i5njez3Y 131 pnk Dg51AT W

Key fingerprint: PuTTYgen Warning |.65:98:14
Key comment:
Key passphrase Are you sure you want to save this key
Cori H I without a passphrase to protect it?
arfim passphn

Actions

N —
Generate a publ ° E‘lerate
Load an existing private key file Load
Save the generated key Save public key Save private key
Parameters
Type of key to generate:
(®) RSA () DSA () ECDSA () ED25519 ()S5H-1 (RSA)
Mumber of bits in a generated key: 20438

5. Name the file and add the .pem extension.
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Public key for pasting into OpenS5H authorized_keys file:
sshsa A

E Save private key as:
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» Hide Folders | Savj) Cancel |

W

Unix or Linux -install PuTTY

Install PUTTY, if it's not already on your system, by running one of these commands:

RPM-based/centos



Dpkg-based/ubuntu/debian

Unix or Linux - convert a .ppk file to a .pen file

Run the puttygen command to convert a .ppk file into a .pem file:
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