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How to add a server using ssh key pair in Ezeelogin?

Overview: This article guides gateway users through the process of adding a remote server to a jump
server (gateway server) using an SSH key pair. It also explains how to add a gateway server using
Ezeelogin's global key, enabling users to add a remote server without needing to enter a password.
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1. How to add a Linux server using private keys?

Step 1(A): Create a ssh key pair on the server using the below command:
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Now, the public key has been saved in the file /root/.ssh/id_rsa.pub and private key in
/root/.ssh/id_rsa.

You can skip step 1(A) if you already have your own SSH key pair.

Step 1(B): Click on the servers tab and then click on add server on the right.
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Step 1(C): Fill in the details of the server to be added. Copy the private from
/root/.ssh/id_rsa and paste the entire private key into the SSH Private Key field without




providing the password. Also, provide the exact SSH Key passphrase used during the key
generation (leave blank if no passphrase was used).
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While adding private key make sure to add the entire key including "BEGIN RSA PRIVATE
KEY" and "END RSA PRIVATE KEY". Even a missing "-" could result in corrupted key.

Step 1(D): Copy the public key from /root/.ssh/id_rsa.pub and paste it inside
the authorized _keys file of the user in the remote server.




Step 1(E): Login to Ezeelogin backend(ezsh) or click on the 'Open Web SSH Consaole' icon to
SSH via the browser and access the remote servers as the gateway user.

<p0rt_number> <gateway_user>
Example: ssh ezadmin @192.168.0.110
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Step 1(F): Click on the 'Open Web SSH Console' icon to SSH via the browser.
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2. How to add a Linux server with the public key (global key) of Ezeelogin?

Step 2(A): Copy the public key (global key) of Ezeelogin from the GUI or from backend which
is under /usr/local/etc/ezlogin/id_key.pub.
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Step 2(b) Paste the global key inside the authorized _keys of the user in the remote

server.




Step 2(C): Login to Ezeelogin backend(ezsh) or click on the 'Open Web SSH Console' icon to
SSH via the browser and access the remote servers as the gateway user.

<p0rt_number> <gateway_user><gateway_ip>

Example: ssh ezadmin @192.168.0.110
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