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How to add a server using ssh key pair in Ezeelogin?

Overview: This article guides gateway users through the process of adding a remote server to a jump
server (gateway server) using an SSH key pair. It also explains how to add a gateway server using
Ezeelogin's global key, enabling users to add a remote server without needing to enter a password.
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1. How to add a Linux server using private keys?

Step 1(A): Create a ssh key pair on the server using the below command:

root@remote_server:~# ssh-keygen
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Generating public/private rsa key pair.

Enter file in which to save the key (/root/.ssh/id_rsa):
root/.ssh/id_rsa already exists.
Overwrite (y/n)? y
Enter passphrase (empty for no passphrase):
Enter same passphrase again:
Your identification has been saved in /root/.ssh/id_rsa.
Your public key has been saved in /root/.ssh/id_rsa.pub.
The key fingerprint is:
SHA256:eUKBEdUIDVzQgCKT3QHBVwWHHCHOIjWa8cDdNkRBrvZM root@ipa.server.com
The key’s randomart image is:
---[RSA 2048]----
| =B#B/@%o0 |
| =@ @=B.o |
| B=o. |
| 0.0 |
I SE |
I
I
I
I

--[SHA256]-----

Now, the public key has been saved in the file /root/.ssh/id_rsa.pub and private key in
/root/.ssh/id_rsa.

You can skip step 1(A) if you already have your own SSH key pair.

Step 1(B): Click on the servers tab and then click on add server on the right.

Ezeelogin 2 | Welcome, Administrator Logout

== Servers

Step 1(C): Fill in the details of the server to be added. Copy the private from
/root/.ssh/id_rsa and paste the entire private key into the SSH Private Key field without



providing the password. Also, provide the exact SSH Key passphrase used during the key
generation (leave blank if no passphrase was used).

Ezeelogin 2 | Weicome, Administrator Logout
= Servers : Edit Server
ps i Hostname IP Address(es) ‘@

admodservers eznoc.com

Remote SSH / RDP Login User

root

192.168.0.110

$SH/RDP Password

~ | $SH Private Key @'

<uB/rBrnScFabjEp6aikXtYkindsyw90xtahgSFY7CAGhGzCvini FUyGN7+SUBQRLAaRCx
CaS8DMs 6rh1BCZX5BIRSWAAAMEAIA/3YSmIutqt 1ZIU16IRLVSDEVRYKTYn
2BnXChzgMzpQZq6N7+E j-+kaOM+ArqHIBDZFXSFHLA2 /UCYF3eGUSEAVTHO
vdE1igdawpyv06dcy Inth19DUQWiFLmp1Q29GGP/GnReA738a5qeQZIRGMQI IKdR+y 1
qubsn52mdny c1VyKgdLXuaibDvgeCab JbaF kLQeg0Yz1YaeBz5r+rgpkaKEDauGh7AiZbzd
yBUiR7RRKZ3JETAARADHIVb3RAZ2FOZXdheQECAWQF Bg==
rrrrr END OPENSSH PRIVATE KEY-----
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While adding private key make sure to add the entire key including "BEGIN RSA PRIVATE
KEY" and "END RSA PRIVATE KEY". Even a missing "-" could result in corrupted key.

Step 1(D): Copy the public key from /root/.ssh/id_rsa.pub and paste it inside
the authorized_keys file of the user in the remote server.

root@remote_server:~# vi /root/.ssh/authorized_keys

ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAACAQCzCOoNRSIt6Eg86XMmnHIV8irlmDQn+G1x
+d41alEwrgligrfCHe 1 QwJeTUhRME7Snarbjm VLQf YuSVLpbOBtFoqdHQXY/Kp6yuyuJWsRntiPzZHSY
uVhNOzalTdmnmALTLip9A%hi+pbMyS5 1tDAwWJCIPJjvE51VW313ddGOlxmWbzHTHbIQHwWVOTPFPS
1;2BDDCSL5nw+2QiQ+R36GI8Y Vpn0aB1RGQRMCPYE+IWJOsvfRs+SvUawkbUgTCg9nhEBPb/Xj11
NtZnU6A0J2T6mkStsMb70pEvDWbd6QPpwhOo/3UT5vk5Qt4Q+RBKyheS6jP71hlpf G9cwtqYRmMZ3n



74f8qnmwiRCVppiRmSW6YepMO/KoL 1byk7RVbaiY WxQZJwdiH/Xfda/nGji6cbOmrsBxKV7QXpF/k
stiIMQ7zT5HoEGXRYRN4rll+ek CFnpFkCjZ75ss+hOwrmd 1iW9luiGdHiV3aQaGTMxWqD480XXZu
0AeC6NVESLEigRbOn4W3KPDky4b490UedMhpRdhVXm+Ow3GQJgCPOGqbPP2Huftxn5ZIm3XG
fW85J4SsChQ+b3jrxeZF5h/e+nrY WqoTbPxH7DCW VRol11lul 74eBkdURS50Jc4C5v5qTbyzqNE6WK3
jsgcazfK32eabCyKfH2AeKAGZM104Zn3MozmGFK{Nrw

Step 1(E): Login to Ezeelogin backend(ezsh) or click on the 'Open Web SSH Consaole' icon to
SSH via the browser and access the remote servers as the gateway user.

ssh -p <port_number> <gateway_user>@ <gateway_ip>

Example: ssh ezadmin@192.168.0.110

Step 1(F): Click on the 'Open Web SSH Console' icon to SSH via the browser.

Ezeelogin

IP Address
erSRV.com 192.168.0.107

192.168.0.110
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2. How to add a Linux server with the public key (global key) of Ezeelogin?

Step 2(A): Copy the public key (global key) of Ezeelogin from the GUI or from backend which
is under /usr/local/etc/ezlogin/id_key.pub.

Ezeelogin & | Welcome, Administrator Logout
SSH Public Key @

B5j30IM+qzwsQMzOKGMPre8ECzAljsuv3Es5JCEIXualb4ZMXP8TIMEguixo+QKcH

3NzaC1yc2EAAAADAQABAAACAQDTksCdYEPIpX9JkQHARjy9Y TBg411w8spp

»

Step 2(b) Paste the global key inside the authorized _keys of the user in the remote

server.




Step 2(C): Login to Ezeelogin backend(ezsh) or click on the 'Open Web SSH Console' icon to
SSH via the browser and access the remote servers as the gateway user.

ssh -p <port_number> <gateway_user>@ <gateway_ip>

Example: ssh ezadmin@192.168.0.110
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