Integrate SAML Authentication in Ezeelogin GUI
using Microsoft Azure SSO and Azure Active
Directory
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Configure Microsoft Azure SSO SAML-based Authentication in Ezeelogin GUI.

Overview: This article describes the brief guide to configuring Microsoft Azure SSO authentication with Ezeelogin
GUI.

Note: SAML is an authentication mechanism for web applications. It's based on web protocols and it cannot be
used for user authentication over SSH.
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1. Login into your Microsoft Azure account and Create an Active Directory service.
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2. Add Users in AD (Skip this step, if Users already exist). This user in turn would authenticate into the Ezeelogin GUI.
To create a user in AD, click on User tab >> New user >> Provide the user name, name, password, etc, and
click Create.
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3. Create an Enterprise Application. Click on Enterprise applications.
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Click on All applications >> New application.
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Click on Create your own application >> Provide the name for your application >> Check Integrate any
other application you don't find in the gallery(Non-gallery) >> Create.
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The Azure AD App Gallery is a catalog of thousands of apps that make it easy to deploy and configure single sign-on (SSO) and automatec ~ application that is not in the gallery, you can create your own application here.

templates to connect your users more securely to their apps. Browse or create your own application here. If you are wanting to publish an
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4. Assign the user to the Enterprise application. Click on Assign users and groups.

oktaez@ezeelogin.com

Microsoft Azure £ Search resources, services, and docs (G+/)

EZ (EZLOGIN.ONMICROSOFT.COM)

Home > ez | Enterprise applications > Enterprise applications | All applications >

i ezlogin | Overview - x

Enterprise Application

B Overview Properties
Deployment Plan Name ©
X Diagnose and solve problems ‘ ezlogin lu) ‘
Application ID @
Manage
[ 33ebe59a-e2ed-45d9-83a5... [ ]
il Properties )
Object D @
2 Owners | 21da370d-efe6-404b-b8fo-.. [
&b, Roles and administrators

Getting Started

&8 Users and groups

23 Single sign-on

@ Provisioning I‘l 1. Assign users and groups —3 2. Set up single sign on

£ Application proxy Provide specific users and groups access Enable users to sign into their application
to the applications using their Azure AD credentials

€ Self-service Assign users and groups Get started

Click on Add user/group to assign the user to the application.
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Click on None Selected >> select the users who want to assign to the application >> select.
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5. Configure Single Sign On ( SAML )

Identifier (Entity ID) - You can find it from Ezeelogin GUI > Settings > SAML> Entity ID)
Reply URL (Assertion Consumer Service URL) - You can find it from Ezeelogin GUI > Settings >
SAML>Assertion Consumer Service URL)

Logout Url (Optional) - You can find it from Ezeelogin GUI > Settings > SAML>Single Logout Service URL



Ezeelogin R | Welcome, Administrator Logout

SAML Service Provider (SP) Info

Metadata URL https /192 166.0.101/ezloginfindex php/metadata

Entil‘yr D hitps:/1182.168.0.101/ezlogin’

Assertion Consumer Service URL htps /1192 168 0.101/ezloginindex php/auth/acs

Single Logout Service URL hitgs /1192, 168.0-101/ezloginindex php/auih/sly «fm—
SAML Identity Provider (IdP) Settings

Metadata URL &

hitps./Noginmicrosoftonline com/f0B57038-1e60-4127-86d4- 18002540381 federationmetadala 2007-06 federationmetadata xmi Pappid=33ebe5%-e2ed-45d0-83a5-3 Haraledcdd

Entity ID &

hitps:/ists windows. nat/f0657038-1ee(-4f27-B6d4- 180025403181/

" Single Sign On Service URL &

https./login microsoftonline com/f0B57038-1eel-4127-86d4-180925403181/saml2

Single Logout Service URL ¥

hitps:/Mogin.microsoftonling. com/fOB57038-1ee0-4127-8604-180925403f81/5ami2

' Signing Certificate &

Click on Single sign-on >> Basic SAML Configuration Edit >> Copy Entity ID, Assertion Consumer Service
URL, and Logout Url from Ezeelogin and paste in the specified fields.
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6. Copy the Metadata URL and paste it to the Metadata URL on Ezeelogin GUI > Settings > SAML Metadata URL
and click on the fetch button, it will auto-fill the SAML setting and SAVE it.






ﬂ.—'v & @ @ {5\7 oktaez@ezeelogin.com @

EZ (EZLOGIN.ONMICROSOFT.COM) ‘@0

R Search resources, services, and docs (G+/)

Home > ez | Enterprise applications > Enterprise applications | All applications > ezlogin >

ezlogin | SAML-based Sign-on - X

Enterprise Application

T Upload metadata file ) Change single sign-on mode  ¥= Test this application &7 Got feedback?

= Overview

Deployment Flan Set up Single Sign-On with SAML

K Diagnose and solve problems 4 i X I X X E
An SSO implementation based on federation protocols improves security, reliability, and end user experiences and is easier to

implement. Choose SAML single sign-on whenever possible for existing applications that do not use OpenlID Connect or GAuth. Learn

Manage more.

W Progerti
¥ roperties Read the configuration guide o' for help integrating ezlogin.

& Owners o
Basic SAML Configuration i
4. Roles and administrators g i Edit
8 Users and groups Identifier (Entity ID) https://192.168.0.101/ezlogin/
Reply URL (Assertion Consumer Service URL)  https://192.168.0.101/ezlogin/index.php/auth/acs
23 Single sign-on Sign on URL Optional
Relay State (Optional) Optional
@ Provisioning Logout Url (Optional) https://192.168.0.101/ezlogin/index.php/auth/slo
£ Application proxy
C  Self-service e : f
Attributes & Claims £ it
givenname user.givenname
surname user.surname
Security emailaddress user.mail
= name user.userprincipalname
Unique User Identifier user.userprincipalname
e SAML Certificates
Token signi tificat
oken signing certificate 2 it
Status Active
Thumbprint B611D324F4743CB07442D48DD0D31A970C89A9E9
Expiration 6/23/2024, 9:55:25 AM
ificati i oktaez@ezeelogin.com
App Federation Metadata Url ‘ https://login.microsoftonline.com/f0657038-1ee0-... [ ‘ |
Certificate (Baseb4) Download
Certificate (Raw) Download
Federation Metadata XML Download
Verification certificates (optional) 2 Edit
Required No
Active 0
Expired 0
Ezeelﬂgi n 1 | Welcome, Adminisirator Logout
N2 e . N2 S :
SAML Service Provider (SP) Info
: Mﬁtﬂdatﬂ URI. hitps (192 168 0. 101/ezloginfindex php/metadata
Entity ID hitps:/192.168.0.101/zlog
Assertion Consumer Service URL filtps /1192.168 0. 101/ezloginfindex phplauthiacs
Single Logout Service URL hitps:/192.168.0. 101 ezloginfindex phplauthislo
4 . . .
SAML Identity Provider (IdP) Settings
7 Metadata URL & -

hitps:Mogin.microsoftonline comf0657038- 1ee0-4127-86d4- 18002540318 1/federationmeladata/2007-06 federationmetadata. xml?appid=33ebe59a-e2ed-45d9-83a5-33aealedcd3

Entity ID &

https:/ists. windows.net/f657038-1ee0-4127-8604-180025403f81/

" Single Sign On Service URL'&

“ 13

htips:/login microsoftonline, com/f0657038- 1ee0-427-86dd- 18092540318 1/sami2

Single Logout Service URL &

hitps:Megin microsoftonhine comf0657038- 1ee0-4127-86d4- 18002540318 1/5aml2

Signing Certificate &

MIICBDCCAgAnIBAZIQeH+ /VabrYpaPokVpSHdBpOANBkghk1G2wABAQSF ADAGHT LuAYDVQQDEY LNakiNyb3livZnQgQXplcmUgRmvkZX ThdGVk IFNT TyBDZX10aWZpY2F O TAeFudyMTAZMjMWNDIIM] 1aF *
Wiy NDA2M DT 1M}V aMDOXM] AwBhVBAMTKULpY3 Jve 29mdC BBenyZSBGZWR L cniF OZWOgUINPIEN L enRpZilj YXR LMI I8 jANBgkqhk i GOwRBAQEF AMOCAQBAMT 1BC aKC AQEALGRARTTACY cMrsDOkakras
dg3T4Calx0HEh6adp1Y{c@T2I0RMCCRGObXUnmxllyH /at pptHINIm3KmOe67 %011 2E4hn3Hgc BBLXEw2mxi XBAGEFNb2qURSSbyc FR7 3Mp2 ] yUU83x53pOkBEACK 1A+ 1smhOHD] 21CxLCT9a9LID15M/ LBpT
xrqaoGEpHaD1pYyLYmVhixoud+BFxh@WZkBEIVE3TokOdF hBF RghAgQLjtaQdknlBexalzCRzhxkeal KnlOsvFCRY Jajpo3 1 BEWSpMzHLFrLyVREUCR LuFVESFAY ZpmZZhZ IRbN tyWhn 2xydyelc rX7BDat ™
£33 fQIDAQABMABGC SqGST b3DQEBCWUAAATBAGCw, ZFARBLUhEPX] AANT 1xBvra] SXHYOURIGS ] 3 fucankoZRx,/ TArod Imk ULk JAMNF uHON3y J8GLBSYGKZ 7 cCmse SdL fuc 3C1+34nQe] 3ctORSLAYACYA 4

Encryption Certificate &




New Signing Certificate &
| New Encryption Certificate & b

+  Username Attribute Name &
L]

Group Atiribute Name &
Firstname Attribute Name &
. tname Attribute Name &

&,
e [
. ! .

| Advanced

)

Liios s . S WY F i et R L

7. Add users in your Azure AD Directory into the Ezeelogin GUI. Make sure the email ID entered in GUI is identical
to the one in SAML.
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- - -
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8. Enable Auto Create User from Ezeelogin GUI -> Settings -> General -> Security -> Enable Auto Create User,
so the user will automatically created after successful authentication from Azure SSO.
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10. Login into the Ezeelogin GUI and you will be prompted with the Microsoft Azure Login Page where you will
need to enter the login credentials to be authenticated into the Ezeelogin Application.
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11. Finally, you will be logged into the Ezeelogin GUI using SAML Authentication. The user will be created
automatically on Ezeelogin after successful authentication from Azure SSO.
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0  +ez.noc3.server 192.168.1.15 development server 2
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For gateway users who require administrative access, the password must be set manually from the
Ezeelogin GUI. Refer below article:

Error: Invalid password

12. After logging into the GUI, you need to reset the password and security code of the SAML user under
Account -> Password in order to SSH to the Ezsh shell.
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https://www.ezeelogin.com/kb/article/error-invalid-password-error-in-the-ezeelogin-gui-while-editing-settings-497.html

13. You can log in to Ezeelogin shell via Webssh shell or using any SSH client such as Putty or terminal etc.

WebSSH: Click on the 'Open Web SSH Console' icon to SSH via the browser.
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0 Name ¥ P Address Server Group S8H Port Description Actions

0 +martian.eznoc.com 192.168.56.110 Linux Cpanel Servers 2 / ]

WebSSH terminal will open like below. Users can navigate the server group with the Up and Down arrow
buttons and enter to log into the server.
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Native SSH Client: After resetting the password and security code you can SSH to the Ezsh shell (using Terminal
or Putty) with the SAML username.

: § ssh alex@adezeelogin.com
alex@adezeelogin.com's password:

14. If you are SSHing with 2FA enabled using Putty or Terminal it would prompt you to enter the 2FA codes, The 2FA
step can be disabled for SAML Authentication under Settings -> Two Factor Authentication -> Skip Two Factor

Authentication for SAML.

The user will be able to ssh without being prompted for the 2FA codes only if the user is logged into the web panel,
otherwise, if the user is not logged into the web panel it would prompt for the 2FA codes.
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15. It is recommended to use the webssh shell for the SAML authentication. The webssh shell is more
convenient as the user would not have to open an SSH client such as Putty/terminal and enter the username/password
and 2FA codes.

Using the webssh, the user can ssh from the web panel itself and 2fa will not be prompted if you have enabled the Skip
Two factor Authentication for SAML.

development server development server
production server production server

ALl servers List of all accessible servers

Refer article to enable encryption in Microsoft Azure SSO with Ezeelogin

How to fetch Username, Firsthame, Lastname, and Usergroup Attributes from Azure to
Ezeelogin?

Note: Delete and log in again with Azure credentials after configuring the steps below to fetch details from Azure
AD to Ezeelogin.

Note:


https://www.ezeelogin.com/kb/article/setup-web-ssh-console-in-ezeelogin-and-ssh-via-browser-180.html
https://www.ezeelogin.com/kb/article/token-encryption-in-microsoft-azure-sso-with-ezeelogin-617.html

User attributes (such as groups and other mapped fields) are automatically updated in the Ezeelogin GUI when a
user authenticates again. If any attribute of an existing SAML user is changed in the identity provider
after the user has already logged in, the change will appear in the GUI only after the user logs out
and logs back in.

For example, if a user is moved to a different group in the SAML provider (such as Microsoft Azure),
the updated group will be shown in the Ezeelogin GUI after the user logs in again.

This feature is available from Ezeelogin version 7.46.0. Refer article to upgrade Ezeelogin to the
latest version.

Note:

1. If users from the OIDC provider need to be auto-created in the corresponding group from OIDC to
the same group in Ezeelogin, the admin user must set the default user group to None. If the same
group is not present in Ezeelogin, the user will not be auto-created.
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2. If the default user group is set to any group other than None, then all users from the OIDC provider

will be auto-created in that same group.
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This feature is available from Ezeelogin version 7.46.0. Refer article to upgrade Ezeelogin to the
latest version.

1. Click on Single sign-on -> Attributes & Claims Edit -> Copy Claim names and paste them into the
advanced SAML setting in Ezeelogin.
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& Users and groups Attributes & Claims 2 Edit
D single sign-on givenname user.givenname
@ Provisioning surname user.surname

emailaddress user.mail
i Application proxy name user.userprincipalname

Unique User Identifier user.userprincipalname

C  self-service

2. Copy the Claim names and paste them into the SAML setting of Ezeelogin.

—_ < 2 oktaez@ezeelogin.com
= Microsoft Azure £ Search resources, services, and docs (G+/) @ gl &

Home > | Enterprise applications > Enterprise applications | All applications > ezeelogin | SAML-based Sign-on > SAML-based Sign-on >
Attributes & Claims - X
-+ Add new claim -+ Add a group claim == Columns 2 Got feedback?

Required claim
Claim name Type Value
Unique User Identifier (Name ID) SAML user.userprincipaln... **

4 3

Additional claims

Claim name Type Value

http://schemas.microsoft.com/ws/2008/06/identity/claims/groups SAML user.groups [All] amm
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress SAML user.mail see
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/givenname SAML user.givenname 2.
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/name SAML user.userprincipalname
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/surname SAML user.surname Lhhs

v Advanced settings

Review the attributes listed below if you encounter the following error while attempting to log in as a SAML user.
Could not get the username from the SAML response



We recommend using the web ssh shell when you are using SAML authentication, which is a lot more convenient
as you would not have to worry about the SSH password or the security code for the users.

Add a different email address for each user. By default, Ezeelogin uses email addresses for creating users.

If you want to add an existing user in Ezeelogin to SSO, Add the user with the exact username, and email address
as follows. (Ezeelogin will verify with the email address of the users by default). Make sure to add the email
address for the Ezeelogin Administrator user.

Saml authentication is not supported for slaves if the URL is IP-based. If you want to authenticate slave using saml
you have to use the domain name.

3. Refer detailed article to create users in Ezeelogin with the same user group in Azure AD.

How to auto-create the Azure SSO user to the same group in Ezeelogin?

Refer to the article tomap the existing user group from SAML Provider(AZURE) to Ezeelogin as the Ezeelogin user
group.

Related Articles:

Login as superadmin when SSO is enabled globally
Token encryption in Microsoft Azure SSO with Ezeelogin
setup web SSH console in Ezeelogin and SSH via browser
Unable to log in with Azure SSO

How to auto-create the Azure SSO user to the same group in Ezeelogin?

Online URL: https://www.ezeelogin.com/kb/article/integrate-saml-authentication-in-ezeelogin-gui-using-microsoft-azure-sso-and-azure-
active-directory-326.html


https://www.ezeelogin.com/kb/article/setup-web-ssh-console-in-ezeelogin-and-ssh-via-browser-180.html
https://www.ezeelogin.com/kb/article/create-users-in-ezeelogin-with-the-same-user-group-in-azure-ad-646.html
https://www.ezeelogin.com/kb/article/can-we-map-existing-user-group-from-saml-provider-to-ezeelogin-as-ezeelogin-user-group-644.html
https://www.ezeelogin.com/kb/article/login-as-superadmin-when-sso-is-enabled-globally-753.html
https://www.ezeelogin.com/kb/article/token-encryption-in-microsoft-azure-sso-with-ezeelogin-617.html
https://www.ezeelogin.com/kb/article/setup-web-ssh-console-in-ezeelogin-and-ssh-via-browser-180.html
https://www.ezeelogin.com/kb/article/unable-to-login-with-azure-sso-420.html
https://www.ezeelogin.com/kb/article/create-users-in-ezeelogin-with-the-same-user-group-in-azure-ad-646.html
https://www.ezeelogin.com/kb/article/integrate-saml-authentication-in-ezeelogin-gui-using-microsoft-azure-sso-and-azure-active-directory-326.html

