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Transfer Ezeelogin SSH session logs recorded to a remote server

1. Create a Linux system user on the remote server to which the ssh
session log files has to be transferred.

'You can skip this step if a Linux system user already exists on the remote machine

Add user with the following command. You can replace the username "backup-user" with username
of your choice.

root @ enot e-server: ~#

2. Setup SSH-KEY based authentication for passwordless authentication

a. Create a ssh key pair on the server using the following command on the Jumpserver.

root @ unpserver: ~# ssh-keygen

Generating public/private rsa key pair.

Enter file in which to save the key (/root/.ssh/id rsa):
Ent er passphrase (enpty for no passphrase):

Ent er same passphrase again:


https://www.ezeelogin.com/kb/category/faq/technical/14/

Your identification has been saved in /root/.ssh/id rsa.
Your public key has been saved in /root/.ssh/id_rsa. pub.
The key fingerprint is:

SHA256: e UKBEdUI DVz Qg CKT3QHBVWHHCHOI j WA8c DANKRBr vZM

root @ pa. server.com

The key’'s randomart inage is:
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Now, the public key has been saved in the file /root/.ssh/id_rsa.pub and private key in
/root/ssh/id_rsa

b. Paste the public key in the remote server users "backup-user" authorized key file.

root @ envot e-server: ~# vi /home/ backup-user/.ssh/ aut hori zed_keys

ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAACAQCz COONRS9t 6Eg86XMMHIVEI r | nDQn+
Glx+d41lal BEw gl | gr f CHelQwJeTUhME7 Snar bj nVLQF YuSVLpbOBt FoqdHQXY/ Kp6yuyu
JWsRnt i PzZH5YuVhNOzal TdmmmALTLi p9AShi +pbMy51t DAWJICIPJj v 51VWB13dd@@I| xm
Wbz HTHbI QHWOTPFPSI j 2BDDCSL5nw+2Q Q+R36G 8YVpn0aB1RqRMCPy E+| W Osvf Rs+
SvUawkbUgTCg9nhEBPb/ Xj 11 Nt ZnU6A0J2T6nk5t sVb70pEvDWhd6 QPpwhQo/ 3UT5vk5Q
t 4Q+RBKyheS6j P71 hl pf @cwt gYRmZ3n74f 8gnnmmi RCVppi REW6YepM)/ KoL1byk7RVb
ai YWkQzIwdi H Xf da/ nG i 6¢cb0nr sBxKV7QXpF/ kst | MJ7zTSHOEGXRYRN4r | | +ekCFnp
FkC Z75ss+hOw nd1li WOI ui GdHi V3aQaGTMk\W)ID480OXXZuoAe C6NVESLEI qRoOn4\WBKPD
ky4b490UedVhpRdhVXm+On3GQI gCPOGHbPP2Huf t xn5ZI nBXG WB5J4Ss ChQ+b3j r xeZF
5h/ e+nr YWjo TbPxH7DCWRol 11 ul74eBkdUR50Jc4C5v5qThyzqNE6VK3j sgcazf K32ea
bCy Kf H2AeKAGZML04Zn3 Moz mG-Kf Nr w

So that you can ssh to remote server from the Jumpserver without password



3. Copy/sync logs from Ezeelogin Jumpserver to the remote server using rsync command.

r oot @ unpserver: ~#

If you want to copy a ssh user log file to the remote server, use the following command

r oot @unpserver: ~#
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