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Exporting Remote Server Access, Access Control, and User
Group-Server Group Reports as CSV Files

Overview: This article explains how to generate CSV reports of gateway users, detailing their remote
server access, access control permissions and usergroup-servergroup access.
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root@gateway:# php /usr/local/ezlogin/eztool.php -user_report

A) How to generate an remote server access report for a gateway user?

A.1.Run the following script on gateway server to generate reports for all users.

root @at eway: # php /usr/local/ezlogin/eztool.php -user_report -out
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fil enanme. csv

un the following script on gateway server to generate the report for a single user.

root @at eway: # php /usr/|ocal/ezl ogin/ eztool.php -user_report
usernane -out fil enane.csv

A.3. Run the following script on gateway server to generate the report for multiple users.

root @at eway: # php /usr/local/ezl ogin/eztool.php -user_report
user nanel, usernane2 -out fil enane.csv

n

For example, the following script generates the report for all users in Ezeelogin to the " allreport.csv
file.

root @at eway: # php /usr/|ocal / ezl ogi n/ ezt ool . php -user_report -out
al | report.csv

HUHHBHHBHHBHHHHHHBHH AR
# Ezeel ogin Tool #
HUHHBHHBHHBHHHHHHBHH AR

Checki ng environnent... The nenory limt is less than 4 GB. If the
script crashes abruptly w thout any errors, try increasing the PHP
menory limt.

done (1736)

Checking license... done (1991)



IEnter t he Ezeel ogin adm ni strator password: Adm n! 2345 I

Note: Running the below scripts will prompt for the Ezeelogin administrator password.
The Ezeelogin administrator password (super admin user) is the user's password
created at the time of installation.

I —

The content of the " allreport.csv " file is shown below.

root @at eway: # cat allreport.csv

user nane, firstnane, | ast nane, emai | , user group, status, | ast _| ogi n_at, | ast
| ogin_fromuser_c
reat ed, user _expiry, servernane, | P, descri ption, servergroup, ssh_user

adm n, Adm ni strator,,, Adm ns, Acti ve, "2021-12-10

04:50: 15", 192. 168. 29. 29, "2021-12-01

06: 26: 09", Never, gw. ezee. co, 192. 168. 29. 178, , | i nux-servers, tech
adm n, Adm ni strator,,, Adm ns, Acti ve, "2021-12-10

04:50: 15", 192. 168. 29. 29, "2021- 12-01 06: 26: 09", Never, sub-j ake-
i nul6, 192. 168. 29. 254, , | i nux-servers, r oot

adm n, Adm ni strator,,, Adm ns, Acti ve, "2021-12-10

04:50: 15", 192. 168. 29. 29, "2021-12-01 06: 26: 09", Never, Ad- wi nd-
RDP, 192. 168. 29. 79, , RDP- machi ne, Adm ni str at or

noni ca, noni ca, , noni ca@ ew. co, Dunmy, Acti ve, "2021- 12-01
07:29:04",127.0.0.1,"2021-12-01

07:27:47", Never, gw. ezee. co, 192. 168. 29. 178, , | i nux- servers, j ake
nmoni ca, noni ca, , noni ca@ ew. co, bummy, Acti ve, "2021-12-01
07:29:04",127.0.0.1,"2021-12-01 07:27: 47", Never, sub-j ake-

i nul6, 192. 168. 29. 254, , | i nux-servers, | ake

decker, decker, , decker @ ew. co, Dummy, Acti ve, "2021-12-01
07:46:24",127.0.0.1,"2021-12-01 07: 31: 44", Never, sub-| ake-

i nul6, 192. 168. 29. 254, , | i nux-servers, r oot

e Tollowing example shows how to view the list of servers that a user has.

root @at eway: # php /usr/local/ezlogin/eztool.php -user_report
ezadm n -out ezadm n_report.csv



root @at eway: # cat ezadm n_report.csv

user nane, firstnane, | ast nane, emai | , user group, status, | ast _| ogi n_at, | ast
| ogi n_from user _created, user_expiry, servernane, i p, description, server
gr oup, ssh_user

ezadm n, Adm ni strator,,, Adm ns, Acti ve, "2022- 12- 08

06: 44: 01", 192. 168. 1. 3, "2022-12- 06

11:12: 30", Never, cent os. server, 192. 168. 1. 2, , producti on. server, r oot
ezadm n, Adm ni strator,,, Adm ns, Acti ve, "2022- 12-08

06: 44: 01", 192. 168. 1. 3, "2022-12- 06

11:12: 30", Never, ubunt u. server, 192. 168. 1. 1, , producti on. server, r oot

un below My command on gateway server to generate csv 11le with user login details.

root @at eway: # nysql -u root -p -e "USE $(grep -oP 'db_nanes+KS+
usr/l ocal /etc/ ezl ogin/ez.conf); select

id, firstnane, usernane, | ast_login_at,last_login_fromfrom$(grep -oP
"db_prefixs+KS+' /[usr/local/etc/ezlogin/ez.conf)users;" --batch --raw
| sed "s/t/,/g" > user_login_details.csv

B) How to generate an access control report for a gateway user (User
-Actions)?

This is available from eztool version: 7.42.6

B.1. Run the following script on gateway server to generate reports for all users.

root @at eway: # php /usr/l ocal / ezl ogi n/ ezt ool . php
-user _capability report -out allreport.csv

B.2. Run the following script on gateway server to generate reports for single user.

root @at eway: # php /usr/l ocal / ezl ogi n/ ezt ool . php
-user _capability _report usernane -out user_report.csv

B.3. Run the following script on gateway server to generate reports for multiple users.



root @at eway: # php /usr/l ocal / ezl ogi n/ ezt ool . php
-user _capability report userl,user2 -out user_report.csv

or example, the Tollowing script generates the report for all users in Ezeelogin to the ©  allreport.csv

root @at eway: # php /usr/ | ocal / ezl ogi n/ ezt ool . php -user _report al ex
-out al ex_report.csv

HUHHBHHBHHBHHHHHHBH AR
# Ezeel ogin Tool #
HUHHBHHBHHBHHHHHHBHH BT

Checki ng environnent... The nenory limt is less than 4 GB. If the
script crashes abruptly w thout any errors, try increasing the PHP
menory limt.

done (1736)

Checking license... done (1991)

Enter the Ezeel ogin adm ni strator password: Adm n! 2345

The content of the " alex_report.csv " file is shown below.

root @at eway: # cat al ex_report.csv

user nane, firstnane, | ast nane, emai | , user group, status, | ast _| ogi n_at, | ast
| ogi n_from user_created, user _expiry, nodul e, feature

al ex, al ex, , al ex@z. ocm Dunmy, Acti ve, "2025- 06- 25

07:00: 33", 192. 168. 56. 1, "2025- 06- 03 09: 21: 38", Never, "CGat eway (aka
Bastion Host)","Ezsh Shell™

al ex, al ex, , al ex@z. ocm Dunmy, Acti ve, "2025- 06- 25

07:00: 33", 192. 168. 56. 1, "2025- 06- 03 09: 21: 38", Never, "Gat eway (aka



Bastion Host)","All ow Mosh (https://nosh.org)"

al ex, al ex, , al ex@z. ocm Dunmy, Acti ve, "2025- 06- 25

07:00: 33", 192. 168. 56. 1, "2025- 06- 03 09: 21: 38", Never, "Gat eway (aka
Bastion Host)","Al |l ow SCP"

al ex, al ex, , al ex@z. ocm Dunmy, Acti ve, "2025- 06- 25

07: 00: 33", 192. 168. 56. 1, "2025- 06- 03 09: 21: 38", Never, "Gat eway (aka
Bastion Host)","Al |l ow SFTP"

C) How to generate a report of the ACLs showing user group—action
mappings? (Usergroup - Actions)

This is available from eztool version: 7.42.6

C.1. Run the following script on gateway server to generate reports for all usergroups.

root @at eway: # php /usr/l ocal / ezl ogi n/ ezt ool . php
-usergroup_capability report -out allreport.csv

. Run the following script on gateway server to generate reports for single usergroup.

root @at eway: # php /usr/l ocal / ezl ogi n/ ezt ool . php
-usergroup_capability report usergroup_nanme -out user_report.csv

. Run the following script on gateway server to generate reports for multiple usergroup.

root @at eway: # php /usr/l ocal / ezl ogi n/ ezt ool . php
-usergroup_capability report usergroup_nanel, usergroup_name2-out

user _report.csv

or example, the following script generates the report for all users in Ezeelogin to the
sysadmins_report.csv " file.



root @at eway: # php /usr/l ocal / ezl ogi n/ ezt ool . php
-usergroup_capability_report sysadm ns -out sysadm ns_report.csv

HHHHHHHHHHH B R HH R
# Ezeel ogin Tool #
HHHHHHHHHHH B R HH R

Checki ng environnent... The menory Iimt is less than 4 GB. If the
script crashes abruptly wi thout any errors, try increasing the PHP
menory limt.

done (1736)

Checking |icense... done (1991)

Enter the Ezeel ogin adm ni strator password: Adm n! 2345

The content of the " sysadmins_report.csv " file is shown below.

root @at eway: # cat sysadm ns_report.csv
user group, descri ption, nodul e, f eature

I ns, "sysadm ns G oup", Cluster, Al l
I ns, "sysadm ns G oup","Wb Portal s","Wb Portal List"

I ns, "sysadm ns G oup","Wb Portal s","View Portal "

I ns, "sysadm ns G oup","Wb Portal s","Add Portal"

I ns, "sysadm ns G oup","Wb Portals","Edit Portal"

I ns, "sysadm ns G oup","Wb Portals","Delete Portal "

I ns, "sysadm ns Group","Wb Portal s","Export Portal s"

I ns, "sysadm ns G oup","Wb Portal s","Wb Portal Login"




D) How to generate a report that shows the access control mapping
between user groups and server groups(Usergroup - Servergroup)?

This is available from eztool version: 7.42.6

D.1. Run the following script on gateway server to generate reports for usergroups-servergroup.

root @at eway: # php /usr/l ocal / ezl ogi n/ ezt ool . php -usergroup_report
-out allreport.csv

D.2. Run the fo owing script on gateway server to generate reports 1or single usergroup.

root @at eway: # php /usr/l ocal / ezl ogi n/ ezt ool . php -usergroup_report
usergroup_nane -out user_report.csv

D.3. Run the fo owing script on gateway server to generate reports 1or multiple usergroup.

root @at eway: # php /usr/l ocal / ezl ogi n/ ezt ool . php -usergroup_report
user group_nanel, user group_nane2 -out user_report.csv

or example, the following script generates the report for all users in Ezeelogin to the
sysadmins_report.csv " file.

r oot @at eway: # php /usr/ | ocal/ ezl ogi n/ ezt ool . php
-usergroup_capability report sysadm ns -out sysadm ns_report.csv

HHHBHBHBHHHHBHBHHRH BB
# Ezeel ogin Tool #
HHHBHBHBHHHHBHBHHRH BB

Checki ng environnent... The nenory limt is less than 4 GB. If the
script crashes abruptly wi thout any errors, try increasing the PHP
menory limt.
done (1736)



Checking |icense... done (1991)

Enter the Ezeel ogin adm ni strator password: Adm n! 2345

The content of the " sysadmins_report.csv " file is shown below.

root @at eway: # cat sysadm ns_report.csv
user group_descri ption, servergroup, servergroup_descri ption
"sysadm ns G oup", "production servers",
"sysadm ns G oup", "stagi ng servers",
"sysadm ns G oup", "devel openent servers",

"sysadm ns G oup", "eur_servers",

"sysadm ns G oup", "server CA"
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