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View	remote	user	password
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How	to	View	Remote	User	Passwords	with	Ezeelogin	GUI	and	ezsh	Shell?

Overview:	This	article	describes	how	to	view	remote	user	passwords	for	servers	using	the	web	GUI	or	ezsh	shell,
provided	admin	privileges	are	granted.	

Suppose	you	have	not	given/granted	the	privilege	to	an	ezeelogin	user(eg:	"tom").

Then	Navigate	to	Access	Control	>	under	User-server	>	enable	View	Server	Details	for	the	user	("tom")	and
Save	it.

Step	1:	Navigate	to	Ezeelogin	GUI		>	Servers	>	click	on	 	icon	to	view	the	server	details	of	any	particular	server.
(	eg.CosmosNetServers)
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Step	2:	Log	in	to	the	Ezeelogin	Web	SSH	console	to	view	the	password	via	the	backend	shell.

Step	3:	Navigate	to	any	server("CosmosNetServers")	using	the	up	and	down	arrow	keys	->	Click	on	the	tab	key	to
view	server	details.

By	following	the	above	steps	any	ezeelogin	user	can	view	the	server	details.

This	option	will	be	effective	only	if	the	admin	user	has	granted	the	privilege	to	view	passwords	for
gateway	users	through	access	control.

How	to	view	the	SubSSH	user	password
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To	view	the	SubSSH	user	password,	the	required	privilege	must	be	granted	to	an	Ezeelogin	user.		For	this
Navigate	to	Access	Control,	under	User	Server,	enable	View	Server	Details	for	the	user	(e.g.,	Tom),	and	save	the
changes.

Note:		To	view	the	password	in	the	GUI,	2FA	must	be	enabled	and	the	GUI	must	be	accessed	via
HTTPS.

There	are	two	options	to	view	the	subssh	user	password.

1.	Map	the	ezeelogin	GUI	user(eg:	Tom)	with	sub	ssh	user(eg:	Roy)

					1(A).	Navigate	to	the	Users	tab,	click	the	Edit	icon,	select	the	SubSSH	user	from	the	dropdown,	provide	the
authorization	password,	and	save	the	changes.



			1(B).	After	logging	in	as	the	same	GUI	user	(e.g.,	Tom)	who	is	mapped	to	the	SubSSH	user	(e.g.,	Roy),	go	to	the
Servers	tab	and	click	the	plus	icon	 	next	to	the	server	name.	This	will	expand	the	server	details,	where	the
password	option	will	be	visible.	Click	[click	to	reveal]	to	view	the	SubSSH	user	password(Refer	to	the	screenshot
below.)





		1	(C).	Log	in	to	the	Ezeelogin	Web	SSH	console	to	view	the	password	via	the	backend	shell.

		1(D).	Navigate	to	any	server(eg.,	Alphserver)	using	the	up	and	down	arrow	keys	->	Click	on	the	tab	key	to	view
the	password.
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2.	Map	the	SubSSH	user	to	a	group	to	view	the	password.

	2(A).	Go	to	the	Servers	tab	and	click	Sub	SSH	User	Maps.	Map	the	SubSSH	user	(e.g.,	Miya)	to	the	required
user	group	(here,	Developers)	and	server	group	(here,	Production	Servers)	and	save.	Then	log	in	as	any	user	from
the	mapped	user	group	(e.g.,	Tom	from	the	Developers	group)	and	click	the	plus	icon	 	next	to	the	server	name.
This	will	expand	the	server	details,	where	the	password	option	will	be	visible.	Click	[click	to	reveal]	to	view	the
SubSSH	user	password.	(Refer	to	the	screenshot	below.)





		2(B).	Log	in	as	any	user(e.g.,	Tom)	from	the	mapped	user	group	(e.g.,	Developers)	to	the		Ezeelogin	Web	SSH
console	view	the	password	via	the	backend	shell.

	2(C).	Navigate	to	any	server	(e.g.,	Alphserver)	from	the	mapped	server	group	(Production	Servers)	using	the	up	and
down	arrow	keys,	then	press	the	Tab	key	to	view	the	server	details.
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Refer	to	manual	details	for	more	information:

Explanation	of	server	list	from	the	backend
The	user	would	need	access	to	'view	server	details'	in	the	access	control
Ezeelogin	shell	shortcuts
Internal	commands	to	view	server	details,		list	the	servers,	and	copy	from	ezsh

Contact	our	support	department	if	you	face	any	difficulties.	
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