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Integrating SSH Public Key Authentication with OpenLDAP on
Ezeelogin

Overview: This article describes how to integrate SSH public key authentication on an
Ezeelogin gateway server by exporting the public key from an OpenLDAP server. It
includes steps for updating the LDAP schema, adding user attributes, creating a fetching
script, and configuring SSH to use the public keys retrieved from LDAP.

Integrate SSH Public key authentication on Ezeelogin gateway server by exporting the
Public Key from Openldap server for a centralized ssh key based authentication.

Step 1. First you need to update Openldap LDAP server with a schema to add the
sshPubicKey attribute for users:

root@ldapserver:~ cat << EOL >~/openssh-lpk.ldif
dn: cn=openssh-lpk,cn=schema,cn=config
objectClass: olcSchemaConfig
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cn: openssh-lpk

olcAttributeTypes: ( 1.3.6.1.4.1.24552.500.1.1.1.13 NAME 'sshPublicKey'

DESC 'MANDATORY: OpenSSH Public key'

EQUALITY octetStringMatch

SYNTAX 1.3.6.1.4.1.1466.115.121.1.40 )

olcObjectClasses: ( 1.3.6.1.4.1.24552.500.1.1.2.0 NAME 'ldapPublicKey' SUP top AUXILIARY
DESC 'MANDATORY: OpenSSH LPK objectclass'

MAY ( sshPublicKey $ uid )

)
EOL

Step 2. You need to run the following command to add Idif :

Step 3. Login to the GUI of your Idap server. Create a user with the “Generic: User Account”
template. Select the user "jake" as shown below

hi
“El'bapr

=atimin P7¥@@
Home | Purge caches | Show Cache
& My LDAP Server ®

B & ® o0 @ & Server: My LDAP Server Distinguished Name: cn=jake j,ou=people,dc=example,dc=com

: cn=jake j
. Template: Default
schema search refresh info import export legout

Logged in as: cn=admin

> @ Refresh # show internal attributes
=@ dc=example, dc=com (4)
& cneadmin ﬂ Switch Template @ Export
i
@ cn=ezeelogintest Copy or move this entry @ Delete this entry
=8 ou=groups (1) [ rename o8 Compare with another entry
Bi_l ou=people (7) Create a child entry & Add new attribute
, '.. cn=jake j ¢ Hint: To delete an attribute, empty the text field and click save
‘ cn=john j o Hint: To view the schema for an attribute, click the attribute name
. cn=Idapuser |
. cn=malhar m & required, rdn
n cn=ted ted
. cn=test test jake j
‘ uid=adam (add value)
¥ Create new entry here (renams )]
g Create new entry here
gidNumber required
[500 |
ezeelogin ()

Step 4. Go to the “objectClass” attribute section, click “add value”, and choose the



“ldapPublicKey” attribute.

objectClass required

® inetOrgPerson (structural)

B |posixAccount

top
{add value)
Current list of 3 values for attribute objectClass: inetOrgPerson
posixAccount
top
Enter the value(s) you would like to add: labeledURIObject -
IdapPublicKey
olcConfig

olcFrontendConfig
organizationalPerson
person

pkiCA

pkilUser
qualityLabelledData
shadowAccount
simpleSecurity Object
strongAuthenticationUser
subschema

uidObject
usarsecuritylnformation

Add new ObjectClass

Step 5. After you submit, go back to the user edit page, click “Add new attribute” on the top
part, and choose “sshPublicKey”, paste the public key into the text area, and finally click
“Update Object”."



cn=jake j

Server: My LDAP Server Distinguished Name: en=jake jou=people dc=example,dc=com

® Refresh
@ Switch Template

Copy or move this entry
[ Rename
Create a child entry

Templatz: Default

2 show internal attributes

% Export

¥ Delete this entry
R Compare with another entry
[& Add new attribute

cn
jake j
(add value)
(rename)
gidNumber
[s00
ezeelogin ()

postalAddress -
postalCode
preferedDeliveryMethod
preferredLanguags

Sarver: My LDAP Server DERESEIEN A= bple,dc=—example,dc=com
roomMNumber
secratary
& Refresh seeAlso attributes
% Switch Template st
Copy or move this entry street ¥
Telephone
[ Rrename teletexTerminalldentifier another entry
Create a child entry telexNumber Lte
g o ) . . i title
J s At s = W userCertificate
¥ H To vie e e 3 e ck the attri| userPKCS12
userSMIMECertificate
. x121Address
Add Attribute ¥500Uniqueldentifier
sshPublicKey v

cn
jake j
(add value)
(renams]
gidNumber

500




(add value)

sn required
I I
(add value)

: ssh-rsa < :

AAAAB3INzaClyc 2EAAAADAQABAAABEQCH/BFoZ06UNCP
i hlxG27P5j6IRdRho8hVibGEYNYVESnt21lakmfPREEITY
: U2WIOMHXQVUNPBUWwIHoGPdvBEs FdFpPXE@NnT25WFyKp ~
nEVQcloTVo4e6ZA45in+CtX+3ARPgFA1IMIQMDTSZKE

(add value)
uidMumber requirad
1011
User Name alias, required
liake .
(add value)

| Update Object

Step 6. Create a script on your Ezeelogin server that queries LDAP for a user's public key under
/usr/local/fetchsshkeys

#!'/ bi n/ sh

| dapsearch -x ' (&(objectd ass=| dapPubl i cKey) (uid=""$1""))"
' sshPubl i cKey'

sed -n '/~ [{H;d};/sshPublicKey:/x;$g;s/n *//g;s/sshPublicKey:

/1gp'




TROUBLESHOOTING

Ensure that the public key is fetched for the user jake from the Openldap server by running the

following command

root@ jumpserver:~ ldapsearch -x '(&(objectClass=ldapPublicKey)(uid=""jake j'"))’
'sshPublicKey' | sed -n '/* /{H;d};/sshPublicKey:/x;$g;s/n *//g;s/sshPublicKey: //gp'

Note: Install the script on your system and make it executable by running: chnmod 0500
/usr/local/fetchsshkeys

Step 7. Make sure your /etc/|dap/ldap.conf or /etc/openldap/ldap.conf
file is configured to point to the right Open LDAP server For example:

BASE dc=example,dc=com

URI ldap:// _ldap.example.com

Step 8. Add the following lines on the gateway server to your sshd_confi g file to point to
the script

AuthorizedKeysCommand /ust/local/fetchsshkeys

AuthorizedKeysCommandUser root
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Step 9. Now, the user "jake" will be authenticated using the public key fetched from the Open
ldap server

Ezeelogin R | Welcome. Administrator Logout

2023 01 13 10.57 2023 01 15 10.57
~ Rows Per Page Note: Logs are local to the node. Search the other node as well if cluster is configured.

O Username Server Name Status 1P Address Login Time Logout Time Input idle Time Output dls Time Actions
O admin debian FAILED: Auth failed 127.004 20230113 1249:20  2023-01-13 12:49:04 os os =
O aomn acomn Al 1 A e o =
) aumin detian FAILED. Aulh et 127001 20230113 193230 20230113 1530.35  os os =
=) | AILLL: Autn raea 12100 P — os =
L FAILED. Aulh faitedt 127.0.0.1 2023 01 13 15.33.64 2023 01 13 15.33.68 o o5 =
O 127.0.0.1 2023-01-13 12:49:27 os os
(=] 127.0.01 2 265 8
i 127001 o os =
C os =]
i FAILED. Aulh failet 127001 2023.01-13 125301 20230113 1259.05 0% os =
R B 4
showan |

Make sure that you have installed ldapsearch on your Ezeelogin server.
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