Integrate AWS SSO with Jumpserver
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Integrate AWS SSO in Ezeelogin SSH Gateway

Overview: This article provides a comprehensive guide to integrating AWS SSO with Ezeelogin SSH Gateway. It
covers the steps to configure a custom SAML 2.0 application in AWS, map user attributes, add and assign users,
configure SAML Identity Provider settings in Ezeelogin, and enable SAML authentication. Additionally, it explains how
to log into the Ezeelogin GUI and shell using SAML credentials, manage 2FA settings, and emphasizes the
convenience of using the web SSH shell for SAML authentication.
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Step 1: Login to AWS console > select AWS Single Sign-On and click on Applications
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| Dashboard * Welcome to AWS Single Sign-On

AWS accounts y n y . ioas

% e Sign-On (SS0) enables you to manage SS0 access to your AWS accounts, resources, and cloud applications centrally, for users from your
Applications preferred identity source. Learn more
Users

Recommended setup steps
Groups

Choose your identity source

Settings The identity source is where you administer users and groups, and is the service that authenticates your users.

2 Manage S80 access to your AWS accounts
Give your users and groups access to specific AWS accounts and roles within your AWS organization.

3 Manage SS0 access to your cloud applications
Give your users and groups access to your cloud applications and any SAML 2.0-based custom applications

Step 2: Click on Add Application


https://www.ezeelogin.com/kb/category/security-compliances/identity-access-management-iam/15/
https://www.ezeelogin.com/kb/category/getting-started/tweaks-configuration/7/
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Dashboard ¢« AWSS350 > Applications

AWS accounts Applications

Applications

Ultiple cloud applications and any custom applications that support identity federation with SAML 2.0. Leam more

Configure single sign-on (530 acce

i Add a new application =
Groups

Applicati - Stat Certificate irati
Settings pplication name atus ertificate expiration

ezeelogin Configured @ May 10, 2026

Step 3. Click on Add a custom SAML 2.0 application
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Add New Application

Choose an application from our catalog of preintegrated cloud applications or choose to add a custom SAML 2.0 application

Each application comes with detailed instructions to help you set up the trust between AWS S50 and the application’s service provider

Learn more

AWS SSO Application Catalog

a Add a custom SAML 2.0 application
You can add S50 integration to your custom SAML 2.0-enabled applications
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Step 4: Configure Custom SAML 2.0 application. Add Display name & Description
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Configure Ezeelogin

AWS S50 works as an identity provider (IdP) for any SAML 2.0—compliant cloud applications. To configure this application for 550 access,
you must establish a trust relationship between AWS S50 and your cloud application (service provider) through a SAML metadata exchange.
You can view instructions on this page and find metadata details for your provider.

View instructions (7

Details

Display name” Ezeelogin ‘IK

Description Ezeelogin SAML 2.0 application 4
CICT
y

The description you type here does not appear in the user portal. Howaver, it will be visible in the AWS

S50 console and when using the AWS SSOAPIs

AWS SS0 metadata

Your cloud application may require the following certificate and metadata details to recognize AWS SSO as the identity provider.

AWS 580 SAML metadata file | hiips //portal sso.us-easi-2 amazonaws.com/sam Copy URL Dowmload
AWS $S80 sign-in URL | htips://portal.sso.us-easi-2. amazonaws.com/sarr Copy URL
AWS 550 sign-out URL | hitps://portal sso.us-east-2 amazonaws.comisan Copy URL
AWS 850 issuer URL | hitps://portal.sso.us-east-2.amazonaws.com/sarr . Copy URL

AWS SSO0 certificate  Download certificate

Step 5: Add Application properties & Application metadata
Step 5.a: Fill the Application start URL . You can find it from Ezeelogin GUIl > Settings > SAML> Entity ID



Ezeelogin

\

& | Welcome, Administrator Logout

SAML Service Provider (SP) Info

Metadata URL http:/1192.168.1.7/ezloginfindex. php/metadata
Entity ID http:/1192.168.1.7/ezlogin/

Assertion Consumer Service URL hittp://192.168. 1.7/ezloginfindex. php/auth/acs
Single Logout Service URL http:/1192.168. 1. T/ezloginfindex. php/auth/slo

SAML Identity Provider (IdF) Settings

|

Metadata URL ‘&

hitps./fpertal sso.us-east-2. amazonaws.com/saml/metadata/Mzy 0D ExMjU20T U 2lucy 1JMWMIMDQx N FEY WU ZGES

Entity ID &

hitps:/iportal s50.us-east-2 amazonaws.com/saml/assertion/MzY 30DExMjU2 OTUwWX 2 lucy 1JMWIMIMDQxNIFKY WUz ZGES

Single Sign On Service URL &

hitps:/(portal s50.us-east-2.amazonaws.com/saml/assertion/MzY 30D ExMjU20TUWXZlucy 1JMWM3IMDQxENIFKY WU ZGES

Single Logout Service URL ‘&

hitps:/fportal s50.us-east-2.amazonaws.com/saml/logoutMzY30DEXMUZOTUWXZIucy 1JMWMIMDQxNJFKY WUXZ GES '

Signing Certificate &
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Step 5.b: Fill the Application start URL & Click on If you don't have a metadata file, you can manually type

your metadata values.

Application properties

Your cloud application may optionally take additional settings to configure your user experience. Leamn more

Application start URL
Relay state

Session duration®

Application metadata

https://192.168.1.7/ezlogin/ o b

1 hour -

AWS SS0 requires specific metadata about your cloud application before it can trust this application. You can type this metadata manually or upload a metadata

exchange file.

Application SAML metadata file*

Browse...

ﬂ you don't have a metadata file, you can manually type your metadata values ]

* Required fields

Cancel

Fill the Application ACS URL & Application SAML audience

Application ACS URL - Assertion Consumer Service URL ( you can find it from Ezeelogin GUI > Settings >
SAML> Assertion Consumer Service URL)

Application SAML audience - Entity ID ( you can find it from Ezeelogin GUI > Settings > SAML> Entity ID )

Application properties

Your cloud application may optionally take additional settings to configure your user experience. Learn more
Application start URL € https:/1192.168.1.7/ezlogin/

Relay state

Session duration 1 hour

Application metadata

AWS SS0 requires specific metadata about your SAML service provider before it can trust this application. You can tvn
a metadata exchange file

=tadata manually or upload

Application ACSURL @ https:/1192.168.1.7/ezlogin/index phpfauth/acs

Application SAML audience https:/1192.168.1.7/ezlogin/




Click on save changes.

Step 6: Click on Attribute Mappings and Add attributes as follows.
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AWS SSO » Applications » ezeelogin

Dashboard 4

WS .
AWS accounts ezee|OgIn
Applications ———

Configuration Attribute mappings Assigned users

Users
Groups Edit configuration
Seftings Details

Display name ezeelogin
Description SAML 2.0 application

Instruction Configuration instruction

AWS 550 metadata

Your service provider may require the following certificate and metadata details to recognize AWS SSO as the identity provider.

AWS S50 SAML metadata Download

AWS 550 sign-in URL hitps://portal sso.us-east-2. amazonaws.com/san . Copy
AWS 5§50 sign-out URL https://porial sso.us-east-2 amazonaws.com/san Copy
AWS 550 issuer URL https-//portal sso us-east-2 amazonaws com/sam Copy

AWS 550 certificate cert-le1a62f5cee53278 (expires on May 10, 2026)

Download certificate | Manage certificates

eedback English (US) ¥ 21, ¢ ed. Privacy Policy Terms of Use Gookie preferenc

Add attributes
Step 6.a: Add ${user.email} and select emailAddress Format

Step 6.b: Click on Add new attribute mapping and add email to first column, ${user:email} to next column &
select unspecified Format and save.

aws Services w Search for services res, markefplace products, and docs [Alt+S] B & okaezv Ohiow Suppord ¥

AWS SSO » Applications > ezeelogin

Dashboard 4
W .
AWS accounts ezee|0gln
Applications e
Configuration Attribute mappings Assigned users
Users
& Attributes you map here become part of the SAML assertion that is sent to the application. You can choose which user attributes in your application map to
mUpS corresponding user attributes in your connected directory. Learn more
Settings
User attribute in the application Maps to this string value or user attribute in AWS $50 Format
Subject ${user-email} emailAddress v
email ${user:email} unspecified - o

© Add new attribute mapping %

Step 7: Add and assign users to access our application.

Step 7.a: Add user: Click on Add user in Users tab in aws sso console
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Diishbsisid 4 AWSSSO » Users

AWS accounts USErS
Applications

Users

Groups

Users listed here can sigp## the user portal to access any AWS accounts or applications that you have assigned to them. Learn more

Q
&

Settings Display name - Se criteria

Display name Usemame Status MFA devices
Manu Chacko manuchacko Enabled None
Marc Adams marcadams Enabled None

Step 7.b: Add Username, Password, Email address, First name, Last name & Display name and Click Next.
Assign to a usergroup and Save.

You need to add different email address for each users. By default ezeelogin uses email address for creating



users. You should an email address for superadministrator in ezeelogin(lt will be empty by default )
If you want to add an existing user in ezeelogin into SSO, Add the user with exact username, email address as
follows. (Ezeelogin will verify with the email address of the users by default)

Ezeelogin & | Welcome, Administralor Logout
il ! ) . " 1
i First Name Last Name
Adminisirator
Username & Email
steve steve@ezeelogin.com
« User Group Status
Admins 4 E Active Suspended
Expire @ Command Guard ‘&
Never H - MNone — H
Limit IPs & B« Disallou
Virtual Shell @
; Allowed IPs '@
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Add user o

Details Groups

User details

Username® | steve

This username will be required to sign in to the user portal. RS TS e changed laler.
Password @ Send an email to the user with password setup instructions. Leam more
Generate a one-time password that you can share with the user. Learn more

Email address® | steve@ezeelogin.com b

Confirm email address* | steve@ezeelogin.com
First name® | Steve

Last name* | Irvin
Display name® | Steve Irvin b
» Contact methods (optional)
» Job-related information (optional)

» Address (optional)

Cancel Next: Groups 4

Step 7.c: Click on Assigned users tab and click on Assign users button to assign users to this application.
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Dashboard 4 AWSSS0O » Applications > ezeelogin
g :
AWS accounts ezeelogln
Applications
Configuration Attribute mappings
Users

G The following users and groups from your connected directory can access this application. Leam more
roups

Setings

User/group

& manuchacko Remove access

& marcadams Remove access

Step 8: Add SAML Identity Provider (IdP) Settings on Ezeelogin.



Copy the AWS SSO SAML metadata url and paste it to Metadata URL on Ezeelogin GUI > Settings > SAML
Metadata URL and click on the fetch button ,It will autofill the SAMLsettings and Save it.
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Configure Ezeelogin

AWS SSO works as an identity provider (IdP) for any SAML 2.0-compliant cloud applications. To configure this application for S50 access,
you must establish a trust relationship between AWS S50 and your cloud application (service provider) through a SAML metadata exchange.
You can view instructions on this page and find metadata details for your provider.

View instructions (2

Details
Display name”  Ezeelogin i ]
Description Ezeelogin [SAML 2.0 application
e
The description you type here does not appear in the user portal. However, it will be visible in the AWS
S50 consale and when using the AWS S50 APls
AWS SSO metadata

Your cloud application may require the following certificate and metadata details to recognize AWS SS0O as the identity provider.

AWS $S0 SAML metadata file  https-//portal ss0 us-east-2 amazonaws com/sam Copy URL Dovmload

AWS S80 sign-in URL | htips://portal sso.us-east-2.amazonaws.com/sarr Copy URL
AWS 550 sign-out URL | hitps://portal ss0.us-east-2.amazonaws.com/sam Capy URL
AWS 550 issuer URL  https://portal. sso.us-east-2. amazonaws.com/sanm Caopy URL

AWS S50 certificate  Download certificate

Paste the Metadata URL on Ezeelogin GUI > Settings > SAML Metadata URL and click on the Fetch button &
save it.



Ezeelogin 2 | Weicome, Administrator Logout
SAML Identity Provider (IdP) Settings

9, Settings

Metadata URL ‘&

hitps:/iportal 550 us-east-2 amazonaws_com/saml/metadataMzY 30DExMjU2OTUwX 2lucy jMWMIMDQxNjFKYWUxZGES
Entity ID &

hitps:/iportal sso.us-east-2 amazonaws.com/samlfassertion/MzY 30DExMjU20TUwX 2lucy 1JMWMIMDCxNjFRYWUxZGES
Single Sign On Service URL &

hitps:/iportal.sso.us-east-2 amazonaws.com/saml/assertion/MzY 30DExMjU20TUwX 2lucy 1IMWMIMDCxNJFKYWUxZGES
Single Logout Service URL &

hitps:/iportal.sso.us-east-2 amazonaws.com/samiflogoutMzY 30DEXMU20TUw X 2lucy 1jMWMIMDQxNIFRYWUxZGES
Signing Certificate &

MIIDAZCCAeugAwIBASIBATANBEKghKGIWOBAQ: FADBFMAYWF AYDVQQDDALhbF 602 5hd3Mu Y29 tM0BwCwWYDVQQLDARJREF TMOBWDQYDVOQK
DAZBbbF6b24xC zAJBsNVBAYTALVTMBAXDT DMDUxMDEwM LML 0XDT L 2ZMDUMD EwljUsd 1 owR T EWMBQGAL L EAwwlY W1 hemSuYXdz Lmbvb TEN
MAsGAIUECwwESURBUZEPMABGALUECgwGQk1hemIuMQswCQYDVQQGEWIVUzCCAS TwDQY IKoZ T v NAQEBBQADgg EPADCCAQOCEgEBAT Y1 18Y |
GwyueCuhXxpeMYGAZcxV/5b848IniqerCFF+T 2pcDX/ chit8fIkacgxkKFgx37CxKpnlRmul EbCKED/ tKNL py PxlwdcBLVISF Ap8Ye20htdS
geAmc6sCgo+Pf /xsEUEpHDLE rp2YIKVIBRsSmIPFTpfPgnOwkis /+GzUSWI1BIrg/ 85256/ TVILDQNDErahz 2314fM7w2jdp/4niuH+dgEBgb -

Encryption Certificate &

New Signing Certificate ‘&

New Encryption Certificate ‘&

Username Attribute Name &
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Step 9: Change Web panel Authentication to SAML from Ezeelogin GUI > Settings > General > Web Panel
Authentication > SAML



Ezeelogin

General Settings

: Password / Security Code Retries '@

2 '
o ol Web Panel Authentication &

SAML H
9, Settings

* reCAPTCHA Sitekey '@ Get reCAPTCHA AP Key
General

User Password Lifetime &

0

Allow Browsers To Save Login &

& | Welcome, Administrator Logout

Login captcha ‘&

-

Disable

External S5H Auth &

reCAPTCHA Secret @

Maximum Days Without Login &

0

 cancel | sove [

Step 10: Enable Autocreate user from Ezeelogin GUI > Settings > General > Security > Enable Auto

create user

General Settings

1 | Welcome, Administrator Logout

Password Minimum Length &

20

Password Minimum Block Letters ‘&

1 H
e

Password Minimum Special Characters ‘&

1 H

Auto CreamV

Automated Password Change ‘&

S8H Session Logging '@

Oufput H

RDP Recording ‘&

Password Maximum Length &
32

Password Minimum Small Letters &
1 H

Password Minimum Digits &

1 H

Command Guard ‘&

an

Dizable

Shell Access Notification &

Encrypt S8H Session Logs ‘&

Web Proxy Logging ‘&

an

- Mone -

You can now login to ezeelogin GUI with ezeelogin URL and it will redirect to aws sso page. You must log in with aws
sso credentails and it will redirect and log in to ezeelogin gui after successful authentication.



aws

Signin
Username

| steve| |

Remember username

he AWS Customer

By contining, you agr

Agreement or other a ent for
and the Privacy Notice. Tl

See our Cookie Notice for more

cool
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Step 11: Finally, logged into the Ezeelogin GUI using SAML Authentication.

Ezeelogin & | Welcome, estel Logo

== Servers -
Servers All ~ [ domain lookup... o @& Rows

x m] Name ¥ IP Address Server Group S88H Port Description Actions
O + ad2016.admod net 182.168.24 89 cpanelservers 22 £

O  +jumpservereznoc.com 192.168.28.75 productionservers 22

2% Users

I Access Control

For gateway users who require administrative access, the password must be set manually from the
Ezeelogin GUI. Refer below article:

Error: Invalid password

Step 12: After logging into the GUI, you need to reset the password and security code of the saml user
under Account>Password in order to ssh to the Ezsh shell

Ezeelogin & | Welcome, estel

=

Change password, security code, two factor secret

2t Users

Confirm Password

l‘] Access Control

_—

New Security Code Confirm Security Code

New Access Keyword & Confirm Access Keyword

SSH Private Key @& SSH Key Passphrase @

<« Collapse »



https://www.ezeelogin.com/kb/article/error-invalid-password-error-in-the-ezeelogin-gui-while-editing-settings-497.html

Step 13: You can log in to Ezeelogin shell via Webssh shell or using any SSH client such as Putty or terminal etc.

WebSSH: Click on the 'Open Web SSH Console' icon to SSH via the browser

Ezeelogin &  Welcome, Administrator Logout

Rows (

* Server Groups
SSH Port Description Actions

* Super Groups :
* Sub SSH Users =
* Sub SSH User Maps

* mExec lists

* Import

* Global Key

* Key Management

WebSSH terminal will open like below. Users can navigate the server group with the Up and Down arrow
buttons and enter to login into the server.

J
Production.servers Online gateway server
Testing.Server Testing
All servers List of all accessible servers

ri 1 Fa/!:

= Menu| Ezeelogin | SSH CONNECTION ESTABLISHED

Native SSH Client: After resetting the password and security code you can SSH to the Ezsh shell (using Terminal
or Putty) with the SAML username.




:~§ ssh estel192.168.18.199
estel192.168.18.190's password:

Step 14: If you are SSHing with 2FA enabled using Putty or Terminal it would prompt you to enter the 2FA codes, The
2FA step can be disabled for SAML Authentication under Settings -> Two Factor Authentication -> Skip Two
Factor Authentication for SAML. The user will be able to ssh without being prompted for the 2FA codes only if the
user is logged into the webpanel , otherwise if the user is not logged into the webpanel it would prompt for the 2FA
codes.

Ezeelog in & | Welcome, Administrator|

General Settings Authentication ‘ Two Factor Authentication } Security Defaulis Miscellaneous
IS Web Portals 7
Enable Google Authenticator @ Enable Yubikey ‘&
E
£ Access Control Enable Duo & Enable Access Keyword @
- Enable Radius @ Force Two Factor Authentication &
Yubico Client ID & _Get Yubico APl Key Yubico Secret Key @
YubiKey Sync Level & DUOQ Integration key @
0
DUO Secret key DUQ API hostname
Allow Reuse Of Google Authenticator Code & Use Email ID for Duo login
Skip Two Factor Authentication For SAML & mm

Step 15: It is recommended to use the webssh shell for the SAML authentication. The webssh shell is more convenient
as the user would not have to open an ssh client such as putty/terminal and enter the username/password and 2FA
codes. Using the webssh, the user can ssh from the webpanel itself and 2fa will not be prompted if you have enabled the
Skip Two factor Authentication for SAML.


https://www.ezeelogin.com/kb/article/setup-web-ssh-console-in-ezeelogin-and-ssh-via-browser-180.html

« SAMLauthentication is not supported for slaves if the URL is IP-based. If you want to authenticate slave
using saml you have to use the domain name.

« SAML is an authentication mechanism for web applications. It's based on web protocols and it cannot be
used for user authentication over SSH.

Related Articles:

Login as superadmin when SSO is enabled globally

Integrate OnelLogin SSO with jumpserver

Integrate Jumpcloud SSO with Ezeelogin

Integrate GSuite SSO with Jumpserver

Integrate Okta SSO with jumpserver

Disable SAML /SSO Authentication on ezeelogin

Integrate SAML Authentication in Ezeelogin GUI using Microsoft Azure SSO and Azure Active Directory

Map existing user group from SAML provider to ezeelogin.
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