How does " Web Activity" in Ezeelogin works?

B 410 @ admin [ May 27,2026 ™ General @ 4931
How to find "Web Activity"” logs or how to export Web Activity logs in Ezeelogin?

Overview: The "Web Activity" log provides a detailed record of user interactions with the web panel, including
accessed sections and functions, along with date and time stamps; it allows searches based on user, section, and
date range, where users are Ezeelogin accounts, sections are GUI areas accessed, and dates define the log search
period.

Note: Only the Super admin user or the privileged user can access the web activity logs.

1. Click on the Users >> Web Activity tab to access the web activity logs. The following image shows an example of
the web activity logs for the admin user.
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(] admin account profile 2021-06-30 04:23:20 =)
§ [ admin account profile 2021-06-30 04:23:11 =
£ [ admin account index 2021-06-30 04:23:10 i

The drop-down menu for the section covers the following areas; Servers, Users, Access control, Settings,
Command Guard, Account, Authentication, License, and Help. The following image shows the web activity logs
of a regular user with the "Server" section.


https://www.ezeelogin.com/kb/category/faq/general/12/
https://www.ezeelogin.com/user_manual/WebActivity.html
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Under the server section, you can find the following web activity logs.
Add Server
Web Activity Logs ReEEIE!
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(J admin SEervers add Added: centos-database.serv (5) 2021-07-13 11:43:37 i
Edit server
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(] admin servers edit Updated: centos-database serv (5) 2021-07-13 12:.01:54 i
Delete server
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(] admin Servers change delete 2021-07-13 12:04:31 j

Change server group
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(J admin servers change group_change 2021-07-13 12:22:02 i

Enable or disable SSH connectivity
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Change SSH port
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Change SSH fingerprint
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Reset password on servers
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Setup keys on servers
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Server group creation
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Under the User section, you can find the following web activity logs.
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User add
Web Activity Logs JellEIg:
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(J admin users add Added: Jack (8) 2021-07-13 11:35:52 i

Edit the user or any changes made by editing the user.
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(] admin USers edit Updated: Jack (8) 2021-07-13 11:45:54 i

Delete user
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(J admin users delete 2021-07-13 13:13:52 =

Reset access control( 8 refers to the user_id of the user)
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(J Username Section Function Target Time Actions
(J admin users reset acl 8 2021-07-13 11:49:10 =

Generate and reset the password of the user.



2. Export Web Activity log

Step 2(A): Click on the Users -> Web Activity -> Export to export the Web Activity logs into an Excel sheet. Refer
to the following image to download all users’ web activity logs into an Excel sheet.
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3. View API logs

Step 3(A): To view all the actions performed via APl navigate to Users -> Web Activity -> who and select
API. This will display a list of logs for all actions executed through API.
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Step 3(B): Selecting "User" will display a list of logs for all actions executed through web GUI.



This feature to list the logs for the actions performed via API is available from Ezeelogin version 7.40.0

Can we get detailed logs of web activity from target and description?

Target - Denotes the changes made in remote server where the function has been performed. (eg. Updated,Deleted )


https://www.ezeelogin.com/kb/article/upgrade-ezeelogin-jump-server-to-the-latest-version-136.html
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Description - Users can search for any available keyword only when logs are generated with the Detailed Audit
Log option enabled. Refer below screenshot.




This enhancement to list the logs from Target and Description is available from Ezeelogin version 7.46.0

Related Articles:
Find a detailed web activity log.
Different logs of users.

Access Control explained.
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