ALERT: REMOTE HOST IDENTIFICATION HAS
CHANGED! Contact Administrator.
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How to fix the error "ALERT: REMOTE HOST IDENTIFICATION HAS CHANGED!
Contact Administrator" when connecting via SSH to a remote server?

Overview: This article helps in resolving the error "ALERT: REMOTE HOST IDENTIFICATION HAS CHANGED!
Contact Administrator" that occurs while logging into a remote server via SSH.
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This error occurs when the destination server has its OS reloaded or has a new IP address. Resetting the SSH
fingerprint will clear the fingerprint of the remote server from the Ezeelogin database server. When the remote
server is accessed again, the fingerprint will be added automatically. SSH fingerprints allow SSH clients to verify the
identity of the server and thus act as a unique identifier for the server’s public key.

Follow below steps to resolve the issue:

Step 1: Login to Ezeelogin GUI and click on servers tab.

Ezeelogin & | Welcome, Administrator Logout

Servers [ All ~ B domain lookup.. o @ Rows <
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IP Address Server Group SSH Port Description Actions

192 168.56.217 production servers 22,

production servers 22

192.168.1.40 production servers 22
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Step 2: Select the single server or select all servers and click the "Reset SSH Fingerprint"” button on the right
menu bar.
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Name ¥ IP Address Server Group SSH Port Description Actions

+ centos_server 192.168.66.217 production servers 22 o
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+ debian server 192 168.1.38 production servers 22 T
+ ubuntu server 192.168.1.40 production servers 22 g G $
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Step 3: Alternatively, an easy way would be to select the rows, choose the ‘100’ row option, and then select the
'All Servers’ option. After that, click the "Reset SSH Fingerprint" button located on the right side of the menu bar.

Ezeek)gin & | Welcome, Administrator Logout
find... | ~ . domain lookup. -
IP Address Server Group
- + serve 192.168.0.111 CollectiveTech 22
O CollectiveTech
0 + Deltasystem 192.168.0.105 Openvznodes 22
O + HorizonCloud 2.168.0.11 CollectiveTech 22
O + Omicrongrid 192 168.0.112 CollectiveTech 22
O + SigmaMest Openvznodes 22
1= Web Por L] VortexHub CollectiveTech 22
0 + Zetanetwork 192.168.0.100 CollectiveTech 22
2 Users
U + asfnkdafJ 192 168.0.105 Openvznodes 22 <
[ Access Control M + asfnkiaf.lll 192 168 0 105 Onenvznodes 22

Emergency CLI Method:

1. Reset the fingerprint of all servers. Run the below command.

root@gateway:~# php /usr/local/ezlogin/ez_queryrunner.php "UPDATE prefix servers SET fingerprint="";

root@gateway:~# php /usr/local/ezlogin/ez_queryrunner.php "UPDATE prefix servers SET

fingerprint="" WHERE name='hostname_of _the_server' ";
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