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How to install and setup active directory

Overview: This article provides a comprehensive guide on installing and setting up Active Directory on
Windows Server 2012, 2016, or 2019. It includes step-by-step instructions for adding roles and features,
promoting the server to a domain controller, and managing Active Directory using the Administrative
Center.

Pre-requisites : Windows server 2012/ 2016 /2019

Step 1. From the Server Manager Dashboard, click on Add roles and features.
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Step 2. Select Role-based or feature-based installation and click Next.
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Step 3. Select the server by highlighting the row and select Next.



Manage Tools

Server Manager * Dashboard

Dashboard 'WELCOME TO SERVER MANAGER

i Local Server £ Add Roles and Features Wizard

BE All Servers
DESTINATION SERVER

WE Fileand Storags  Select destination server WIN-22VEI9RVIA

Before You Begin Select a server or a virtual hard disk on which to install roles and features.

Installation Type (@) Select a server from the server pool
(_) Select a virtual hard disk
Server Roles Server Pool
Features
Fitter: | |
Name IP Address Operating System hide
WIN-22IVBI9RVIA 192.168.1.40 Microsoft Windows Server 2019 Standard Evaluation

1 Computer(s) found
= Server 2012 or a newer release of Windows Server,
s command in Server Manager. Cffline servers and
ill incomplete are not shown,

4
| < Previous | | Next = | Install

This page shows servers that are running Win
and that have been added by using the Add Se
newly-added servers from which data collection is

Step 4. Select Active Directory Domain Services and then select Next.
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Before You Begin Select one or more roles to install on the selected server.

Installation Type Roles

Server Selection [] Active Directory Certificate Services

(MR ctive Directory Domain Service:

[] Active Directory Federation Services
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Step 5. Click Add Features.
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You cannot install Active Directory Domain Services unless the
following role services or features are also installed.
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Step 6. You shouldn’t have to select anything at the Select Features, so just select Next.
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Before You Begin Select one or more features to install on the selected server.

Installation Type Features Description
Server Selection b [] .NET Framework 2.5 Features ~ Management OData |IS Extension is
Server Roles I [W] NET Framework 4.7 Features (2 of 7 installed) a framework for easily exposing
I [ Background Intelligent Transfer Service (BITS) e e Shell et
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[ iSNS Server service
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Step 7. Click Next in the AD DS section.
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Active Directory Domain Services (AD DS) stores information about users, computers, and other devices
on the network. AD DS helps administrators securely manage this information and facilitates resource

sharing and collaboration between users.

Things to note:

* To help ensure that users can still log on to the network in the case of a server outage, install a
minimum of two domain controllers for a domain.

* AD DS requires a DNS server to be installed on the network. If you do not have a DNS server
installed, you will be prompted to install the DNS Server role on this machine.

Azure Active Directory, a separate online service, can provide simplified identity and
access management, security reporting, single sign-on to cloud and on-premises web

apps.

Learn more about Azure Active Directory

Configure Office 365 with

Azure Active Directory Connect
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Step 8. On the confirmation window, review everything and then click Install.
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¢ The installation will begin.

e When the installation is complete, you need to now promote the server to a domain controller.

¢ (Click Promote this server to a domain controller (small hyperlink in the results window).
Refer the below screenshot.



Step 9. Select Add a new forest, type in a domain name that you want to use (pro-tip: use
something like example.com), then click Next.
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Step 10. Type in a password you want to use for DSRM, then click Next.
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Password: sessssRsER S 4/

Confirm password: ssesssssseee
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Step 11. Click Next on the DNS Options page.



—~ [ —~ 1|

f& Active Directory Domain Services Configuration Wizard

D N S O t TARGET SERVER
puons WIN-22IV8I9RVIA

1 Lo

ii All | i, A delegation for this DNS server cannot be created because the authoritative parent zone cannot be found... Show maore x

il AD Deployment Configuration . ) .

- Specify DNS delegation options

WE Filg Domain Controller Cptions

Create DNS delegation

Additional Options

aths
Review Cptions
Prerequisitas Check L\)

More about DNS delegation

< Previous | | Next > Install Cancel

age

Tools

View

Hide

Services Performance
Performance BPA results
BPA results

Step 12. Click Next on the Additional Options page.
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Step 13. Click Next on the Paths sections.



age Tools

—~ ] T~ 1|

[ Active Directory Domain Services Configuration Wizard

P h TARGET SERVER

aths WIN-22IVBI9RVIA

1 Lo

BE All Deployment Configuration . . )

o Specify the location of the AD DS database, log files, and SYSVOL

I§! AD Domain Controller Cptions

ii Fild DNS Options Database folder: CAWindows\NTDS III
TS Log files folder: CAWindows\NTDS [-]

Review Options

Prareguisites Chack

Hide

More about Active Directory paths

< Previous | | Mext > Install Cancel

Services Performance
Performance BPA results
BPA results

Step 14. Click Next on the Review Options screen, then click Install on the prerequisites check

page.
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Windows Server 2019 domain controllers have a default for the security setting named
“Allow cryptography algorithms compatible with Windows NT 4.0% that prevents weaker
cryptography algorithms when establishing security channel sessions.

For more information about this setting, see Knowledge Base article 942564 (http://
geo.microsoft.com/fwlink/?Linkld=104751).

I This computer has at least one physical network adapter that does not have static IP
address(es) assigned to its IP Properties, If both IPv4 and IPv6 are enabled for a network
adapter, both [Pv4 and IPv6 static IP addresses should be assigmed to both IPv4 and
IPv6 Properties of the physical network adapter. Such static IP address(es) assignment
should be done to all the physical network adapters for reliable Domain Name System
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1. If you click Install, the server automatically reboots at the end of the promotion operation.
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* The installation (promotion process) will begin. The server will reboot during this process.

* When the installation is complete, log back in (this time you will be logging into the server with

domain credentials)

Step 15. From Server Manager, click Tools then Active Directory Administrative Center
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Step 16. There you can add new AD Users, Organizational Unit and Groups
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Step 17. You will be able to find the DN of the Organizational unit by clicking on the title bar
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Step 18. You can find the DN of a user by Right button click on a User -> Properties
->Extensions -> Attribute Editor.
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