Web Activity Log
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How to find detailed Web Activity Log in Ezeelogin

Overview: This article explains how to enable and retrieve web activity logs for monitoring user operations in various
sections of the web GUI, ensuring compliance with security standards such as PCI DSS, ISO 27001, HIPAA, and others.

What is web activity log and how to find it?

The " Web Activity" log records the functions/operations performed by a user under various sections or tabs in the
web gui. The recordings can later be retrieved based on the date & time for forensic or compliance( PCI DSS, ISO IS0
27001, HIPPA, NIST, FFIEC, SOC, SOX etc) purposes.

Privileged users can get the detailed log for these sections: Servers, Web Portals, Users, Access Control, Settings,

Command Guard.

Step 1. Enable Detailed Audit Log under Settings -> General -> Security to get the detailed log in Web Activity.
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Step 2. Click on the Users -> Web Activity tab to access the web activity logs. The following image shows how to
search web activity logs of admin user. To retrieve the web activity logs, select the user, select the Section, select
the date ranges for which the logs has to be retrieved.

Note: Only the Super Admin User or the Privileged User can retrieve and access the web activity logs
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How to get detailed logs of web activity from target and description?

Target - Denotes the changes made in remote server where the functions has been performed. (eg: updated,
deleted, etc)
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Description - Users can search for any available keyword only when logs are generated with the Detailed Audit
Log option enabled. Refer below screenshot.




This enhancement to list the logs from Target and Description is available from Ezeelogin version 7.46.0

Refer to the screenshots below for detailed logs under the sections: Servers, Web
Portals, Users, Access Control, Settings, and Command Guard.

1. SERVERS Tab ( Section and Operations recorded )

Add Server

Web Activity Logs el
[J Username Section Function Target Time Actions
[ -ezadmin servers add Added: centos. server (99) 2021-09-16 16:08:16 i
Server Added:

Name: centos. server
IP: 192.168.56.102

Edit server


https://www.ezeelogin.com/kb/article/upgrade-ezeelogin-jump-server-to-the-latest-version-136.html

Web Activity Logs

(J Username Section Function Target Time Actions

il

O -ezadmin servers edit Updated: centos.server (99) 2021-09-16 16:14:32

Server Updated:
CHANGES:
servergroup_id:
FROM:

6 (Production Server)
TO:

1 (Linux Server)
DELETIONS:
ssh_key:
passphrase:
switch _pass:
cp_pass:
IC_pass:
finaerprint:

View server

Web Activity Logs Ee[EIE:
() Usemame Section Function Target Time Actions
(J -ezadmin Servers view 100 2021-09-16 16:39: 11 &

ubuntu.server

Delete server

Web Activity Logs JeEEIE]
() Username Section Function Target Time Actions
O - ezadmin SEervers change delete 2021-09-16 16:10:52 i

Deleted Servers:
Name: ubuntu.server. ID: 7

Enable / Disable SSH port

Web Activity Logs ReEIE:
(]  Username Section Function Target Time Actions
(0 - ezadmin Servers change ssh_enable 2021-09-16 16:30:00 _
SSH enabled for:
Name: centos.server, 1D): 99
(O -ezadmin Servers change ssh_disable 2021-09-16 16:29:50 =
SSH disabled for:
Name: ubuntu, ID: 98
Change server group
Web Activity Logs ReEEIEN
L) Username Section Function Target Time Actions
(] ezadmin servers change group_change 2021-09-16 16:31:51 e

Server group changed to: Production Server for
Name: ubuntu, 1D: 98, Group: Linux Server

Reset SSH fingerprint



Web Activity Logs

0 Username Section Function Target Time Actions

i}

0 admin SErvers change fingerprint 2024-08-09 15:44:36

Reset password on server

) TVARG Y Clear all
[J  username Section Function Target Time Actions
[0 - ezadmin users reset_password 2021-09-16 21:11:14 :

User Authentication Credentials Updated For User: tony (7)
Security code changed

0 - ezadmin users reset_password 2021-09-16 21:10:44

User Authentication Credentials Updated For User. tony (7)
Password changed

Setup SSH key on server

Web Activity Logs
L) Username Section Function Target Time Actions

(] ezadmin Servers reset key 2021-09-16 16:24:07

SSH key set for server: ubuntu (96)

(]  ezadmin servers mass_reset key 2021-09-16 16:23:58
(] ezadmin servers reset key 2021-09-16 16:23:58
SSH key set for server: centos. server (99)

Setup SubSSH user on server

Web Activity Logs

(J uUsername Section Function Target Time Actions

(J ezadmin Servers get_ssh_user_add_status 2021-09-16 16:38:00 i
(0 ezadmin Servers get_ssh_user_add_status 2021-09-16 16:37:58 i
(J ezadmin servers setup_sshusers 1 2021-09-16 16:37:57 f

Add server group

VELRATIWAR Y Clear all
(] Username Section Function Target Time Actions
(0 ezadmin servers servergroup_add Development Server (12) 2021-09-16 16:58:32 _

Edit server group

Web Activity Logs Je[EIE
(] Username Section Function Target Time Actions
(J -ezadmin servers servergroup update Production Server (12) 2021-09-16 17.01:29 _

Server group updated (12):
Name: Development Server -> Production Server
Description: Development Server -> Production Server

View server group



Web Activity Logs
L Username Section Function Target

groupmembers 12

Time Actions

(] -ezadmin SErvers 2021-09-16 17:03:23 _

Production Server

Delete server group

Web Activity Logs

(J Username Section Function Target Time Actions
(0 -ezadmin servers servergroup_delete 2021-09-16 17:02:35 :

Deleted Server Groups:
Name: Linux Server, ID: 11

Add super group

Web Activity Logs

() Username Section Function

supergroup_add

Target Time Actions

New Super Group (7) 2021-09-16 17:05:34 _

(] ezadmin SEIVers

Edit super group

Web Activity Logs
L Username Section Function Target

Product Super Group (7)

Time Actions

2021-09-16 17:06:45 =

(J -ezadmin SErvers supergroup_update

Super group updated (7)
Name: New Super Group -> Product Super Group

Add members to super group

Web Activity Logs

L Username Section Function Target Time Actions
(] -ezadmin SErvers supergroup_members 7 2021-09-16 17:07:20 _
Added

Name: Linux Server 1D 1
Name: Ubuntu Server, 1D: 6

Remove members from super group

Web Activity Logs

L) Username Section Function Target

supergroup_members

Time Actions

(] -ezadmin SErvers 2021-09-16 17:08:01 _
Removed

Name: Ubuntu Server. 1D: 6
Name: Linux Server D 1

Add SubSSH user



Web Activity Logs

(] Username Section Function Target Time Actions

(J ezadmin servers get ssh user add status 2021-09-16 17:17:10 __
(J ezadmin servers get ssh user add status 2021-09-16 17:17:09 __
(J ezadmin servers mass_ssh_user add 2 2021-09-16 17:17.08 __
(] -ezadmin Servers sshusers_add 2021-09-16 17:17:07 __
Added:

Username: nick, ID: 1, Unmanaged: No

Edit SubSSH user

Web Activity Logs JeEEE]l
O Username Section Function
O - ezadmin Servers sshusers_edit
Updated:
CHANGES:
password:
FROM:

tRsx/r16vNLDFxFSh8FWBOdcHDHIRhIO+HbwRWBz3RGVCVOwO3KwiIHppd3gRAK/ZZ ScwyyuGNIeabPri3jJFAIBc UHHIAr TAIWYEXHgaWs09me 1xsD6UkJIBvIDgKyPo3sroP6S
TO:

rXoGffgZCglh8sh5RDPIQEEXWMIIPTLEndlwlL FR+vhEQIATwxymeL fonpWacDRoDKKr8I8KDOg 5P Y/I6NyKIX05X 1eBGXpegVIpIVIEAH1+RNOYEXqGdtgmZcPLb5I0S67Guwin Ve
DELETIONS:

groups:

unmanaged: Y

Delete SubSSH user

Web Activity Logs JeEETE]

(J Usemame Section Function Target Time Actions

(] -ezadmin SEIVers sshusers_delete 2021-09-16 17:22:12 __
Deleted SSH Users:

Username: nick, ID: 16

Add SubSSH user map

Web Activity Logs REEETE]
L) Username Section Function Target Time Actions
(] -ezadmin Servers sshuser_assign_add 2021-09-16 17:22:51

SSH User Assigned.
ID: 3, User Group: Admins, Server Group: Linux Server, SSH User: wick

Edit SubSSH user map

Web Activity Logs ReEER:
(J  Username Section Function Target Time Actions
(0 -ezadmin Servers sshuser_assign_edit 2021-09-16 17:23:33 =

SSH User Assignemnt Change:

ID: 3

User Group: Admins -> Dummy

Server Group: Linux Server -> Production Server
SSH User: wick -> ron

Delete SubSSH user map



Web Activity Logs

() Username Section Function Target Time Actions
(J -ezadmin Servers sshuser_assign_delete 2021-09-16 17:24.04 __
Deleted
User Group: Dummy (2)
Server Group: (12)
SSH User: (13)
ID: 3
Add mexec list
Web Activity Logs ReEEIE:]
[ Username Section Function Target Time Actions
(] ezadmin SErVers mexeclist_add new mexec list (2) 2021-09-16 19:05:40 7
Edit mexec list
Web Activity Logs JeEEIE
[J Username Section Function Target Time Actions
[J - ezadmin Servers mexeclist_update new mexec list (2) 2021-09-16 19:08:46 __
mExec list updated (2):
Public: N ->Y
Add members to mexec list
Web Activity Logs EeEIE
(]  Username Section Function Target Time Actions
(J -ezadmin Servers mexeclist members 2 2021-09-16 19:09:23 __
Added:
Name:centos.server, ID: 99
Name:ubuntu.server, ID: 100
Remove members from mexec list
Web Activity Logs JeEEIR:I
(J Username Section Function Target Time Actions
(] -ezadmin SEIVErs mexeclist_members 2 2021-09-16 19:09:57 __
Removed:

Name:centos. server, ID: 99
Name:ubuntu.server, ID; 100

Delete mexec list

SRR Clear all
L Username Section Function Target Time Actions
(] -ezadmin SErvers mexeclist_delete 2021-09-16 19:10:32

Deleted mExec Lists
Name. new mexec list, 1D 2

Import server



Web Activity Logs

L Username Section Function Target Time Actions
(] ezadmin Servers import 2021-09-16 19:13:44

Servers imported

Name: centos.seven, ID: 101
Name: centos.eight 1D: 102
Name: ubuntu.eighteen, ID: 103
Name: ubuntu.twenty, I1D: 104

View global key

Web Activity Logs

()  Username Section Function Target Time Actions

(0 ezadmin Servers ssh_key 2021-09-16 19:14:27

Add key management

Web Activity Logs

L) Username Section Function Target Time Actions
L] ezadmin Servers add_ssh_private_key 2021-09-16 19:15:35 ]
Added

Name. product key, ID: 6

Edit key management

Web Activity Logs

L) Username Section Function Target Time Actions
(J ezadmin Servers edit_ssh_private_key 2021-09-16 19:16:09 B
Updated

Name. product key. ID: 6

View key management

Web Activity Logs

() Username Section Function Target Time Actions

[J ezadmin Servers ssh_public_key_view 6 2021-09-16 19:16:39

Delete key management

Web Activity Logs

(J  Username Section Function Target Time Actions
(0 -ezadmin servers delete_ssh_private_key 2021-09-16 19:17:09 :
Deleted.

Name: product key, ID: 6

2. Web Portal Tab( Section and Operations recorded )
Add web portal



Web Activity Logs

(J Username Section Function Target Time Actions

0 ezadmin portals add Added: uptimerobot (23) 2021-09-16 19:37:29

Edit web portal (changed portal group from portal group one to portal group two

Web Activity Logs geEIEl

() Username Section Function Target Time Actions

(OJ -ezadmin portals edit Updated: uptimerobot (23) 2021-09-16 19:46:02 i
CHANGES:

portalgroup_id:

FROM:

8 (Testing)

TO:

9 (Default)

View web portal

Web Activity Logs ReEEIE
() Username Section Function Target Time Actions
(] ezadmin portals View 23 2021-09-16 19:41:30 i

Login web portal

Web Activity Logs
L) Username Section Function Target Time Actions
[J -ezadmin portals login 23 2021-09-16 19:42:02 ™

uptimerobot (23)

Delete web portal

Web Acfivity Logs ReEEIE

(J Username Section Function Target Time Actions

(] -ezadmin portals delete 2021-09-16 19:43:03 i
Deleted Portals:

Name: Zabbix, ID: 19
Add web portal group

Web Activity Logs JeLEE
(J Username Section Function Target Time Actions
(O - ezadmin portals add_group 2021-09-16 19:50:27 i

Added: Default (10)

Edit web portal group



Web Activity Logs

() Userame Section Function Target Time Actions

(J  -ezadmin portals edit group 2021-09-16 19:55:50

Updated:
CHANGES:
description:
FROM:

T0:
Default

View web portal group

Web Activity Logs ReLEEIE:
() Username Section Function Target Time Actions
(J ezadmin portals group_members 10 2021-09-16 19:51:29 i

Delete web portal group

Web Activity Logs FeLEIE

(J Username Section Function Target Time Actions

(0 -ezadmin portals delete_group 2021-09-16 19:52:17 i
Deleted Portal Groups:

Name: Testing, ID: 8

Import web portal

Web Activity Logs

D

(J  Username Section Function Target Ti Actions

(J -ezadmin portals import 2021-09-16 19:53:51

Portals Imported:
Name: CloudHare, ID: 24
Name: CPanel, ID: 25

Export web portal

Web Activity Logs

Actions

o

(] Username Section Function Target Ti

(0 ezadmin portals download portals 2021-09-16 19:54:32

3. USER Tab (Section and Operations/ Functions recorded)

>
=}
o
=
0
]
-

Web Activity Logs

L) Username Section Function Target Time Actions

(] ezadmin users add Added: tony (7 2021-09-16 21:07:156
. y (7)

Edit user



Web Activity Logs

(] Usemame Section Function Target Time Actions

(0 - ezadmin users edit Updated: tony (7) 2021-09-16 21:08:52

CHANGES:
usergroup_id:
FROM:

2 (Dummy)
T0:

1 (Admins)

Reset access control override

Web Activity Logs g%l
[J  Username Section Function Target Time Actions
(J -ezadmin users reset_acl 7 2021-09-16 21:13:21 :

User Specific Access Overrides Reset For User; tony (7)

Reset password and security code

Web Activity Logs oL
(] Usemame Section Function Target Time Actions
(0 - ezadmin users reset password 2021-09-16 21:11:14 :

User Authentication Credentials Updated For User: tony (7)
Security code changed

(0 - ezadmin users reset_password 2021-09-16 21:10:44

User Authentication Credentials Updated For User: tony (7)
Password changed

Delete user

Web Activity Logs Je[EIg:l
(] Username Section Function Target Time Actions
(]  -ezadmin users delete 2021-09-16 21:14:22 i
Deleted Users:
User: tony, ID: 7
Add usergroup
Web Activity Logs Je[=1g|
(] Username Section Function Target Time Actions
(0  -ezadmin users usergroup_add 2021-09-16 21:15:28 i

User Group Added: Techs (7)

Edit usergroup



Web Activity Logs

(J  Username Section Function

Target Time Actions

i

(O -ezadmin users usergroup_update 2021-09-16 21:16:19 =

User Group Updated - Admins (1):
CHANGES:

force_tfa:

FROM:

N

TO:

Y

ADDITIONS:

priority: 0

Delete usergroup

Web Activity Logs

(] Username Section Function Target Time Actions

(0 -ezadmin users usergroup_delete 2021-09-16 21:17:17 =

Deleted User Groups:
Name: Techs, ID: 7

Import LDAP user

Web Activity Logs el:&ll
(J  Username Section Function Target Time Actions
(0 -ezadmin USErs import 2021-09-16 21:24:28 i

Users imported:
Added:
sam (8)
tony (9)

4. ACCESS CONTROL Tab (Section and Operations/ Functions recorded)

Add usergroup -servergroup

Web Activity Logs

(J  Usemame Section Function Actions

Target Time

[0  -ezadmin acls usergroup_servergroup 2021-09-16 21:36:24 &

User Group - Server Group ACL updated

User group: Admins
Granted access to: Linux Server, Production Server

Remove usergroup - servergroup

Web Activity Logs
L) Usemame Section Function Target Time Actions

2021-09-16 21:37:11 _

0 ezadmin acls USergroup_servergroup

User Group - Server Group ACL updated

User group: Admins
Revoked access from: Linux Server, Production Server

Add user - servergroup



Web Activity Logs

(] Usemame Section Function Target Time Actions

[0  -ezadmin acls user_servergroup 2021-09-16 21:37:57

User - Server Group ACL updated
User: ezadmin
User override access grant; Production Server, Ubuntu Server

Remove user - servergroup

Web Acfivity Logs Re[EIE
(] Usemame Section Function Target Time Actions
(0  -ezadmin acls USer_servergroup 2021-09-16 21:38:51 :
User - Server Group ACL updated
User: alex
User override access revoke: Linux Server
Add user - server
L EEHOTVARTER Clear all
L) Usemname Section Function Target Time Actions
[] ezadmin acls USer server 2021-09-16 21:39:51 =
User - Server ACL updated
User: alex
User override access grant: centos.server, centos.seven
Remove user - server
Web Activity Logs EeEEIE]
(0  username Section Function Target Time Actions
(J  -ezadmin acls user_server 2021-09-16 22:01:59 :
User - Server ACL updated
User: ezadmin
User override access revoke: centos.server, ubuntu server
Add usergroup -portalgroup
Web Activity Logs JeEER
L Username Section Function Target Time Actions
[ ezadmin acls usergroup_portalgroup 2021-09-16 21:57:29 =7

User Group - Portal Group ACL updated
User group: Admins
Granted access fo. Default

Remove usergroup - portalgroup

R OTWVAREY Clear all
(] Username Section Function Target Time Actions
(0  -ezadmin acls usergroup_portalgroup 2021-09-16 21:58:18 :

User Group - Portal Group ACL updated
User group: Admins
Revoked access from: Default

Add user - portalgroup



Web Activity Logs

(] Username Section Function Target Time Actions
(0  -ezadmin acls user_portalgroup 2021-09-16 21:59.00

User - Portal Group ACL updated
User: ezadmin
User override access grant: Default

Remove user - portalgroup

Web Activity Logs JeEER
L Username Section Function Target Time Actions
[ ezadmin acls user_portalgroup 2021-09-16 22:.07:22 =]

User - Portal Group ACL updated
User: ezadmin
User overricle access revoke: Default

Add user - portal

Web Activity Logs eIl
(] Username Section Function Target Time Actions
(0  -ezadmin acls user_portal 2021-09-16 21:59.48 :

User - Portal ACL updated
User: alex
User override access grant: CloudFlare, CPanel

Remove user - portal

Web Activity Logs Je[:I&:]
(] Username Section Function Target Time Actions
0 - ezadmin acls user_portal 2021-09-16 22:00:57 i

User - Portal ACL updated
User: ezadmin
User override access revoke: CloudFare, CPanel

Add usergroup - action

Web Activity Logs eI
(] Username Section Function Target Time Actions
(0  -ezadmin acls usergroup_feature 2021-09-16 22:13:20 :

User Group - Feature ACL updated
User group: Dummy

Granted access fo:

ezsh (gateway)

wehssh (servers)

Remove usergroup - action

Web Activity Logs JeSIg:l
[ username Section Function Target Time Actions
(0 -ezadmin acls usergroup_feature 2021-09-16 22:14:33 :

User Group - Feature ACL updated
User group: Dummy

Revoked access from.

wehssh (servers)

ezsh (gateway)



Add user - action

W OTWARGE] Clear all
(] Username Section Function Target Time Actions
(0  -ezadmin acls user feature 2021-09-16 22:17:50 :

User - Portal ACL updated
User: alex
User override access grant; webssh (servers), ezsh (gateway)

Remove user - action

Y WITWAREY Clear all
[ username Section Function Target Time Actions
(J  -ezadmin acls user_feature 2021-09-16 22:19:03 :

User - Portal ACL updated
User: alex
User override access revoke: webssh (servers), ezsh (gateway)

Add user - SSHkey

Web Activity Logs

(J  Username Section Function Target Time Actions
(0  -ezadmin acls user_sshkey 2021-09-16 22:20:23 &

User SSH keys updated
User: alex (5):

Newly Subscribed:
Name: centos key ID: 2
Name: ubuntu key, ID: 3

Remove user - SSHkey

Web Activity Logs Jel=&
(J  Username Section Function Target Time Actions
(0  -ezadmin acls user_sshkey 2021-09-16 22:20:54 =

User SSH keys updated
User: alex (5):
Unsubscribed:
Name: centos key, ID: 2
Name: ubuntu key, ID- 3

4. SETTINGS Tab (Section and Operations/ Functions recorded)

General > Authentication

Web Activity Logs
0 Username
0 - ezadmin

sec_code refry: 0-> 3

login captcha: N->V

web_auth: internal -> Idap

Idap_pam ssh authentication: N -> Y

browser_save login: 0-> 1

nologin_days: 0-> 5

pwexp_days: 0-> 10

recapicha_sitekey w48Hdye8at02pyedgPuwiYAaM5KjeMBQSACXuTSME4JrYS2IZvHsPgg8uOBR7uwQLKMbUwwhve Tiz+Y+UVUjjuT KAWFnAILAWSVZKIARPOSpF9x PrwnyMdBhGVINANXDISnxXDNZS
recapicha_secret: hVOJ8SLSTitm2yxRUzuTxzxL D+oSywoTtZgrYpNG1KREIWTbl3vejnxOb3M/S45RiXMelVViKzamb9v3My+FWESDISgZCOIfYyyKjJAAdOo33aQpv1sAR46phib/OuTE/OXUSBL+ZSEFXG

security_code_ldap: N-> Y



sec_code_retry: 0 -> 3 Password / Security Code Retries

login_captcha: N ->V Login captcha (N-disabled,V-reCAPTCHA v2,1- invisible reCAPTCHA)
web_auth: internal -> Idap Web Panel Authentication

Idap_pam_ssh_authentication: N -> Y External SSH Auth

browser_save _login: 0 -> 1 Allow Browsers To Save Login

nologin_days: 0 -> 5 Maximum Days Without Login

pwexp_days: User Password Lifetime

recaptcha_sitekey: reCAPTCHA Sitekey

recaptcha_secret: reCAPTCHA Secret

security_code Idap: N -> Y Security Code LDAP

General > Two Factor Authentication

Web Activity Logs
0 Username
0 - ezadmin

enable_duo: N->Y

enable_yubikey N->Y

enable_google_authenticator: N-> Y

enable_access keyword: N->Y

enable_radius 2fa:N->Y

two_factor_auth: 0-> 1

googlekey reuse: 0-> 1

eyc: LLioTmirYUHICbGb4FLIXGFXxNGE2HEAmSEIZnomRUdGADz0xeofelERjquMTvBiKnOJJLykaBz Sj6E9YgWARIWc GSBESANS YwinEQuicLbMDISCYIQLL 7qdz/6 YbjxwANjOGEIIRY6jgj3sveamraME
eys: DI/TEWRMAZHEHBvQv1d4bfDIdQBCyIIF4RVgoJkBooWiwk+GPNjsoT SFbSExkopMIrVZaKKrD+SE2ZenBytINOCIn3wllArFSVIAYNTivXged YEBRRWBUs2mFud SSwCy/pJRGohyq/26S0+gZ41ZM'
yubi 8 0->2

edikey: Mspb47YXGEYQeYWnVKXOKhwU2+2DmsP/iMws Tr7WPyMYarQurbEw2CPXooWuy YpasqWhbPv3uAhS/+UO3NwiuXhomB7EnztOVNHFBY 1 SgQx+9JZ51QsQI8XdhINUhgMKrimberave Y1ruQ
edskey xx9VRNEpFMQTIVEHIA0RZNhrjzsaiR4la02jbDA 3ssvesqTviCDIOCAAHL 9y Caby/BNNENkve 1E+xudUpgnOI+IPTDWVyuzOcdiND4nCAOFw TAS6issdVOI2MeVE209g0CH E+cXYWdt0Z 30zpEcr
edhost: QB+N9adMb28DpESLALj7AepPZIIfXZorXwrGVIZAyuupi9wTTADTYBP3K88x63v 7BV Ss3IIR6 SoFiZ+ TvS+3EAdQFelFSsXaHg+yRCrzM7vZyX2JYldvKWicMiS.Jz Y T6aSOWIUEXQgWhTMU,
duo_email_user N->Y

skip 2fa_sami: N->Y

enable_duo: N ->Y Enable Duo

enable_yubikey: N -> Y Enable Yubikey
enable_google_authenticator: N -> Y Enable Google Authenticator
enable_access_keyword: N -> Y Enable Access Keyword
enable_radius_2fa: N ->Y Enable Radius

two_factor _auth: 0 -> 1 Force Two Factor Authentication
googlekey reuse: 0 -> 1 Allow Reuse Of Google Authenticator Code
eyc: Yubico Client ID

eys: Yubico Secret Key

yubi sl: 0 -> 2 YubiKey Sync Level

edikey: DUO Integration key

edskey: DUO Secret key

edhost: DUO API hostname

duo_email_user: N -> Y Use Email ID for Duo login
skip_2fa_saml: N ->Y Skip Two Factor Authentication For SAML

General > Security



Web Activity Logs
O Username
0O - ezadmin

password_min_length: 10-> 15

password_max_length: 21 -> 25

password_min_block_char_count: 0-> 3

password_min_small_char_count: 0-> 3

password_min_special_char_count: 0-> 3

password_min_digit_ count: ()-> 3

log_ssh:2-> 1

log _rdp:0->1

mass_password: N->Y

emd_ctr- 0-> 1

hide_server details: N->Y

cmd_guard: 0-> 2

encrypt logs: 0-> 1

shell_access notify: 0-> 1

auto_ext user: 0->1

edikey: HA2FRXpoW+g7 vRQYFd1ppUn+FUE 1Wyiars YMUCIVELbSSD/KFP1BMOZ TDERs8JwbO3xOWemRpOL e 11lerFS6 20-+wnEtrWUSS/ONBgxWIFZu3CGINb4H:
edskey: f65YbgA/COHQsBJP+ENISaF26kzue SH+tsSMLv29195kbtWRnI0JY TwLPynLtVI0Oit GvinRKWOIxaxOgNfDgKLuGpINj1ZXknKM29giAQus04mQbcDQBEBXNS:
edhost: 0GzBEgIgRDFmggHwWDWO/GVWIDZ Vg VEBgPaPx6HDBmx/Y4l+yubUSIT7 0+w+yu+fUUWKMUpm2TyiBT4D84F30JI0gAWRRY Yp1uOKDWaWANMv85EBmQW
four eyes authorization: 0-> 1

shell_activity_timeout: 60 -> 90

shell_activity_server: 0-> 1

login_fail_notification: (0 -> 1

change_notifications: 0 -= 1

env_vars: LANG LC_CTYPE,LC_ NUMERICLC TIMELC COLLATELC MONETARYLC MESSAGESLC ALl ->

log_proxy: 0->2

proxy_params_changed: 0-> 1

proxy_allow_all- N->Y

tunnel_allow_all: N -> Y

password_min_length: 10 -> 15 Password Minimum Length

password_max_length: 21 -> 25 Password Maximum Length

password_min_block_char_count: 0 -> 3
password_min_small_char_count: 0 -> 3
password_min_special_char_count: 0 -> 3
password_min_digit_count: 0 -> 3
log_ssh: 2 ->1

log rdp: 0 ->1

mass_password: N -> Y

cmd ctrl: 0-> 1

hide_server_details: N -> Y
cmd_guard: 0 -> 2
encrypt_logs: 0 -> 1
shell_access_notify: 0 -> 1
auto _ext user: 0 ->1

edikey:

edskey:

edhost:
four_eyes_authorization: 0 -> 1
shell_activity_timeout: 60 -> 90
login_fail_notification: 0 -> 1
change_notifications: 0 -> 1
env_vars:

Password Minimum Block Letters

Password Minimum Small Letters

Password Minimum Special Characters

Password Minimum Digits

SSH Session Logging (0-none,1-input,2-both,3-output)
RDP Recording

Automated Password Change

Recursive Delete Protection

Hide Server Details
Command Guard (0-disable, 2-enable)
Encrypt SSH Session Logs
Shell Access Notification
Auto Create User

DUO Integration key

DUO Secret key

DUO API hostname

Four Eyes Authorization
Shell Activity Timeout
Failed Login Notifications
Change Notifications

LANG,LC _CTYPE,LC_NUMERIC,,LC_COLLATE,LC_MONETARY,,LC_ALL Passthrough Environment Variabless




->

log_proxy: 0 -> 2 Web Proxy Logging (0-none,l-request,3-response,2-both)
proxy_allow_all: N ->Y Proxy Allow All
tunnel_allow_all: N ->'Y Tunnel Allow All

General > Default

Web Activity Logs

O Username Section Function Target Time Actions

(0  -ezadmin seftings addsettings 2021-09-16 23.28:35

default_ssh_port: 22 -> 2266
default_rcp _port: 3366 -> 3399
default_ssh_user: root -> admin
default_ prompt1: -> ~#
default_prompt2; -> Password.
default_ prompt3: -> ~@
default cpic: 0-> 1
default_deid: 0 -> 1
default_user group: 2 -> 1

default_ssh_port: 22 -> 2266 Default SSH Port
default_rdp_port: 3366 -> 3399 Default RDP Port
default_ssh_user: root -> admin Default SSH User
default_promptl: -> :~# Default First Prompt
default_prompt2: -> Password: Default Password Prompt
default prompt3: -> :~@ Default RootPrompt
default_cpid: 0 ->1 Default Control Panel
default_cpid: 0 ->1 Default Data Center
default_user_group: 2 -> 1 Default User Group

General > Miscellaneous



Web Activity Logs

(0 Usemame Section
0 - ezadmin settings
use dns:N->Y

mexec_concurrency: 100-> 50
timeout: 10-> 30

node_ssh port: 22 -> 2266
logs_threshold: 0-> 50
log_retain_duration: 0-> 3
internal cmds: 0-> 1

theme _login_style: dark -> wood
hide_inbuilt_backgrounds: 0-> 1
cp use dns N->Y

rdp_port: 22655 -> 22666
webssh_port: 22222 -> 52222
node_cmd: node -> /usr/bin/node
user_pass through: N-> Y
motd: -> Hello

login_notice: -> Login Here
sub_sshuser_delete_remote: N-> Y
proxy_port: 52666 -> 52999
proxy_xfwd: N->Y

proxy ws:N->Y
proxy_stimeout: 30 -> 60
proxy_rtimeout: 60 -> 90
mexechist group_menu: N->Y

from_name: Ezeelogin Notification -> Notification from Ezeelogin
from_email: noreply@ezeelogin.com -> reply@ezeelogin.com

lic_timeout: 30-> 60
lic_proxy_host: -> 192 168 56.100
lic_proxy port- -> 6663
lic_proxy_user. -> alex
lic_proxy_pass: -> qwerty12345

Function

addsettings

Target Time

2021-09-1707:11:26

Actions

use_dns: N->Y
mexec_concurrency: 100 -> 50
timeout: 10 -> 30
node_ssh_port: 22 -> 2266
logs_threshold: 0 -> 50
log_retain_duration: 0 -> 3
internal_cmds: 1 -> 0
theme_login_style: dark -> wood
hide_inbuilt_backgrounds: 0 -> 1
cp_use _dns: N ->Y

rdp_port: 22555 -> 22666
rdp_port _changed: 0 -> 1
webssh _port: 22222 -> 52222
node_cmd: -> /usr/bin/node
user_pass_through: N ->'Y
motd: -> Hello

login_notice: -> Login Here

sub_sshuser _delete_remote: N -> Y

Use DNS

mExec Concurrency

SSH Timeout

Gateway SSH Port

Log Space Threshold (MB)
Log Retain Duration (months)
Internal commands

Login theme

Hide Inbuilt Backgounds
CP Use DNS

RDP Proxy Port

RDP Port Changed

Web SSH Port

NodeJS Command

Pass User Through
Message Of The Day
Login Page Notice

Delete Sub SSH Remote User




proxy_port: 52666 -> 52999
proxy xfwd: N ->Y
proxy_ws: N->Y

proxy_stimeout: 30 -> 60

Web Proxy Porxy
Web Proxy Forwarded Header
Web Proxy Web Sockets

Web Proxy Session Timeout

proxy_rtimeout: 60 -> 90 Web Proxy Request Timeout

mexeclist_group_menu: N ->Y Mexec Lists in Group Menu

from_name: Ezeelogin Notification -> Notification from

) Notification From Name
Ezeelogin

from_email: noreply@ezeelogin.com -> reply@ezeelogin.com
- ply@ 9 ply@ 9 Notification From Email

lic_timeout: 30 -> 60 License Timeout
lic_proxy_host: -> 192.168.56.100 Proxy Host
lic_proxy_port: -> 6663 Proxy Port
lic_proxy_user: -> alex Proxy Username
lic_proxy_pass: -> qwerty12345 Proxy Password

Settings > Branding

Web Activity Logs JeEEE
(J  Username Section Function Target Time Actions
(O -adminn settings branding 2021-09-21 16:43:33 i

term_title: Ad -> Ez
web_panel_fitle: Admod -> Ezeelogin
web_panel_brand: Admod -> Ezlogin

Branding > Logo

Web Activity Logs JeLEIE

(J  Username Section Function Target Time Actions

(J -adminn settings logo 2021-09-21 16:50:31 i
Added:

Name: Logo.png

Size: 1763

Mime-type:

Web Activity Logs JelEEIg:l

(J  uUsername Section Function Target Time Actions

(O  -adminn settings reset_logo 2021-09-21 16:58:44 i
Deleted:

Name:

Size:

Mime-type:

Branding > Backgrounds



Web Activity Logs

(J  Username Section Function Target Time Actions
(0 -ezadmin seftings background 2021-09-17 13:11:25 &=

Added:

Name: new background PNG
Size: 90010

Mime-type:

Web Activity Logs

(J username Section Function Target Time Actions

{1

(J -adminn settings delete_background 2021-09-21 16:54:23

Deleted

Name: Background image.jpg
Size: 44633

Mime-type:

Settings > Control Panels :Add ControlPanel

Web Activity Logs JeLEIE
(J  Username Section Function Target Time Actions
(J -adminn settings addcp 2021-09-2117:10:26 i

Name: directadmin

Edit ControlPanel



Web Activity Logs ¥l

0 Username Section Function Target Time Actions

0 - adminn seffings ediicp 2021-09-21 17:12:25

CHANGES:
name;
FROM:
directadmin
TO:
DIRECTADMIN
description:
FROM:
Controlpanel
O
Confrolpanels
protocal:
FROM:

https

request ur:
FROM:
fCMD_LOGIN
O
femd_login
request mefhod:
FROM:
POST

O

GET
user_field:
FROM:
Username
T

user
Usemame:
FROM:
admin

O

oot
passwd_field:
FROM:
password
O

pass
basic_auth:
FROM:

¥

O

N

exira_vars:
FROM:
FTUYZJAONGZYWNENWIONzMxZDRINjkyOWUANY2MDc2
T

PTFZTY2MzMO0GQIMgANWZZDg4Y ThwZDVANWEDYTV!

Delete ControlPanel

Web Activity Logs

(J Username Section Function Target Time Actions
(J -adminn settings deletecp 2021-09-21 17:21:50 :
DIRECTADMIN
Settings>Data Centers : Add DataCenters
S-SR ER Clear all
(J Username Section Function Target Time Actions
(J -adminn seftings addcp 2021-09-2117:10:26 =

Name: directadmin

Delete Datacenters



Web Activity Logs

(J  Username Section Function Target Time Actions
(0  -adminn settings deletedc 2021-09-21 18:25:09 i
LimestoneNetwok
Settings>API
Gt gU L ARG EY Clear all
0 Username
) - adminn

enable_api: N->Y
ezleas: yOkvqOwWE2UYUG6MxWIqIDvhU6nDabKgmH+MQcGYcVs6KdhvSRYLW1ym70QalTs6AGb3RIS+bUgWh 1XAn9PqGrmKyzXnJUhCHR

Settings > LDAP : Add LDAP

Web Activity Logs JeEEIED
O Username Section Function
O - ezadmin setfings Idap_add

Name: Idap server
URls: ditAmOaCJbayhKZm9ol9xmPbRu4+NDPOIrCi1vEHg Y4lwPmCAYuQtQsBzDjPad7iaVZPSz OTWKMvATLg9XMvuXaQDsKnfMRZwKbFwaavmxMUUJChxZhfIMU4RX)dCzBK G/ 1Q0UFZw30h9et
Active: Y

Edit LDAP



Web Activity Logs

& Username Section Eunction

O - ezadmin settings |dap_edit

CHANGES:

name:

FROM:

Idap server

T0:

Idap

aclive:

FROM:

Y

T0:

N

fimeout:

FROM:

10

T0:

30

rank:

FROM:

10

T0:

19

binddn:

FROM:

aMXbsOyCwg+2QT26xE Tr1twSO6L2Pbu0B8AGPIINfoObr79Ph 1 GyS S 29xHziLed2tvu/nybRDIquBgHMV 1bln 1 YibrdPM+udel3bbwleahgh+OZdipW6S0opmHvOGIN/Y1KwSpoLbjZDg 567 DF YIMZERN
T0:

FhéhaT3PTV3JpeebJtebiedb+zviBZ3T8EXgFB7NBLPIaCzocl qw2af8GAg 79 Tjwdck)sFMIWnRIl3kGMIron YAdIWNG4+c TINSvLI9ggoAT 2neadmYngRF+Om3mgRM9s4bHziAbq2T2 e Ok UdbgyDEGNII
basedn:

FROM:

fg2LzPuF9Jy4CG0mpcVFhpanya8TaS8KnQNA+KOCYQKI3gHvUmn/J+urmBsetnxVizZHWoA Q7 uG 1EuDcBeKP4t1XIghuBAxxIGAJGEMGIEE TMUSYIGvRe VIdISIGCIZabx BdoliK V2xIpESIW.JeWQMbIFD Y
TO:

DongpzKkbK0z3vdxJupGMSwVOlJgp THBsZzi 3XXkef TvsIVGmuWYQx/em3SN/RAizInDWNBd/kNNTsFAe CKov6v V1 JexBpK2hPIl 1xqfilyRy 1 ZIKIXMX62I5L Y SiobKApBI+ 1 AGJ 3K M T 6g s YvoywW VU4L
filter:

FROM:

T10:

nYH9ycV9eH748u3dwSWE Tn7N+UBuom1T855PWsqt!7qDo/MuMdrA/oCtVewlvFbPzm+HHEZHOwt0n0Bso4réMekilhZDXm3bdBBFeX/uDot2ZWCWIIFKT YkCHwAICKI226EXKT yik5e ODLUIPH C4XaNzyjl
uidattr:

FROM:

uid

T0:

id

fnameattr:

FROM:

givenName

T0:

name

Inameattr:

FROM:

n

T0:
last
emailaftr:
FROM:
mail

10:

email
groupattr:
FROM:
T10:
memberOf

Delete LDAP

Web Activity Logs g

O Username Section Eunction
O - gzadmin seftings Idap_delete
Name: ldap

URIs: G5TaBZnKdQ98fLgHydvDnhHAgScLX6Gnrlir TB{DOkzPIT 1Boxl2rbACTHIbKTStdxPuFigrk0Zyls 11Jk52+zw3SNSIXP3+XL HxajZZ 4lxgRGFWAYwzFlrw6HWxthHugIR 3efmnUNBu T d9dxtvl bucWZW
Active: N

Settings > SAML
Fetch SAML

VLR TLWARER Clear all

L Username Section Function Target Time Actions

[J ezadmin settings saml_idp_metadata_fetch 2021-09-17 12:03:22



Save SAML

Web Activity Logs
O Username
0 - ezadmin

saml _idp_metadata url: -> https:/app.onelogin.com/saml/metadata/ad7 2d0c1-31¢9-4602-9f3f-ec87b 3823674

saml_idp_entity id: -> https.//app.onelogin.com/saml/metadata/ad/2d0c1-31c9-4602-9f3f-ec87b382367/4

saml_idp_sso_url: -> hitps:/nesvinknkn.onelogin.com/Arust/sami2/http-redirect/sso/ad72d0c1-31c9-4602-9f3f-ec87h 3823674

saml _idp slo url: -> https.//nesvinknkn.onelogin.com/Arust/saml 2/http-redirect/slo/1536951

saml_idp_signing_cert 0. -> MIIDSTCCAs2gAWIBAgIUHYmCwbJ TG 146gaExCOFjfa ToExYwDQYJKoZIhveNAQEFBQAwWSDE TMBEGATUECgwKbm\

Settings > Radius : Add Radius

Web Activity Logs JEEEIE(
O Username Section Function
J - ezadmin seftings radius

radius_host: -> 192 168.56.184
radius_shared secret: -> yDphiKL+4Z+fReqOyC8NGF1HcfgtWG2ihwFNI05uvrdyVYSXLalin Sd3PVkTgUhdHTKUIUCRNPEER54nK 35 SmR3DYQKybhF27IfOatx+RIWAwop TAp/D2n36YLpZEgRCGA/P

Edit Radius

Web Activity Logs JEEIEL
O Username
[ ] - gzadmin

radius_host: 192.168.56.184 -» 192 168.56.170

radius_shared_secret: L785t161w3410pJDcZpJeASOQM)YoFqgsGOXjlip7NI2izvaggdDJ3rwkdKMZyz719QQRbHL MorWCIQ 1 ViNucKAc SHXFx QPAxo0K Gfdse S6pt/zFORaPyduWDmn6Y2q8MrieA6Ghst
radius_suffix; -> testsuffix

radius_timeout 5-> 10

radius_authentication_port: 1812 > 1815

radius shared secret 2fa: Gna2viNly389dIZRDIrEcMOE1B6mwbK/5kC+7MIcTEBULXy+gtao  SBECIdmRPBESUU2Ddix8INSE+xa3+A57 CgQ2AnTAZrbgPwShpHQOTRAP2Xmtlt4 2fSLNtHIHulL ty2rRe

Clear Radius

Web Activity Logs JeEEIE
O Username Section Eunction
O - ezadmin setfings clear_radius

radius_host: 192.168.56.170 -=

radius_shared secret. coXIM2SQTG4+WzAXq20P02[hMBINZ/9kiX Ve VEQIrH T qxWaub 1rOt/ TeoO1kW/QYwhCM1 ZwoumyZ JoEdUPNWI2yhiGhMkPizu7dYzMal F2b/4XRV.JZov TPz4 V[ 3RgbHWEITOVOy
radius_suffix: testsuffix -»

radius fimeout: 10 -2 5

radius_authentication_port 1815 -> 1812

Add two factor Radius

Web Activity Logs JEIE

O Username
O - ezadmin

radius_shared secret: yDphiKL+4Z+fReq0yC8A/GF 1HefgtWG 2iwFNI0SuvrdyVYSXLalinSd3PVk TgUhdHTRUIUCRNPBER54nK35SmR3DYQKybhF2TIfOa+x+RAWAwop TAp/D2n 36 YL pZ EgRCGA/PHeX
radius_host 2fa: ->192.168.56.184
radius_shared secret 2fa: -> Gna2viNly389dIZRDIrEcMOE 1B6mwbK/SkC+TMIcTEBUuXy+gtacSBECIdmRPBE5UUG 2Ddix6INSE+xa3+A57 CqQ2AnTAZrbgPw SbpHQOT RAP2Xmtit4 2fSLNtH3HulL ty2

Edit two factor Radius

Web Activity Logs JeEEIEl
O Username
O - ezadmin

radius _shared secret: PzVVSImQKIRE YRXcQMMIUwQwvNMCcB SZledld+158M00uTYUF QavblK37ViseUcz IWO0AoBCKS YxWmrlINZg6 YbdmwVFEesEbIUCXNABGdKvaOokB5x97jolgfMUwQPMQ7X.
radius_host 2fa: 192168 56.164 = 192.166.56.170

radius_shared secret 2fa: SmKrWwP2g/9DDPdJi1/ypd)de VEN1KQpyachKrGCTyWilaygOJY8Zz Hpio3nUBGy 11alQrXLehNUMWwos JE2NOHPp1WUsG 2nPPrGQip 7hTk9xACdsHLuCU2G Uu+954MCsgy
radius_suffix_2fa: -> testsuffix

radius_timeout 2fa: §-= 20

radius_authentication_port 2fa: 1612 -= 1815

Clear two factor Radius



Web Activity Logs

O Username Section Function
O - ezadmin settings clear_radius_2fa

radius_host 2fa: 192 168 56.170 -»

radius_shared secret 2fa: cpf46DISWXwbOviDgwTerfVhmB8BcpOBismE TfOajsxtcD+8IRbn QDA+ TwX80CkyAn1Wawi6K+cpAaDaSog QcBJbW536bDo/Kvs0MX9dSi0nNO2y7YDo+Nb tvxT 1yuSmOhb6+C
radius_suffix_2fa: testsuffix ->

radius_timeout 2fa: 20-> 5

radius_authentication_port 2fa: 1815 -> 16812

Setting > Server Fields : Add server field

Web Activity Logs Je[EERED
(J  Username Section Function Target Time Actions
(0 - ezadmin settings add server field 2021-09-17 12:24.07 :

Name: comment, Type: text

Edit server filed

Web Activity Logs

(J  Username Section Function Target Time Actions
(0 -ezadmin seftings edit_server_field 2021-09-17 12:27:49

CHANGES:
name:
FROM:
comment
TO:
description
alias:
FROM:
comment
TO:

desc

type:
FROM:
fext

10
fextarea
description:
FROM:
comment
10
description
encrypted:
FROM:

0

10

1

listing:
FROM:

0

10

1
sortorder:
FROM:

1

10:

2

Delete server field



Web Activity Logs

(J  Usemame Section Function Target Time Actions

(J -ezadmin settings delete server field 2021-09-17 12:28:34

Name: description, Type:textarea

5. COMMAND GUARD Tab (Section and Operations/ Functions recorded)

Add command

Web Activity Logs

Actions

wm

(] Username Section Function Target Ti

(] - ezadmin commands add 2021-09-17 07:40:38

Added: fdisk edit (3)

Edit command

Web Activity Logs

Actions

(] Username Section Function Target Ti

(] - ezadmin commands update 2021-09-17 07:42:54

Updated:
CHANGES:
name:
FROM:
fdisk edit
T0:

fdisk
description:
FROM:
Matches fdisk with edit options only.
TO:

fdisk edit

Test command

Web Activity Logs

(] Username Section Function Target Time Actions

(0 ezadmin commands command_verify 2021-09-17 07:44:21

Delete command

EWITIVARGEY Clear all
() username Section Function Target Time Actions
(J - ezadmin commands delete 2021-09-17 07:44:57 :

Deleted! Commands
Name: fdisk, ID; 3

Add command group



Web Activity Logs oL
(] Usemame Section Function Target Time Actions
(0  -ezadmin commands commandgroup_add 2021-09-17 07:45:50 :

Added: Default (7)

Edit command group

Web Activity Logs

()  Username Section Function Target Time Actions
(0 -ezadmin commands commandgroup_update 2021-09-17 07:47:17

Updated:

CHANGES:

description:

FROM:

default

TO:

derfault command group

Add members to command group

Web Activity Logs oL

(] Username Section Function Target Time Actions

(0  -ezadmin commands commandgroup_commands 7 2021-09-17 07:48.14 :
Updated Members:

Added

Name: mysql password on command line, 1D; 1
Name: fdisk edit I1D: 4

Remove members from command group

Web Activity Logs JeIg:

(] Username Section Function Target Time Actions

(0 -ezadmin commands commandgroup_commands 7 2021-09-17 07:48:44 :
Updated Members:

Removed:.

Name: mysql password on command line, 1D: 1
Name: fcisk edit, 1D: 4

Delete command group

Web Activity Logs JeEERE:
(] Username Section Function Target Time Actions
(0  -ezadmin commands commandgroup delete 2021-09-17 07:49:15 :

Deleted Command Groups:
Name: Default 1D: 7
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