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How authentication passwords are stored.

Overview: This article explains where gateway users' passwords are securely stored in the ezeelogin SSH
jump server. Web GUI authentication passwords are stored in the user table of the database in the hash
format, while SSH authentication passwords are kept in the /etc/shadow file.
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User Password Storage
SSH Authentication hash

root@AD-LAPLEN-11:~# ssh tom@192.168.0.112
Password:
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Passwords are stored in database
under the user table

The UI authentication hash is stored in the database user table and the SSH authentication hash is stored
in the /etc/shadow file.

For Example, we have user tom, the ssh authentication hash is stored in the /etc/shadow file as follows:

root @ocal host :~# cat /etc/shadow | grep tom
t ony: $6$r ounds=5607%i ky9BMPeKEcCCoSWsy Dl / 1/ VuOOMOH y6P6j ZC 0G22JRF42D
5r 50r 91¢ S6VXgs FKymvF/ yKaaGh8DJIxgvHE6 UWre/ OOl aOCy Al OFf 8. : 19034: 0: 99999:
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e Ul authentication hash 1s stored 1n the database user table.

To find the UI authentication table log to the database, select the user table, and run the below command:

Mari aDB [ ezl ogi n_guhi ] > sel ect usernane, password from | qzu_users
ere usernanme='tom G
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user nane: tom
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passwor d:
$2y$10$f 3cPVMQP5Cxqi GDXj S3uCeOKI ECEW UZHxkr RHqHI 1ygRq7Ci VE6K
1 rowin set (0.00 sec)

ERROR. No query specified
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