Install Master/Slave Ezeelogin with MySQL SSL
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How to Install and Configure Master/Slave Ezeelogin with Secure
MySQL SSL?

Overview: This article provides a step-by-step guide to installing and configuring Ezeelogin in a
master/slave setup with secure MySQL SSL connections.

Refer the below articles to take a trial license and install dependencies according to the OS you are

running.

https://www.ezeelogin.com/kb/article/how-to-take-a-free-trial-455.html



https://www.ezeelogin.com/kb/category/getting-started/installation/5/
https://www.ezeelogin.com/kb/article/how-to-take-a-free-trial-455.html
https://www.ezeelogin.com/kb/article/setup-and-configure-ssh-jump-server-2.html
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Step 1: Install Ezeelogin by running the installation script. Refer below example.

root @at eway: ~# sh ezlogin_7.x.x.bin

continue the Instaliation.

Type "I AGREE" and press enter to accept the |icense:

You may be prompted to enter the missing settings. The detault value will be given 1 bold. Simply
pressing enter key will choose the default value.

Enter the path where web panel files should be install ed.

This path shoul d be accessible via a web browser.

The directory should not exist, but its parent directory should
exi st .

path to install web panel files ( /var/ww htm/ezlogin ):

ou need to specity the document root here 1f 1t ditfers from the detault or press enter to choose default.

Enter the path where web panel systemfiles should be installed.



Thi s shoul d be preferably outside the Docunent Root (should not be
accessi ble via web browser) for security reasons.

I f safe_node restriction is enabled, this path should be allowed for
i nclude with safe node include dir

The directory should not exist, but its parent directory should
exi st.

path to install web panel systemfiles ( /var/ww ezlogin ):

you need to access the Ezeelogin jump server web panel as www.yourdomain.com choose
change your document root to {your existing document root}/ezlogin. For example ,If your document
root is /var/www/html change to /var/www/html/ezlogin , else press enter to choose default

For exanple, if the Docunent Root of http://ww.yourdonmain.com is
usr/1 ocal / apache/ ht docs/ yourdormai n and you specified
usr/ 1 ocal / apache/ ht docs/ yourdomai n/ ezl ogin as path to install web
panel, the web panel would be accessible as
http://ww. yourdomai n. confezlogin/. In this case the REQUEST- URI
uld be '/ezlogin/’.

I f you specified Docunent Root itself as the path to install web panel
files, it would be "/’

URI path to access the web panel ( /ezlogin/ ):

sing remote database server for k.zeelogin database

Enter the hostname/IP address of the remote database server or use localhost, if you are going to run the
database server on the current server.

How to configure Ezeelogin on AWS-RDS Remote Database?

If the MySQL server is running on this systemitself, use 'l ocal host’

MySQL server ( |ocal host ):

port or path to unix socket used by the M/SQL server.


https://www.ezeelogin.com/kb/article/configure-ezeelogin-on-aws-rds-387.html

MySQL port/socket ( 3306 ):

rant connectivity to Ezeelogin server hostname/lP on the remote database server. This 1s not
required if your MySQL server is running on localhost.

mysql> GRANT ALL PRIVILEGES ON *.* TO 'root'@'%' IDENTIFIED BY 'PASSWORD' WITH
GRANT OPTION;

mysql> flush privileges;

Enter the usernane with super user (root) privileges for the database
server.

This is usually "root’, sonetines 'admn etc.
MySQL super user ( root ):
Pl ease enter the password for the database super user.

MySQL super user password:

Enable this option to use MySQL SSL connectivity when using a
cluster so that mysgl conmuni cation between the primry and

secondary gat eways woul d be encrypted

Do you want to use secure MySQL connection (yes/no) ? ( no ): yes

rovide the path to the private key file 1 provided space and continue.

Path to the private key file for secure MySQL connecti on.

Path to the private key file (Press x to exit) : /etc/certs/client-
key. pem



FTOVIHG t”e pat“ to [I :e pul;llc Eey Ille m prov1aea Space ana continue.

Path to the public key certificate file for secure MySQL connecti on.

Path to the public key certificate file: /etc/certs/client-cert.pem

rovide the path to the 1le 1n provided space and continue.

Path to the certificate authority file for secure MyYSQL connecti on.
Path to the certificate authority file: /etc/certs/ca.pem

Path to a directory containing trusted CA certificates for secure
MySQL connecti on.

Path to a directory containing trusted CA certificates: /etc/certs/

Li st of *allowed* ciphers to be used for the encryption, separated by
colons (':")

| oned ci phers ( DHE- RSA- AES256- SHA) :

Whet her to verify the server certificate for secure MySQL connecti on
(yes/ no).

Verify the server certificate? (no):

ype 1n Ezeelogin super admin username and password 1n the specific field or enter to install wit
default username and password.

Enter the ezlogin Adm nistrator username (less than 21 chars).



This user should not exist on this system It will be created.

adm n user ( ezadnll8 ):

Enter the password for ezlogin Adm nistrator.

adm n password ( }AkJy. %R3TQaX(P ):

Enter the security code for ezlogin Adm nistrator.

security code ( FlyWx7Lbz ):

ontinue with the deftault settings.

Whet her web panel should force HTTPS (secure) protocol or not.
[ yes/ no]

Force HTTPS for web panel ? (no):

ou can review the settings and continue to 1nsta zeelogin.

Revi ew settings:

Install web panel files in : /var/ww htm/ezl ogin/
Install web panel systemfiles in : /var/ww ezl ogi n/

URI path to access web panel : /ezlogin/

MySQL server : 127.0.0.1

MySQL port/socket : 3306

MySQL dat abase : ezl ogi n_seuegn

MySQL user : ezlogin_vntns

MySQL password : WGP} [ nFXX@A8

Force HTTPS for web panel? : no

Secure MySQL connection? : yes

Path to the private key file : /etc/certs/client-key.pem
Path to the public key certificate file : /etc/certs/client-cert. pem



Path to the certificate authority file : /etc/certs/ca.pem

Path to a directory containing trusted CA certificates : /etc/certs/
| owed ci phers : DHE- RSA- AES256- SHA

Verify the server certificate? : no

dm n user :ezadnill8

Adm n password :}AkJy. “WR3TQaX( P

dm n security code : Fl yWx7Lbz

Note these down for future reference. Certain val ues such as
passwords cannot be retrieved after setup.

Accept the above settings? (y/n/x) : vy

Login to MySQL as root and grant privileges for Ezeelogin database user.
Refer below example.

Ezeelogin database username can be find out from below command.

Mari aDB [(none)]> grant all on ezl ogi n_dat abasenane.* to
‘nmysqgl _usernane' @% identified by 'password';

MariaDB [(none)]> flush privileges;

ogin to MySQL as Ezeelogin database username and password wit and type s to confirm MySQ
SSL is working.

root@gateway :'# mysql -u ezlogin_database_username -p -h hostname or ip --ssl-
ca=/etc/certs/ca.pem --ssl-cert=/etc/certs/client-cert.pem --ssl-key=/etc/certs/client-key.pem

Enter password:

MariaDB [(none)]|> s



SSL: Cipher in use is DHE-RSA-AES256-SHA

cipher 1s displayed, indicating that 1S being used to secure our connection.

How to install slave Ezeelogin with secure MySQL

Refer below article to install the secondary node.

https://www.ezeelogin.com/kb/article/install-slave-secondary-node-for-high-availability-in-jump-

Step 1: Install secondary Ezeelogin by running the installation script. Refer below example.

root @ unpserver: ~# sh ezlogin 7.x.x.bin --
-secondary slave ip -othernode naster _ip

Step 2: Follow the prompt for installation. Type | AGREE and continue the installation.


https://www.ezeelogin.com/kb/article/install-slave-secondary-node-for-high-availability-in-jump-server-21.html
https://www.ezeelogin.com/kb/article/install-slave-secondary-node-for-high-availability-in-jump-server-21.html

ou may be prompted to enter the missing settings. e given 1n bo
pressing enter key will choose the default value.

ou need to specily the document root here 1t 1t differs from the default or press enter to choose detault.




you need to access the Ezeelogin jump server web panel as www.yourdomain.com choose
change your document root to {your existing document root}/ezlogin. For example ,If your document
root is /var/www/html change to /var/www/html/ezlogin , else press enter to choose default

Using remote database server for Ezeelogin database

Enter the hostname/IP address of the remote database server or use localhost, if you are going to run

the database server on the current server.



https://www.ezeelogin.com/kb/article/configure-ezeelogin-on-aws-rds-387.html

Grant connectivity to Ezeelogin server hostname/IP on the remote database server. This is not

required if your MySQL server is running on localhost.

mysql> GRANT ALL PRIVILEGES ON *.* TO 'root'@'%' IDENTIFIED BY 'PASSWORD' WITH
GRANT OPTION;

mysql> flush privileges;




Provide the path to the private key file in provided space and continue.

1le 1 provided space and continue.




Enter the super username of the master node and continue the installation.

Enter the privil eged usernane (less than 21 chars) on the other node.

Ot her node super user (root):

Enter the port number of the master node and continue the installation. The
default port number is 22.

Enter the SSH port on the other node.



O her node SSH port (22):

Enter the password of the super admin user of the master node and continue
the installation.

Checki ng SSH access to other node (enter password when pronpted). ..

root @uaster _ip's password:

ou can review the settings and continue to 1nsta Zeelogin.

Revi ew settings:
Install web panel files in : /var/ww htm/ezl ogin/
Install web panel systemfiles in : /var/ww ezl ogin/
URI path to access web panel : /ezlogin/

server : 127.0.0.1

port/socket : 3306

database : €zl oai n seuegn
user : ezl odin vntns

password : WGP} [ nFx X@A8
HTTPS for web panel ? : no

Secure MySQL connection? : yes
the private key file : /etc/certs/client-key.pem
the public key certificate file : /etc/certs/client-cert.pem
the certificate authority file : /etc/certs/ca.pem
a directory containing trusted CA certificates : /etc/certs/
ci phers : DHE- RSA- AES256- SHA

Verify the server certificate? : no

O her node : 192.168.1.2

O her node SSH port : 22

Qt her node super user : root

Accept the above settings? (y/n/x)

Login to MySQL as root and grant privileges for Ezeelogin database user.



Refer below example.

Ezeelogin database username can be find out from below command.

root @econdary :~# php /usr/| ocal/ezl ogin/eztool.php
-show db_credential s

MariaDB [(none)]> flush privileges;

FAQ:
1. Can we disable the slave server since we are currently using only the master node?

Certainly, the choice to disable the slave server is yours, but keep a note that data synchronization
between the master and slave servers will not occur if the slave is disabled. It is recommended to keep
both servers running and synchronized for real-time data updates, as changes made to the master server
will automatically sync with the slave server.

Related Articles:

Troubleshooting Mysqgl SSL in Secondary node

Configure jump server to use SSL for MySQL

Configure ssh jump server to use SSL for Mariadb

SSL Certificate failed with MySQL SSL



https://www.ezeelogin.com/kb/article/troubleshooting-mysql-ssl-in-secondary-node-517.html
https://www.ezeelogin.com/kb/article/configure-ssh-jump-server-to-use-ssl-for-mysql-737.html
https://www.ezeelogin.com/kb/article/configure-ssh-jump-server-to-use-ssl-for-mariadb-736.html
https://www.ezeelogin.com/kb/article/ssl-certificate-failed-with-mysql-ssl-487.html

Unable to access GUI while using MySQL SSL

failed to connect to database: Error: TLS/SSL error: Permission denied

Online URL.:

https://www.ezeelogin.com/kb/article/install-master-slave-ezeelogin-with-mysql-ssl-516.html


https://www.ezeelogin.com/kb/article/unable-to-access-gui-while-using-mysql-ssl-738.html
https://www.ezeelogin.com/kb/article/failed-to-connect-to-database-error-tls-ssl-error-permission-denied-739.html
https://www.ezeelogin.com/kb/article/install-master-slave-ezeelogin-with-mysql-ssl-516.html
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