View SSH logs of all users
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How to view SSH logs of all users?

Overview: This article explains how to enable a user to view SSH logs of all users in Ezeelogin by configuring user
actions and granting the necessary privileges on remote servers.

If a particular user needs to view SSH logs of all users then you need to enable User List and View SSH Log for that
user under user action.

Access Control->User Action->Users->User List, View SSH Log. After saving, refresh the Ezeelogin GUI of
the user to reflect the changes. You can refer below screenshot

Ezeelo g in 1 | Welcome, Administrator Logout

Control the access of a user to specific actions

User

Mike
B Access Confrol Actions
e Expand all - Collapse all - Select all - Toogle selectior

00 Gateway (aka Bastion Host)
# 00 servers

Edit User

Delete Lser
Group List

Add User Group

User-Acfion

Annof

1 Log

Delete S5H Log

! Recording
Annotate RDP Recording

Delete RDP Recording

Also, you should grant privileges to the remote servers for the same user to view the logs from that server. If a
user has no access to a remote server, then the user will not be able to view the SSH logs of that server.
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FAQ



1. Why are SSH log files (Users -» SSH Logs in the Ezeelogin GUI) still present after deletion from the web
interface?

Deleting log entries from the Ezeelogin web interface only removes the metadata from the database. The actual
log files stored on the filesystem under /var/log/ezlogin/ are not deleted.

To restore the metadata for these logs back into the web interface, use the following command:

This command re-imports the log metadata from the log files that still exist on disk.
2. Is there any impact if the logs in /var/log/ezlogin/ are deleted?

No, the logs in /var/log/ezlogin/ can be safely deleted without affecting system functionality. However, once
deleted, these logs cannot be recovered.
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