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How to record and replay SSH sessions using the script and
scriptreplay commands?

Overview: This article explains how to record and replay SSH sessions using the script and scriptreplay
commands on CentOS, RHEL, Ubuntu, and Debian servers. It covers installation, recording terminal
sessions, saving timing information, and replaying sessions for auditing and review.

Install script and scriptreplay using the below command in CentOS/Ubuntu.

CentOS/RHEL/Amazon Linux

Ubuntu/Debian

How to use the script command?

Run below command to view the information for the script command.

. Run the below commands to start and stop the recording. In the below example uptime comman
and output are saved into the type.log file.

un the below command to save single comman imnto a file.


https://www.ezeelogin.com/kb/category/faq/general/12/

. Run the below command to save the session with the timing file to replay the script on
the terminal.

How to use the scriptreplay comman

Run the below command to view the information for the scriptreplay command.

un below command to view the recording using timing intormation.

Note: Time files and record files are needed to replay the scripts.

Refer below example to save time file and record file to replay the script using
the scriptreplay command.




!un t!e scrlp!replay comman! !0 reply !!e recor!e! session. scr1ptrep|ay comman! w1||

automatically display all the commands that are run on the terminal and will be played according to the
information saved in the time file.
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Record SSH sessions using jump server/bastion host
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