Add server with private key stored in database with API
551 Nesvin KN March 20, 2025 Features & Functionalities 2437

How to add and update server with the private key stored in the
database using API?

Overview: This article explains how to add and update a server via API using a private key stored in the
database.

1. Add server via API with the private key stored in the database.

Step 1(A): Login to web GUI, navigate to Key Management -> Add new private key and
passphrase(if the key was generated with passphrase). Refer to below screenshot.

Ezeelogin & | Welcome, Administrator Logou
Add SSH Private Key
Name ‘&

ubuntu_private_key

SSH Private Key
DBHOagxiDZKyAGpbpEwfdopadxee] 2PciBnyajbhzGn3nG+fAhF++1TC4/eNCOuz =
H18poOvpLVFQd81o5hsgx19QzI 1bMacwKLIBmA2EW3tI8DZ0F 3bQm7HOYF8CBNAe
aXvSKEOLtx4LPACAaz+wLGe92IKZB+Fuk1RFC2KkSiOPrk6PI IQKBWQCUWKITFyri

" DnjowyMGodXXZn64tFHLMUpVGcQzIDDWOaBxB1kc1bkXDAIrYQVixagTatAwlymu
Zn8sHXSEEWWX/ Nt /6wQz10V/149n IATTcI3dBhAhnuucy d+vdSSRp6/mLhFolGn
mVNmob7z IBeHUQAMP cWWtQrQG79bnwA@7 aKNSEMX1VaSByj3EhYoulek4GuEk3Q9
9kCb86f/8142ZFX79A6tQK7KADWLy 1 +wR+bQQ7nFikin1dbABoKn8mg=
————— END RSA PRIVATE KEY----- “

IS Web Portals
SSH Key Passphrase

.................. :
R

® Command Guard

# Account

P License

Step 1(B): Log in to the gateway server and add the server via API using the key stored in the database.
Use the key name from the GUI followed by db_ssh_key.

For Help

root @at eway ~|# php /usr/local/ezl ogin/ezwapi.php -help add_server
Usage:

ezwapi . php add_server -api _url <APlI URL> -secret <APlI secret> -nane
<host nane> - password <password> -ip_address <IP address> -group
<group> [-ssh_port <port>] [-rdp_port <port>] [-ssh_user <username>]
[ - keep_password <Y/ N S>]

[-enabl e_ssh <Y/NH>] [-cp <control panel >]
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-api _url : The APl URL

-secret : The APl secret configured in web panel settings

-nane : The server host nane

-description : A description for the server

-password : The server password (optional)

-ssh_key : The SSH private key file (optional)

- passphrase : The SSH key pass phrase (optional)

-db_ssh_key : The nane of SSH private key saved in Ezeel ogin
(optional)

-ip_address : The server |P address

-ssh_port : The server SSH port (optional, use default if
unspeci fi ed)

-ssh_user : The server SSH user

-switch _user : Switch to this user after login as SSH user (optional)
-switch_pass : Password for switch user (optional)

-switch_sudo : Y or Nor Eto escalate privilege with 'sudo su' or
"enable' (for G sco devices) (optional, default: N = disabl ed)
-pronptl : Unique string in shell pronpt of SSH user (optional)
-pronpt2 : Unique string in password pronpt for su or sudo (optional
defaul t: Password:)

-pronpt3 : Unique string in shell pronpt of root user (optional
required for sudo)

-rdp_port : The server RDP port (optional, use default if
unspeci fi ed)

-group : The server group nane

-keep_password : Y (keep given password), N (automatic) or S (keep
server password as such - no verification) (optional, default: Y)
-enable_ssh : Y, Nor Hto enabl e/disable/via Host Node (optional
default: N)

-ishn : Y or Nto nmake this a Host Node or not (optional, default: N)
-onhost : The nane of Host Node (optional)

-cp : The control panel nane (optional, use default if unspecified)
-dc : The datacenter nane (optional, use default if unspecified)
-rc_host : The renote consol e host (optional)

-rc_user : The renote consol e user (optional)

-rc_pass : The renote consol e password (optional)

Exanpl e

root @at eway ~]# php /usr/local/ezl ogin/ezwapi.php add_server

-api _url http://192.168. 1. 35/ ezl ogi n -secret 'Adm n!2345" -nane
Producti on. server -description ubuntu.server -ssh_user root

-i p_address 192. 168. 1. 37 -group devops -enable_ssh Y -keep_password S
-db_ssh_key ubuntu _private key

200: {"status":"success","data":"Added"}
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Refer detailed article for add/update/delete server using API.

Step 1(C): Login to web GUI and click on the view icon to see the name of the private key. Refer to
below screenshot.
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2. Update server via APl with the private key stored in the database.

Step 2(A): Login to web GUI, navigate to Key Management -> Add new private key and
passphrase(if the key was generated with passphrase). Refer to below screenshot.
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Step 2(B): Login to the gateway server and update the server via API using the new key stored in the
database. Use the new key name from the GUI followed by -db_ssh_key

For Help

root @at eway ~]# php /usr/local/ezl ogi n/ ezwapi . php -help
updat e_server
Usage:
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ezwapi . php
- nane <host

updat e_server -api _url <APlI URL> -secret <APlI secret>
nane> [ -newnane <new host nane>] [-password <passwor d>]

[-ip_address <IP address>] [-ssh_port <port>] [-rdp_port <port>]

[ -ssh_user

<user nane>]

[-group <group>] [-keep_password <Y/ N S>] [-enable_ssh <Y/N>] [-cp
<control panel >]

-api _url

The APl URL

-secret : The APl secret configured in web panel settings

-nane : The
- newnane :
-descriptio
- password
-ssh_key :

(optional)

-i p_address :

-ssh_port
-ssh_user
-Swi tch_use

server host nane

The new host nane (optional)

n : A description for the server
The server password (optional)

The SSH private key file (optional)
- passphrase
-db_ssh_key :

The SSH key pass phrase (optional)
The nane of SSH private key saved in Ezeel ogin

The server | P address (optional)

The server SSH port (optional)

The server SSH user (optional)

r . Switch to this user after | ogin as SSH user (optional)

-switch_pass : Password for switch user (optional)
-switch sudo : Y or Nor Eto escalate privilege with 'sudo su' or
"enabl e’ (for Cisco devices) (optional, default: N = disabl ed)

-pronpt1 :
- pronpt 2 :
- pronmpt 3 :
required fo
-rdp_port

Uni que string in shell pronpt of SSH user (optional)

Uni que string in password pronpt for su or sudo (optional)
Uni que string in shell pronpt of root user (optional,

r sudo)

The server RDP port (optional, use default if

unspeci fi ed)

-group : The server group nane

-keep_password : Y (keep given password), N (automatic) or S (keep
server password as such - no verification) (optional)

-enabl e_ssh :

-ishn : Yo

Y, N or Hto enabl e/disable/via Host Node (optional)
r Nto make this a Host Node or not (optional)

-onhost : The nane of Host Node (optional)
-cp : The control panel nane (optional)
-dc : The datacenter nane (optional)

-rc_host : The renote consol e host (optional)
-rc_user : The renote consol e user (optional)
-rc_pass : The renote consol e password (optional)

Exanpl e

root @at eway ~]# php /usr/local/ezl ogin/ ezwapi . php update_server



-api _url

http://192.168. 1. 35/ ezl ogi n -secret

" Adm n! 2345’

- hane

Producti on. server -description devel oping server -ip_address
192.168. 1. 37 -group devops -ssh_port 22 -newnane db. noc.com
-db_ssh_key new ssh_private_key
200: {"status":"success","data":"Saved"}

tep :

I8 Web Portals

2 Users

I Access Control
S Settings

% Cluster

® Command Guard

@ Account

& Help

B License

on the view icon to see the updated server with the new private
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