KEX and Host Key Algorithms in SSH
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What are KEX and Host Key Algorithms?

Overview: This article explains KEX and host key algorithms and guides Linux users on how to view and modify the
algorithms used for SSH connections between a client and a server.

KEX: It is the short form of Key Exchange. The algorithm is chosen to compute the secret encryption key. Examples
would be 'diffie-hellman-group-exchange-shal' and modern 'ecdh-sha2-nistp512'.

Public_key or Server Host key: The asymmetric encryption algorithm used in the server's private-public host key
pair. Examples would be 'ssh-rsa' and elliptic curve 'ecdsa-sha2-nistp521"'.
1. How to find the KEX (Key Exchange) and Host Key Algorithms in SSH?

Step 1(A): SSH from one linux machine to another in verbose mode to get the detailed process.

....................................................................................................................................................................

....................................................................................................................................................................

Step 1(B): KEX and host key algorithms used to SSH can be found in debug 1 level logs. Refer below example of
KEX and host key algorithms.

debugl: kex: algorithm: curve25519-sha256
debugl: kex: host key algorithm: ecdsa-sha2-nistp256
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2. How to change the KEX and host key algorithm on the server machine(the machine
you are connecting to from the client)?

Step 2(A): Edit the sshd_config file on the server machine (the machine you are connecting to from the client) and
add the following lines to specify KexAlgorithms and HostKeyAlgorithms.

....................................................................................................................................................................

root@linux server ~]# vim /etc/ssh/sshd config

KexAlgorithms diffie-hellman-group16-sha512
HostKeyAlgorithms rsa-sha2-512

....................................................................................................................................................................

....................................................................................................................................................................

....................................................................................................................................................................

debugl: kex: algorithm: diffie-hellman-group16-sha512
debugl: kex: host key algorithm: rsa-sha2-512
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3. How to view the list of KEX and Keys in the Linux server?

Step 3(A): Run below command to list keys in the Linux server.

root@linux server ~]# ssh -Q key

| ssh-ed25519

ssh-ed25519-cert-v01 @openssh.com
ssh-rsa

. ssh-dss

. ecdsa-sha2-nistp256

. ecdsa-sha2-nistp384

ecdsa-sha2-nistp521
ssh-rsa-cert-v01@openssh.com
ssh-dss-cert-vO1@openssh.com
ecdsa-sha2-nistp256-cert-v01 @openssh.com
ecdsa-sha2-nistp384-cert-v01 @openssh.com
ecdsa-sha2-nistp521-cert-v01@openssh.com
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root@linux server ~]# ssh -Q kex

diffie-hellman-groupl-shal
diffie-hellman-group14-shal
diffie-hellman-group14-sha256

. diffie-hellman-group16-sha512
diffie-hellman-group18-sha512

. diffie-hellman-group-exchange-shal
diffie-hellman-group-exchange-sha256
ecdh-sha2-nistp256



ecdh-sha2-nistp384
: ecdh-sha2-nistp521
| curve25519-sha256
curve25519-sha256@libssh.org
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