Read ssh key with openssl command in CLI
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How to read SSH key with OpenSSL CLI command?

Overview: This article explains how to read an SSH private key using the OpenSSL CLI command.

Step 1: Run below command to find if the key is readable from the command line of the Linux server.

root @i nux_server: ~# openssl pkey -in {path_to_any private key}
- pubout -text

Exanpl e for readable key in the Linux server.:

root @i nux_server: ~# openssl pkey -in .ssh/id rsa -pubout -text

----- BEG N PUBLI C KEY-----

M | Boj ANBgkghki GOWOBAQEFAAOCAYSAM | Bi gKCAYEAyu9c192+qbAg4d41f gi Q
| BHQ@BAVsTI 6kBuf ct n22WH S/ W r OggR15Hc Kf 2UGeW j oBX+px6ban/ VZZbD+EO
EDl goLP9zpay7ynf) 8ssdqj bABVS2RDC1LZg+cSB1dOPXx8bf nnBLcokcsUPRGFp
0HCPeRhWEPBLt +r YHN3CEhCFzr cl Ul ar PAy ZI Hoki BJ3MKnPPWr Er UAC3OLP7Fx7
I bzUXRESVUUAGe+5ggl d33i H4SaPHFZPGSzi OxUl ETennLhf HHgXbWRgM SOhAU
wola/ Q j gLezpr XdhH38sVGM j ynshr Ki N+j EdhwScagdM W FCnmBcaJdnt GEcTV4
t Bl EQQZMGACGj OCh+0wf Bl 591K3i r 7ymU7+R3TECPwly Gl QAHz cJLAOWBT FoM
| z5i 0/ W FODWG++MepVf / Gx8er +E0ZYt p/ s8PRf Dnx| JFONdj / Tsl Obf 0@ 2CnRRz
bXVaUGaAur OvyukMxpgReewJE2TsDpl OxexRens GBPj AgMBAAE=

----- END PUBLI C KEY---- -

RSA Private-Key: (3072 bit, 2 prines)

nodul us:

00: ca: ef : 5¢: d7: dd: be: a9: b0: 20: el: de: 35: 7e: 08:

90: 23: al: d0O: dc: 05: 6¢: 4c: 8e: a4: 06: e7: dc: b6: 7d:

b6: 58: 78: d2: fd: 69: 6b: 3a: Oa: 91: d7: 91: dc: 29: f d:

94: 19: e5: a3: 8e:80: 57: fa: 9c: 7a: 6d: a9: ff: 55: 96:

5b: Of : el: Oe: 10: 39: 60: a0: b3: fd: ce: 96: b2: ef : 29:

90: 23: ch: 2c: 76: a8: db: 00: 15: 52: d9: 10: c2: d4: b6:

60: f9: c4: 81: d5: dd: Of : 5f: 1f: 1b: 7e: 79: b7: 2d: ca:
24:72:¢c5:0f:44:61: 69: a0: 70: 8f: 79: 18: 56: 12: 90:

6d: fa: b6: 07: 37: 70: 84: 84: 21: 73: ad: c2: 14: 21: aa:
cf:03:26:65: 1d: b9: 22: 04: 9d: cc: 2a: 63: cf: ba: Oa:

c4: ad: 40: 02: dc: ed: 4f : ec: 5¢: 7b: 89: bc: d4: 43: 14:

44: 49: 55: 14: 03: a7: be: e6: 08: 25: 77: 7d: e2: 1f : 84:

9a: 3c: 71: 59: 3c: 64: b3: 88: ec: 54: 20: 44: de: 9e: 62:

el: 7c: 71: e0: 5d: b5: 91: 80: ¢8: 92: d2: 10: 14: c2: 8d:
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8c: 7b: 3c: a8: f7: b6: 04: bc: 91: 95: bf : ab: ea: 49: 11:
ad: 18: 0e: 17: e3: 27: 5f: 03: 60: 94: 50: 74: d9: 96: 9c:
23:99: 35: 26: a6: 79: 0d: 7a: c7: 78: 5b: e0: 3f: f9: c5:
65: Oa: b0: 83: 73: 69: 5b: 3e: b0: a9: fd: 99
coefficient:

00: a9: 4d: 7c: f7:f0:55: 1a: b8: 16: 9c: 97: ef : 46: 5b:
fc:0f:61: bf: 25: d7: e8: 07: 85: 8d: al: 5e: e3: 6a: f a:
2b: 8b: 56: ca: c9:al: 62: 7c: fd: 7e: ba: 71: 79: 3b: 3c:
52:df : 40: 70: 26: c5: 09: ef : 2e: e6: c6: ec: b4: 6e: 77:
le: 6a: 85: 74: d8: de: b2: da: 38: f2: b2: 2c: 45: 03: f 7:
b4: 70: fb: 42:f8:42: 7c: f9: be: 62: 58: 5f: 28: 74: f 8:
cc: 23:5f:dd: 1a: 52: 23: 43: d9: 64: be: 34: 07: 11: d3:
30: bf : ad: bb: 5b: a4: 1e: a4: Oc: dO: 9d: 35: a7: b8: e8:
8c: 39:7d: 27:76: f0: cc: eb: 80: 43: Ob: 2a: 9e: 80: cd:
07:22:c0: 8a:49: 69: ea: 56: 80: c9: ed: 58: 09: 86: 36:
44: 4e: 56: 36: 19: 78: 5b: 57: 7f : d3: b5: c2: 9e: 04: 96:
9d: 34: 8e: fb:9c: 5a: 05: 3f: 21:d4: fc:56:01: 7d: 6f:
6b: 2e: 12: 8c: e7: 85: 04: af : 7a: 83: 0f : 60: 3b

erer below example o the non-readable ey 1n the Linux server.
root @i nux_server: ~# openssl pkey -in .ssh/id_dsa -pubout -text

unabl e to | oad key
139734109644096: error: 0909006C. PEM r out i nes: get _name: no start
l'ine:../crypto/ pemipeml|ib.c:745: Expecting: ANY PRI VATE KEY
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