Set SSH Key Expiry for the gateway users
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How to set SSH Key Expiry for the gateway users and force to rotate the public
keys?

Overview: This article helps to configure SSH key of the gateway users to expire after a specific number of days from
GUI. This setting allows you to set an expiration period for SSH keys, after which the keys will no longer be valid for
authentication. Users will then need to log in using a password.
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Step 1: To set user SSH key lifetime, navigate to Settings -> General -> Authentication -> Set User SSH key
lifetime. Below Screenshot says that the SSH key will expire in 1 day.
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A value of 0 means that SSH keys will never expire.

Refer : How to add ssh public key for passwordless authentication in ssh


https://www.ezeelogin.com/kb/category/features-functionalities/6/
https://www.ezeelogin.com/kb/article/how-to-add-ssh-public-key-for-passwordless-authentication-in-ssh-137.html

Step 2: After a designated period has passed and the key for the specified user has expired, key-based authentication
for logging into ezsh will fail. However, the gateway user will still be able to login to backend(ezsh) using password
authentication.

Password:

The following is an expired SSH key, with its expiration determined by the date configured in the web GUI. When
adding a key, users can view its expiration date by pressing the F2 or # key.

Authorized SSH public key
Current key :

expiry-time="20230810" ssh-rsa AAAAB3NzaClyc2EAAAADAQABA
AABgQC8psiPU2CkOJIItuSLyyQktSRI5STmeCwoYXt5Nj3PdsI0c2/T/1q
xPFcAUDNnr+JLUCpwP3xb82ZAb2nhrCq6UDCNPq2xwEP1hL9gTiE/wexW
DnE905afGzTxXMzcLUCGYwwaCHjBEaEh/104uiU1LDF1mCnx /DDWLlmmn
KZCnBGwS3kZshGLBXkjrldnWyl1lPD7qaWltH2JIxW9INc1ShL2/R9mH5zF
c+NqCgsojSdw98BpO0jaH6aXUeBjO5AtDNIQDoxcqQg9cvygsyAEWIITF8
6WwRUbgtr31lxnbnY9BhR1d7ZIrUxpj3EGGKSmRsUHhr2EcU71pZim310
PaluazgYRZqaGLfWP8aiNy7d31yAUvpl5buzp9mqWeykI3d@vcK7b5dc
2muOBUW7e5byNOmiv2x3eAihMPoBAacj2VilLqyRsTNzQT6mrZ0udq9b+
Kk6vXEv5nejV@Rxq5yC88P/t81b5xvQKCu2ByA2Ut9alkrtFPG2/mvSDz
VfwYdN30SfeeGe= root@gateway

Input new key and press 'Enter':
NOTE: SSH key is local to the node. If cluster is config
ured, add the key on the other node as well.

Press Esc key to cancel...

SERVERS [All servers] (group) [Normal / ]
Start typing string to locate. ESC: Clear search, F1/+: Help, F4/!: Exit.

How to add a new key via WebSSH if the user's existing key has expired?

Step 1: Login to web GUI as the gateway user whose SSH key has been expired and click on the WebSSH icon
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Step 2: Once web ssh console is open press "F2" or "#" on your keyboard which will take you to the section where
you can manage SSH public keys.


https://www.ezeelogin.com/kb/article/setup-web-ssh-console-in-ezeelogin-and-ssh-via-browser-180.html

Step 3: Enter the SSH public key of the gateway user into the designated field and press "Enter" to confirm and
save it. The key will then be used for authentication.
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Authorized SSH public key
No key set.
Input new key and press 'Enter':

NOTE: SSH key is local to the node. If cluster is config
ured, add the key on the other node as well.

ssh-rsa ARARB3NzaClyc2EAAAADAQABAAABGQDCFLOYVrtSgGChbhgF+

SLA11VtfY
FI2hTLiESs8fgz57komrkt+M
alLf97fytYgsv+GkAng wdhovpR
40kJu] 6pWGEQLD1GE!] dmd /HHS5dTnu7

q
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untuf]

Press Esc key to cancel. ..

[GROUPS [Normal / ] {User: tem}
Start typing name to locate. ESC: Clear search, F1/+: Help, F4/!: Exit.
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Step 3: Log in to ezsh, and the gateway user will be able to authenticate using the key.

Related articles:
How to add ssh public key for passwordless authentication in ssh
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