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How to map Okta attributes to Ezeelogin

Overview: This article describes how to map Okta username and group attributes to Ezeelogin.

1. How to map okta username attributes to Ezeelogin

Step 1: Below are a few users that we have in Okta.
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Step 2: Navigate to the Profile Editor option and click on your Application.
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Step 3: Click on Add attribute.
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Step 4: Provide the attribute values as follows and save them.

the mapped value in Okta
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Step 5: Similarly, create the attributes for lastName.
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Step 6: Navigate to Application > Applications > Choose your Application.
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Step 7: Click on General > Edit Saml Settings.
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Step 8: Click Next under General Settings.
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Step 9: In Configure SAML, Add the same attribute statements as shown below. Click Next > Finish.



$% okta Q ]

General

Dashboard -

Single sign-on URL @ https://cloudweg,com/ezlogin/index php/auth/acs

Directory -
Us this for Recipient URL and Destination URL
Customizations -
Audience URI (SP Entity ID) @ https://cloudweg.com/ezlogin/
Applications -
Default RelayState @
Security -
If no value is set, a blank RelayState is sent
Workflow -
Name ID format @ Unspecified
Reports -
Settings - Application username @ Okta username .
Update application username on Create and update .
Show Advanced Settings
Attribute Statements (optional) LEARN MORE
Name Name format Value
(optional)
firstName Unspecified  ~ userfirstName -
IastName Unspecified  ~ user lzstName M

Add Another

7Edit SAML Integration

3 Help Okta Support understand how you configured this application

Are you a customer or partner? © 'm an Okta customer adding an internal app
I'm a software vendor. I'd like to integrate my app with
Okta

The optional questions below assist Okta Support in understanding your
app integration.
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This form generates the XML
needed for the app's SAML
request.

Where do | find the info this form
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The app you're trying to integrate
with should have its own
documentation on using SAML.
You'll need to find that doc, and it
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you need to specify in this form.

e Feedback

Why are you asking me this?

This form provides Okta Support
with useful background
information about your app.
Thank you for your help—we
appreciate it.

Step 10: In Ezeelogin web GUI. Navigate to settings > SAML > Add the listed attributes that were
created in Okta and provide the same as follows as shown below and save it.



Ezeelogin 2 | Welcome, Administrator Logout
= Servers
IS Web Portals £
New Signing Certificate @

2t Users

B Access Control

% Settings

New Encryption Certificate @'

Username Attribute Name ‘@

firstName ~ 4—

Group Attribute Name &

Firstname Attribute Name &

Lastname Attribute Name &
& Cluster
lastName
@ Command Guard -
[omce Lreen s
A Account R - z - =

Azure AD Settings

& Help P

P License Advanced

Step 10: Relogin to Ezeelogin GUI with okta user credentials.
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2. How to map Okta users to the same user group in Ezeelogin

Step 1: Create an identical user group as in Okta in Ezeelogin GUI with priority set as mentioned below.
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Step 2: In Okta, Under Application > Application > Click on General > Edit Saml Settings > Add the
Group attribute. Mention the name of the group and user group. > Click Next and Finish.
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Step 3: In Ezeelogin web GUI. Navigate to settings > SAML > Add the group name attribute that was
created in Okta and save it.
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Step 4: Relogin to Ezeelogin GUI with Okta user credentials.
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Related Articles:

How to integrate Okta with JumpServer.

Online URL: https://www.ezeelogin.com/kb/article/map-okta-attributes-to-ezeelogin-663.html



https://www.ezeelogin.com/kb/article/integrate-okta-sso-with-jumpserver-272.html
https://www.ezeelogin.com/kb/article/map-okta-attributes-to-ezeelogin-663.html
http://www.tcpdf.org

