Create load balancer in AWS for Ezeelogin Cluster
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How to create load balancer in AWS for Ezeelogin Cluster setup
for HA?

Overview: This article describes how to set up a Network Load Balancer (NLB) in AWS to support High
Availability (HA) for Ezeelogin cluster node, enabling traffic distribution between primary and
secondary nodes.
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Step 1: Login to the AWS account and search for load balancer with EC2 feature.
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Step 3: Create Network Load Balancer from the three option.
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Elastic Load Balancing scales your load balancer capacity automatically in response to changes in incoming traffic
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Choose an Application Load Choose a Network Load Balancer Choose a Gateway Load Balancer
Balancer when you need a flexible when you need ultra-high when you need to deploy and
feature set for your applications performance, TLS offloading at manage a fleet of third-party
with HTTP and HTTPS traffic. scale, centralized certificate virtual appliances that support
Operating at the request level, deployment, support for UDP, and GENEVE. These appliances enable
Application Load Balancers provide static IP addresses for your you to improve security,
advanced routing and visibility applications. Operating at the compliance, and policy controls.
features targeted at application connection level, Network Load

architectures, including Balancers are capable of handling

microservices and containers. millions of requests per second
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Step 4: In the basic configuration provide load balancer name.

securely while maintaining ultra-
low latencies.
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balancer receives a connection request, it selects a target based on the protocol and port that are specified in the listener configuration, and the routing rule specified as ®
the default action,

» How Network Load Balancers work

Basic configuration

Load balancer name
Name must be unique within your AWS account and can't be changed after the load balancer is created.

[(sstogingaanay

A maximum of 32 alphanumeric characters including hyphens are allowed, but the name must not begin or end with a hyphen.

Scheme
Scheme can't be changed after the load balancer is created,
0 Internet-facing
An intemet-facing load balancer routes requests from clients over the intemet to targets. Requires a public subnet. Learn more [}
O Internal
Aninternal load balancer routes requests from clients to targets using private IP addresses.

IP address type  Info
Select the type of IP addresses that your subnets use.
Q IPv4

Recommended for interal load balancers,

O Dualstack
Includes IPv4 and IPv6 addresses.

Network mapping info -
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Step 5: Click on instance tab with another browser tab and check for the availability zone of the
both primary and secondary.
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EC2 Dashboard % Instances (3) info ‘ Instance state ¥ ‘ ‘ Actions v ‘ Launch instances v
EC2 Global View Q_ Find Instance by attribute or tag (case-sensitive) ‘ ‘Any state v | 1 0]
Events 0 Name v | Instance ID | Instancestate @ | Instancetype ¥ | Statuscheck | Alarm status 9 | Public 1Py

¥ Instances ]
Instances [J  secondary i-0ef61f47ab8aadOff @Running @ @ t2micro © 2/2 checks passed  Viewalarms + | ap-south-1a ec2-3-109-
Instance Types O primary i-0d6f2e9ffc07949af ®@Running @ @ t2.micro @ 2/2 checks passed  View alarms 4 ap-south-1a ec2-65-0-1
»

Launch Templates

Spot Requests
Savings Plans
Reserved Instances
Dedicated Hosts

Capacity Reservations

New

Services | Q Se pa¥ ® (<) Mumbai ¥ manu @ 0211-6552-3905 ¥

Network mapping info ®

The load balancer routes traffic to targets in the selected subnets, and in accordance with your IP address settings.

VPC
Select the virtual private cloud (VPC) for your targets or you can create a new VPC [ Only VPCs with an internet gateway are enabled for selection. The selected VPC can't be changed after
the load balancer is created. To confirm the VPC for your targets, view your target groups

vpc-4a0f5522 v
IPv4: 172.31.0.0/16

Mappings
Select at least one Availability Zone and one subnet for each zone. We recommend selecting at least two Availability Zones. The load balancer will route traffic only to targets in the selected
Availability Zones. Zones that are not supported by the load balancer or VPC can't be selected. Subnets can be added, but not removed, once a load balancer is created.

ap-south-1a (aps1-az1)
Subnet

‘ subnet-88c989e0 v

IPv4 address

‘ Assigned by AWS v

[] ap-south-1b (aps1-az3)

[7) ap-south-1c (aps1-az2)
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Step 6: Create target group using the link below Default action.
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Listeners and routing info
A listener is a process that checks for connection requests using the port and protocol you configure. The rules that you define for a listener determine how the load balancer routes requests
to its registered targets.

V¥ Listener TCP:80

Protocol Port Default action Info
TCcP v ‘ B ‘ 80 Forward to | Select a target group v
1-65535 Create target group [

Listener tags - optional
Consider adding tags to your listener. Tags enable you to categorize your AWS resources so you can more easily manage them.

Add listener tag

You can add up to 50 more tags.

Add listener

» Load balancer tags - optional
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EC2 > Target groups » Create target group
o Specify group details

Your load balancer routes requests to the targets in a target group and performs health checks on the targets.

Specify group details

Step2

ERCSI g et Basic configuration

Settings in this section can't be changed after the target group is created.

Choose a target type

© Instances

= Supportsload balancing to instances within a specific VPC.
« Facilitates the use of Amazon EC2 Auto Scaling [} to manage and scale your EC2 capacity.

Target group name

ezeelogintargetgroup

Amaximum of 32 alphanumeric characters including hyphens are allowed, but the name must not begin or end with a hyphen.

Protocol : Port

Choose a protocol for your target group that corresponds to the Load Balancer type that will route traffic to it. Some protocols now include
anomaly detection for the targets and you can set mitigation options once your target group is created. This choice cannot be changed
after creation

TP v ‘ ‘ 80 i
1-65535
IP address type
Only targets with the indicated IP address type can be registered to this target group.
0 IPva

Each instance has a default network interface (etho) that is assigned the primary private IPv4
address. The instance's primary private IPv4 address is the one that will be applied to the target.

O IPve

Each instance you register must have an assigned primary IPv6 address. This is configured on the
instance’s default network interface (eth0). Learn more [

VPC
Select the VPC with the instances that you want to include in the target group. Only VPCs that support the IP address type selected above
are available in this list.

VpC-4a0fs522 v
1Pvd: 17231.0.0/16

Step 6(B): In Health checks select protocol from drop down option and click on next.
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Health checks [c]

The associated load balancer periodically sends requests, per the settings below, to the registered targets to test their status.

Health check protocol

HTTP v

Health check path
Use the default path of */* to perform health checks on the root, or specify a custom path if preferred.

[
Up to 1024 characters allowed.

4

» Advanced health check settings

Attributes

@ Certain default attributes will be applied to your target group. You can view and edit them after creating the
target group.

» Tags - optional

Consider adding tags to your target group. Tags enable you to categorize your AWS resources 50 you can more easily manage them.

Cancel Next
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Step 6(C): Select both the primary and secondary instances and click on Include as pending below
and create target group.
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= EC2 » Targetgroups D Create target group G
- Register targets
Specify group details g 9
This is an optional step to create a target group. However, to ensure that your load balancer routes traffic to this target group you must register your targets.
Step2
RegSat oe s Available instances (2/3)
Q_ Filter instances ‘ 1 ®
= Instance ID v Name v | state v Security groups 4 Zone v
i-0ef61f47ab8aadoff secondary @ Running launch-wizard-190 ap-south-1a
i-0d6229ffc07949af primary @ Running launch-wizard-189 ap-south-1a
[m}
»
2 selected
Ports for the selected instances
Ports for routing traffic to the selected instances
s |
1-65535 (separate multiple ports with commas)
Include as pending below
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Step 7: Click on refresh icon and select the new target group name. Create new listeners if you need
to map more ports and scroll down to the bottom and click on create load balancer.



Listeners and routing info

Alistener is a process that checks for connection requests using the port and protocol you configure. The rules that you define for a listener determine how the load balancer routes requests
to its registered targets.

V¥ Listener TCP:80

Protocol Port Default action Info

TP v‘ ‘so Forward to | ezeelogintargetgroup TP

Target type: Instance, IPv4
1-65535 rgettypernstar v -

Create target group [4

Listener tags - optional
Consider adding tags to your listener. Tags enable you to categorize your AWS resources so you can more easily manage them.

Add listener tag

You can add up to 50 more tags.

Add listener

Step 8: In the load balancer click on the Listeners tab and click on target group name.
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EC2 Dashboard X EC2 > Load balancers > ezeelogin-gateway
EC2 Global View
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Network @ Provisioning vpc-4a0f5522 [4 1Pvd

Spot Requests
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Snapshots
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Q_ Fitter [ 1
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Step 9: In target groups click on Attributes and then edit attributes.
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EC2 Dashboard X EC2 ) Targetgroups » ezeelogintargetgroup
EC2 Global View

ezeelogintargetgroup

Events

¥ Instances

Instances .
Details

Instance Types
P amaws:elasticloadbalancing:ap-south-1:021165523905:targetgroup/ezeelogintargetgroup/dd3dbb6512502208

Launch Templates

Spot Requests Target type Protocol : Port VPC IP address type

Savings Plans Instance TCP: 80 vpc-4a0f5522 [A IPv4

Reserved Instances
Load balancer

Dedicated Hosts ezeelogin-gateway [
Capacity Reservations

New

Total targets Healthy Unhealthy Unused Draining
¥ Images 2 @2 ®0 0 0 o
AMIs
AMI Catalog » Distribution of targets by Availability Zone (AZ)

Select values in this table to see corresponding filters applied to the Registered targets table below.

¥ Elastic Block Store

Volumes

Snapshots Targets Monitoring Health checks Attributes Tags

Lifecycle Manager

v Network & Security Attributes
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Step 10: Enable stickiness and Cross-zone load balancing to off and save changes.
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(P Proxy protocol v2
Before you enable proxy protocol v2, make sure that your application targets can process proxy protocol headers otherwise your application might break

@ Preserve dlient IP addresses
Preserve client IP addresses and ports in the packets forwarded to targets.

Target selection configuration

Stickiness  Info
Stickiness allows the load balancer to bind a user's session to a specific target within the target group.

Turn on stickiness
Not compatible with the Weighted random routing algorithm. Can't be turned on if Cross-zone load balancing is off.

Cross-zone load balancing  Info
Cross-zone load balancing can be configured for each target group o inherited from the load balancer.

off

The load balancer sends traffic to targets in each zone independenty.

» Target group health requirements info

Specify the target group health requirements and the resulting actions when the minimum is not met.

Cancel Save changes
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Step 11: In the load balancers, copy the DNS name and access the link with a browser. It will direct
to the primary or secondary node based on the server load.
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Related Articles:

Configure Jumpserver to use SSL for AWS RDS.

Configure Ezeelogin on AWS RDS.

Integrate AWS SSO with Jumpserver.
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