Integrate Okta OpenlD connect
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How to integrate Okta OpenID connect with Ezeelogin

Overview: This article will helps to integrate Okta OpenID Connect with the Ezeelogin jump server.

OpenlID connect is an authentication mechanism for web applications. It's based on web protocols and it cannot
be used for user authentication over SSH.
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Step 1: Log into Okta and add the application under Applications -> Create App Integration.
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Step 2: Select the sign-in-method as OIDC -OpenlID Connect, Choose Application type and click Next.
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Application type

What kind of application are you trying to integrate
with Okta?

Specifying an application type customizes your
experience and provides the best configuration,
SDK, and sample recommendations.

Token-based OAuth 2.0 authentication for Single Sign-On (SSO) through
API endpoints. Recommended if you intend to build a custom app

integration with the Okta Sign-In Widget.

SAML 2.0

XML-based open standard for SSO. Use if the Identity Provider for your

application only supports SAML.

SWA - Secure Web Authentication

Okta-specific SSO method. Use if your application doesn't support OIDC or

SAML.

API Services

Interact with Okta APIs using the scoped OAuth 2.0 access tokens for

machine-to-machine authentication.

° Web Application b

Server-side applications where authentication and tokens are handled on

the server (for example, Go, Java, ASP.Net, Node.js, PHP)

Single-Page Application

Single-page web applications that run in the browser where the client

receives tokens (for example, Javascript, Angular, React, Vue)

Native Application

Desktop or mobile applications that run natively on a device and redirect

users to a non-HTTP callback (for example, i0S, Android, React Native)

Step 3: Enter the app integration name.
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Step 4: Login to the Ezeelogin GUI, go to Settings -> OpenID Connect and copy the redirect URL(refer to the
screenshot below). Then, paste the URL into the Sign-in Redirect URI field in okta portal and click save.
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Step 5: Copy the Client ID, Client Secret and URL then paste them into the Ezeelogin GUI under Settings ->
OpenlID Connect (refer to the screenshot below) and In the Ezeelogin GUI, go to Advanced Settings of OpenID
connect, disable JWT Secret, and click Save.
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Follow steps 1 to 5 to create new application for secondary node. While adding the application

details in Okta, replace the IP address with the secondary node's IP address.
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Step 6: To add users, navigate to Directory, then select People, and click on Add Person. This will open a form
where you can enter the necessary user details and save them.
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Step 7: After adding the user, navigate to the People tab and click Assign Application to assign the user to the
application.
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Step 8: After Login to Ezeelogin GUI and do the below steps

Step 8 (A): Go to Settings -> General -> Web Panel Authentication, then change Web Panel Authentication
to OpenlID Connect.
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Step 8 (B): Enable Auto Create User in the Ezeelogin GUI by going to Settings -> General -> Security.
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Step 9: Re-login to the Ezeelogin GUI with OpenID connect authentication
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For gateway users who require administrative access, the password must be set manually from the
Ezeelogin GUI. Refer below article:

Error: Invalid password

After logging in, set a new password and security code under Account -> Password.
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Step 10: Also, try logging in to the Ezeelogin shell using WebSSH (refer the below screenshot) or any SSH client
such as PUTTY or a terminal.
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After setting the new password and security code, try logging in using the updated credentials.

How to map Okta users to the same user group in Ezeelogin?

Note:

1. If users from the OIDC provider need to be auto-created in the corresponding group from OIDC to
the same group in Ezeelogin, the admin user must set the default user group to None. If the same
group is not present in Ezeelogin, the user will not be auto-created.
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2. If the default user group is set to any group other than None, then all users from the OIDC provider
will be auto-created in that same group.
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This feature is available from Ezeelogin version 7.46.0. Refer article to upgrade Ezeelogin to the
latest version.

Note:

User attributes (such as groups and other mapped fields) are automatically updated in the Ezeelogin GUI when a
user authenticates again. If any attribute of an existing OIDC user is changed in the identity provider
after the user has already logged in, the change will appear in the GUI only after the user logs out
and logs back in.

For example, if a user is moved to a different group in the OIDC provider (such as Okta), the updated
group will be shown in the Ezeelogin GUI after the user logs in again.

This feature is available from Ezeelogin version 7.46.0. Refer article to upgrade Ezeelogin to the
latest version.

Step 1: Go to the OpenlID application and open the Sign On tab. Scroll down to the OpenlID Connect ID Token section
and click Edit. Set Groups claim type to Filter.

Under Groups claim filter: In the first field, enter the claim name (e.g groups) and in the second field, choose Matches
regex and enter .* to include all group information. Save the changes.
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Step 2: Create user in okta . Go to Directory -> People -> add person
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Step 3: Add group and assign the user to that group
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Step 4: Create the same group in gateway server with priority and save it.
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Step 5: In the Ezeelogin web interface, go to Settings -> OpenlID Connect, add the group attribute name(here
groups), specify Additional Scopes and also Disbale JWT Secret and save.
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Step 6: Go to Settings -> General -> then change Web Panel Authentication to OpenID Connect.
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Step 7: Access the Ezeelogin GUI again using OpenID Connect based login and ensure the user is mapped to the
corresponding group in Ezeelogin that matches their group in Okta.
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The screenshot below shows that the user created in Okta (in this case, Janvi) is assigned to the same
group in Ezeelogin as in Okta.

Ezeelogin

Servers

IS Web Portals

Groupokta BrsY
= . =

K3 Access Control

This feature is available from Ezeelogin version 7.41.0. Refer article to upgrade Ezeelogin to the latest version.
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