Setup LDAPS on Windows server
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How to configure LDAP over SSL (LDAPS) on Windows server?

Overview: This article explains how to set up LDAP over SSL (LDAPS) to create a secure, encrypted connection

between the LDAP server and Ezeelogin.

Steps to secure Active Directory / Configure LDAPS

. Create certificate template
. Issue certificate template

. Export the created certificate
. Configure LDAPS on the gateway server
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Detailed Step-by-Step instructions

. Install Active Directory Certificate Services (AD CS)

. Request new certificate for created certificate template

1 Install Active Directory Certificate Services (AD CS)

Step 1(A): On the Windows Server Machine, click on Start -> Server Manager -> Add Roles and Features.
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Step 1(B): After selecting Add Roles and Features and Click on Next.
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. Add Roles and Features Wizard = O X

Before you begin

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
: features to install based on the computing needs of your organization, such as sharing documents, or
Installation Type hosting a website.

Server Selection

Before You Begin

To remove roles, role services, or features:
Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Network settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[] Skip this page by default

< Previous Install Cancel |

Step 1(C): Choose "Role-based or feature-based installation" option and Click on Next button.
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Select the installation type. You can install roles and features on a running physical computer or virtual machine, or on an offline virtual hard disk

(VHD).

Before You Begin

® Role-based or feature-based installation

Configure a single server by adding roles, role services, and features.

Server Selection

() Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based or session-based desktop deployment.

| < Previous | Next > | Install

Step 1(D): Choose "Select a server from the server pool" option & select the Idap server from the server pool
and click on Next button.
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DESTINATION SERVER

Select destination server e

Select a server or a virtual hard disk on which to install roles and features,

Before You Begin

Installation Type I (®) Select a server from the server pool I
ver Salection () Select a virtual hard disk
Server Roles Server Pool
Features
Filter:
MName IP Address Operating System
PQ2KED d 69 g 050 d er 20 d Evaluatio

1 Computer(s) found

This page shows servers that are running Windows Server 2012 or a newer release of Windows Server, and that have been added by using the Add
Servers command in Server Manager. Offline servers and newly-added servers from which data collection is still inceomplete are not shown,

| < Previous |I Mext = I -I-nstallu | Cancel

Step 1(E): Select "Active Directory Certificate Services" from the list of roles, then in the next window, click
"Add Features" and proceed by clicking Next.
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Select one or more roles to install on the selected server.
Roles Description
e Drecinr e e e Active D]‘I’Ej:tl:ll'}.’ Certiﬁcatg Services (ADCS)is used_to
ry create certification authorities and related role services

Active Directory Federation Services f, Add Roles and Features Wizard x [ used in

Active Directory Lightweight Directory Services

Active Directory Rights Management Services

Device Health Attestation Add features that are required for Active Directory

DHCP Server Certificate Services?

«f DMNS Server (Installed)
Fax Server : S -
b [ File and Storage Services (2 of 12 installed) The followuz\g tools are required to manage this feature, but do not
s : have to be installed on the same server.

Host Guardian Service

Hyper-V/ 8 : 4 Remote Server Administration Tools

Metwork Policy and Access Services 4 Role Adininitistion Toals

Frant and DocumentiSenees 4 Active Directory Certificate Services Tools

Remote Access y [Tools] Certification Authonty Management Tools

Remaote Desktop Services

Volume Activation Services

Web Server (lIS)

Windows Deployment Services

Windows Server Update Services

[+] Include management tools (if applicable)
b‘ ‘ Add Features ‘ ‘ Cancel ‘
[ -
< Previous ext > nsta ance
[ <previous [ Next> J [ instal | [ Cancel

Step 1(F): Choose nothing from the list of features and click on Next button.
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Select features

Before You Begin
Installation Type
Server Selection
Server Roles
Features
AD CS

Role Services

Confirmation

Select one or more features to install on the selected server.

Features

R MET Framework 3.5 Feature

I [m] MET Framework 4.8 Features (2 of 7 installed)
r Background Intelligent Transfer Service (BITS)
[] BitLocker Drive Encryption
[] BitLocker Network Unlock
[] BranchCache
[ Client for NFS
] Containers
[[] Data Center Bridging
[] Direct Play
[ Enhanced Storage
[ Failover Clustering
+| Group Policy Management (Installed)
[ Host Guardian Hyper-V Support
[ 10 Quality of Service
[ 11S Hostable Web Core
[ Internet Printing Client
] 1P Address Management (IPAM) Server
] LPR Port Monitor
| Management OData 15 Extension
[] Media Foundation
I [] Message, 3ueuing
| Microsoft Defender Antivirus (Installed)
[1 Multipath /O
b [ MultiPoint Connectar
[ Metwork Load Balancing
] Metwork Virtualization
] Peer Name Resclution Protocol
] Quality Windows Audio Video Experience
[] RAS Connection Manager Administration Kit (CMAK])
] Remote Assistance

— X

DESTINATIOM SERVER
WIN-3PQ2ZKBIEGU1 . ezidap.com

Description

MNET Framework 3.5 combines the power of the NET
Framework 2.0 APls with new technologies for building
applications that offer appealing user interfaces,
protect your customers’ personal identity information,
enable seamless and secure communication, and
provide the ability to model a range of business
processes.

| < Previous. | I Mext = I | Install | Cancel

Step 1(G): In Active Directory Certificate Services (AD CS) choose nothing and click on Next button.
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. . - . DESTINATION SERVER
Active Directory Certificate Services WIN-3PQ2(E0E6U1 szdsp com
Before You Begin Active Directory Certificate Services (AD C5) provides the certificate infrastructure to enable scenanios such as secure wireless networks, virtual private

networks, Internet Protocol Security (IPSec), Network Access Protection (NAP), encrypting file system (EFS) and smart card log on.
Installation Type

Server Selection Things to note:

* The name and domain settings of this computer cannot be changed after a certification authority (CA) has been installed. If you want to change

the computer name, join a domain, or promote this server to a domain controller, complete these changes before installing the CA. For more
Features information, see certification authority naming.

Role Services

Server Roles

Confirmation

| < Previous | I Mext > I Install

Step 1(H): Enable "Certification Authority" from the list of roles and click on Next button.
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Before You Begin Select the role services to install for Active Directory Certificate Services

Installation Type Role services Description
Server Salection Certification Authority (CA) is used to issue and
Server Roles e —— ey Web Service manage certificates. Multiple CAs can be linked to

[] Certificate Enrollment Web Service form & public key infrastructure.
[] Certification Authority Web Enroliment
[ Metwork Device Enroliment Service

[[] Online Responder

Features

Confirmation

< Previous | I Mext = I I Install | | Cancel

Step 1(I): Click on install button to confirm installation.
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Before You Begin To install the following roles, role services, or features on selected server, dlick Install.
Installation Type [] Restart the destination server automatically if required
Server Selection Optional features (such as administration tools) might be displayed on this page because they have been selected automatically. If you do not want

5 Rol to install these eptional features, click Previous to clear their check boxes.
erver Roles

Features Active Directory Certificate Services
AD CS Certification Authority
Folz Services Remaote Server Administration Tools

Active Directory Certificate Services Tools
Certification Authority Management Tools

Export configuration settings
Specify an alternate source path

< Previgus. MNext > I Install I| Cancel

Step 1(J): Wait for the process to complete, then in the next window, click "Configure Active Directory
Certificate Services on Destination Server", and finally, click Close.
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View installation progress

o Feature installation

Configuration required. Installation succeeded on WIN-3PQ2ZKBOEGUN .ezldap.com.

Active Directory Certificate Services
Additional steps are reguired to configure Active Directory Certificate Services on the destination server

Configure Active Directory Certificate Services on the destination server

R
Certification Authority

Remote Server Administration Tools
Role Administration Tools

Active Directory Certificate Services Tools
Certification Authority Management Tools

You can close this wizard without interrupting running tasks. View task progress or open this page again by clicking Motifications in the

command bar, and then Task Details.

Export configuration settings

| <Previous | | MNext> | Close |  Cancel

Step 1(K): Use the currently logged on user to configure role services and then click on Next button.
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Credentials Specify credentials to configure role services

Role Services

To install the following role services you must belong to the lecal Administrators group:

* Standalone certification authority
* Certification Authority Web Enrollment
* Online Responder

To install the following role services you must belong to the Enterprise Admins group:

* Enterprise certification authority

* Certificate Enrollment Policy Web Service
* Certificate Enrollment Web Service

* Network Device Enrollment Service

Credentials: EZLDAP\Administrator || change..

More about AD CS Server Roles

i < Previgus || Next > I i Configure || Cancel

Step 1(L): Enable "Certification Authority" from the list of roles and Click on Next button.



& ADCS Configuration

Role Services

Credentials Select Role Services to configure

Role Services

Setup Type Certification Authori
Certification Authority Web Enrcliment

CA Type .
Online Responder
Frivate Key Metwork Device Enrollment Service
Cryptography Certificate Enrollment Web Service
CA MName Certificate Enrollment Policy Web Service

Walidity Period
Certificate Database

Confirmation

More about AD C5 Server Roles

Step 1(M): Choose "Enterprise CA" option and click on Next.

<Previous|| Mext = I

I
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& ADCS Configuration

Setup Type

Credentials

Role Services

CA Type

Private Key
Cryptography
CA MName
Walidity Period

Certificate Databasze

Confirmation

I
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WIN-3PQ2KBOEGU1.ezldap.com

Specify the setup type of the CA

Enterprise certification autherities (CAs) can use Active Directory Domain Services (AD D5) to simplify the management of certificates. Standalone
Chs do not use AD DS to issue or manage certificates.

(®) Enterprise CA

Enterprise CAs must be domain members and are typically online to issue certificates or certificate policies.

) Standalone CA

Standalone CAs can be members or a workgroup or domain. Standalone CAs do not require AD DS and can be used without a network
connection (offling).

More about Setup Type

< Previous || Mext = I | Configure | | Cancel

Step 1(N): Choose "Root CA" option and click on Next button.
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Credentials Specify the type of the CA

Role Services
Setup Type When you install Active Directory Certificate Services (AD C5), you are creating or extending a public key infrastructure (PKI) hierarchy. A root CA is at
the top of the PKI hierarchy and issues its own self-signed certificate. A subordinate CA receives a certificate from the CA above it in the PKI

e

Private Key

. (® Root CA
Crypiography Root CAs are the first and may be the only CAs configured in a PKI hierarchy.

CA Mame

validity Period O Subordinate CA

Subordinate CAs require an established PKI hierarchy and are authorized to issue certificates by the CA above them in the hierarchy.
Certificate Database

Confirmation

More about CA Type

| < Previous | I Mext = I Configure || Cancel

Step 1(0): Choose "Create a new private key" option and click on Next button.
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DESTINATION SERVER

Private Key WIN-3PQ2KBOEGU1.ezldap.com
Credentials Specify the type of the private key
Role Services
Setup Type To generate and issue certificates to clients, a certification authority (CA) must have a private key.
CA Type (®) Create a new private key
Private Key Use this option if you do net have a private key or want to create a new private key.
Cryptograph P L .
Lryprography () Use existing private key
CA Nams Use this option to ensure continuity with previously issued certificates when reinstalling a CA.
Validity Period Select a certificate and use its associated private key
Certificate Database Select this option if you have an existing certificate on this computer or if you want to import a certificate and use its associated private key.
Confirmation Select an existing private key on this computer

Select this option if you have retained private keys from a previous installation or want to use a private key from an alternate source.

More about Private Key

| < Previous || Mext = I Configure || Cancel |

Step 1(P): Choose "SHA256" as the hash algorithm and click on Next. Recommended to select the most recent
hashing algorithm.
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DESTINATION SERVER

Cryptog rap hy for CA WIN-3PQ2KBOEGU1.ezldap.com
Credentials Specify the cryptographic options
Role Services
Setup Type Select a cryptographic provider Key length:
e | RSA#Microsoft Software Key Storage Provider v || 2048 v
S E Select the hash algorithm for signing certificates issued by this CA:
SHA256
CA Mame SHAZE4
Walidity Period SHA512
Certificate Database SHA
; MD5
Confirmation
MD4
MD2

[] Allow administrator interaction when the private key is accessed by the CA.

Maore about Cryptography

< Previous |l Mext = ] | Configure || Cancel

Step 1(Q): Click on Next button.
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DESTINATION SERVER

CA Name WIN-3PQ2KBOEGU1.ezldap.com
Credentials Specify the name of the CA
Role Services
Setup Type Type a common name to identify this certification authority (CA). This name is added to all certificates issued by the CA. Distinguished name suffix
values are automatically generated but can be modified.
CA Type
Private Key Common name for this CA:
e |ezidap-WIN-3PQ2KBOEGU1-CA-1 |
CA Name

Distinguished name suffix:
Walidity Period |DC:ezIdap,DC:cum |
Certificate Database

Preview of distinguished name:

Confirmation
|CN=ezidap-WIN-3PQ2KBOEGU1-CA-1,0C=ezldap,DC=com |

More about CA Name

| < Previous || Mext = I Configure || Cancel

Step 1(R): Set the certificate validity period to the default value of 5 years, then click Next.
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DESTINATION SERVER

Valid ity Period WIN-3PQ2KBOEGU1.ezldap.com
Credentials Specify the validity period
Role Services
Setup Type idi j i this certification authority (CA):
CA Type |5 || Years h |
Private Key CA expiration Date: 9/24,/2030 4:04:00 PM
Cryptography The validity period configured for this CA certificate should exceed the validity period for the certificates it will issue.
CAName

Certificate Database

Confirmation

Maore about Validity Pericd

| < Previous | I Mext = I I Configure || Cancel

Step 1(S): Select the default database location and click on Next.
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CA Database

Credentials

Role Services

Setup Type

CA Type

Private Key
Cryptography
CA MName

Walidity Period

Certificate Database

Confirmation

Specify the database locations

Certificate database location:

|C:\Windows\system3 2\Certlog

Certificate database log location:

|C:\Windows\system3 2\Certlog

More about CA Database

< Previous. | I Mext »
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Step 1(T): Click on Configure button to confirm.
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Confirmation

Credentials

Role Services

Setup Type

CA Type

Private Key
Cryptography
CA Mame
Walidity Period

Certificate Database

Confirmation

I
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To configure the following roles, role services, or features, click Configure,

(#) Active Directory Certificate Services

Certification Authority

CA Type:

Cryptographic provider:

Hash Algorithm:

Key Length:

Allow Administrator Interaction:
Certificate Validity Period:
Distinguished Name:

Certificate Database Location:

Certificate Database Log Location:

Enterprise Root

RSA#Microsoft Software Key Storage Provider

SHA256

2048

Disabled

9/25/2030 10:01:.00 AM
CN=ezldap-WIN-3PQ2KBOEGU1-CA-1,DC=ezldap,DC=com
CAWindows\system32\CertLog
CAWindowshsystem32\CertLog

< Previgus. Next> | ICDnﬁﬂureI Cancel

Step 1(U): Once the configuration succeeded and click on Close button.
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The following roles, role services, or features were configured:

(#) Active Directory Certificate Services

Certification Authority

0 Configuration succeeded
More about CA Configuration

< Previgus Next > Close Cancel

2. Create certificate template

Step 2(A): Press Windows Key+R, and type certtmpl.msc, and press Enter.
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Step 2(B): Then, select the "Kerberos Authentication" template.
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File Action View Help

L = |

5 Certificate Templates (WIN-3PQ) Termnplate Display Namfé Scherna Version Version Intended Purposes Actions
43 Administrator 1 4.1 Certificate Templates (WIN-...
{3 Authenticated Session 1 ER| i M At
{H] Basic EFS 1 N
43 CA Exchange 2 106.0  Private Key Archival Kerberos Authentication
& cep Encryption 1 4.1 More Actions
i Cade Signing 1 3.1
@ Computer 1 5.1
& Copy of Kerberos Authentication 2 1001 KDC Authentication, Smart Cz
43 Cross Certification Authority 2 105.0
&l Directory Email Replication 2 115.0  Directory Service Email Replici
13| Domain Controller 1 4.1
J.E Dormain Controller Authentication 2 110.0 Client Authentication, Server ¢
] EFs Recovery Agent 1 6.1
@ Enrollment Agent 1 4.1
J.E Enrollment Agent (Computer) 1 5.1
& Exchange Enrollment Agent (Offline requ... 1 4.1
& Exchange Signature Only 1 6.1
J.E Exchange User 1 T
i 1PSec 1 21
Gl 1pSec (Offline renued
b| Kerberos Authentication 110.0 Client Authentication, Server
| Key Recovery Agent 05,0 key Recovery Agent
& ocsp Response Signing 3 101.0 OCSP Signing
@ RAS and IAS Server 2 101.0 Client Authentication, Server ¢
{5 Root Certification Authority 1 5.1
J.E Router (Offline request) 1 4.1
@ Smartcard Logon 1 6.1
43 Smartcard User 1 1.1
@ Subordinate Certification Authority 1 5.1
{3 Trust List Signing 1 21
& User 1 3.1

< > || < I >

Step 2(C): Right-click on Kerberos Authentication and then select "Duplicate Template".

F Certificate Templates Console . b4

File Action View Help

e« HE=H

| Certificate Templates (WIN-3PQ) Temnplate Display Nam; Scherna Version Version Intended Purposes Actions
& Administrator 1 41 Certificate Templates (WIN-...
43 Authenticated Session 1 3.1 i s
{F] Basic EFS 1 31
4 CA Exchange 2 1060  Private Key Archival Kerberos Authentication
3 Cep Encryption 1 4.1 More Actions
i Code Signing 1 31
& Computer 1 5.1
&l Copy of Kerberos Authentication 2 1001 KDC Authentication, Smart Cz
4] Cross Certification Authority 2 105.0
& Directory Email Replication 2 115.0 Directory Service Email Replici
45| Domain Controller 1 4.1
@ Domain Controller Authentication 2 110.0 Chient Authentication, Server ¢
] EFs Recovery Agent 1 6.1
43 Enrollment Agent 1 4.1
4 Enrollment Agent (Computer) 1 5.1
& Exchange Enrollment Agent (Offline requ... 1 4.1
T Exchange Signature Only 1 6.1
& Exchange User 1 A
] IPSec 1 8.1
] IPSec (Offline request) 1 7.1

-@ Kerberos Aul
& Key Recover

Duplicate Template

J5] OCSP Respa
] RAS and 145

All Tasks
43 Root Certific
15 Router (Offli Properties
JE Smartcard L Help

5] Smartcard Usw,
J.E Subordinate Certification Authority
J&] Trust List Signing

5] User
£

Reenroll All Certificate Holders

i e

110.0
105.0
101.0
101.0
5.1
4.1
6.1
1.1
5.1
3.1
3.1

Chent Authentication, Server

Key Recovery Agent
OCSP Signing
Client Authentication, Server ¢




Step 2(D): The Properties of new template will appear. Configure the setting according to your requirements.
Navigate to the "General" tab and enable "publish certificate" in Active Directory option.

Bl Certificate Templates Consale - X
File Action View Help
ke Al RENEY
| Certificate Templates (WIN-3PQ) z d Acti
P Template Display N Properties of New Template % [urposes ions
5] Administrator Certificate Templates (WIN-...
.@ Authenticated 54 Subject Mame Server Issuance Requirements More Actions
-LE Basic EFS Supers tes Extensions Security
& CA Exchange Compatibilty | General | Request Handling  Cryptography ~ Key Attestation | Archival Kerberos Authentication
& CEP Encryption More Actions

Template display name:

43 Cade Signing |EZLADPS|

& Cormputer
I Copy of Kerbero

15 Cross Certificatid T :
43 Directory Email R Lk

@ Domain Controll ErL

43 Domain Controll
] EFs Recovery Ag
& Enrollment Agen
-@ Enrollment Agen|
& Exchange Enroll

Validity period:

[ tfbems v

Renewal period:

EI weeks ot

& Exchange Signat

l Publish certificate in Active Directory i

& Exchange User
i IPsec

23] IPSec (Offline req
# Kerberos Authen
& Key Recovery Ag
&l ocsp Response
3] RAS and IAS Seny
5] Root Certificatio
-@ Router (Offline re
{5 Smartcard Legor
45| Smartcard User OK

Directory

[] Do net automatically reenrall f a duplicate cerificate exists in Active

Apply Help

entication, Smart Cz
ervice Email Replici

hentication, Server ¢

hentication, Server ¢
ery Agent

ing

hentication, Server ¢

-LE Subordinate CertMCatTmm AUTHTTITTY T
4] Trust List Signing 1

-@ User 1
€

T
3.1
3.1

Step 2(E): Go to the "Request Handling" tab and enable "Allow private key to be exported" option.
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File Action View Help

e« @ E= HE

5 Certificate Templates (WIN-3PC) : d ~ || Acti
e iemplatciHleplapl Properties of New Template b ol il sk
25 Adrninistrator Certificate Templates (WIN-...
5] Authenticated Sd Subject Mame Server lssuance Requirements More Actions
J.E Basic EFS Superseded Templates tensions Security
43| CA Exchange Compatibiity ~General | Request Handling | Cryptography ~ Key Attestation | Archival Kerberos Authentication
‘E CEP Encryption More Actions

i Code Signing

@ Computer

& Copy of Kerbero:
{5 Cross Certificatid
&l Directory Email R
15| Domain Centroll
15| Domain Controll
] EFs Recovery Ag
@ Enrollment Agen|
4 Enrollment Agen
JE Exchange Enrolin
& Exchange Signat
JE Exchange User
& IPSec

@ IPSec (Offline reg
H Kerberos Authen
& Key Recovery Ag
& ocsp Response
{H] RAS and IAS Sery
-IE Root Certificatio
-IE Router (Offline re
J.E Smartcard Logon
5] Smartcard User

Purpose: -Signature and encryption v
Delete revoked or expired cerdificates (do not archive)
[ Include symmetric algorithms allowed by the subject

[ Archive subject's encryption private key

Authorize additional service accounts to access the private key ()

Key Permissions...

I [] Allow private key to be exported I

Renew with the same key (%)
For automatic renewal of smart card certificates. use the existing key f a
new key cannot be created ()
Da the following when the subject is enrolled and when the private key
associated with this certificate is used:
Enroll subject without requiring any user input
Prompt the user during enroliment

Prompt the user during enroliment and require user input when the
private key is used

* Control is disabled due to compatibility settings.

oK | [Cancel || mmy || Heb

-IE Subordinate Cert
& Trust List Signing
..E User

<

entication, Smart Cz
ervice Email Replici

hentication, Server ¢

hentication, Server /
ery Agent

ing

hentication, Server ¢

ITTCATIOT AUTOTTTY T 3T
1 3.1
1 3.1

Step 2(F): Navigate to the "Subject Name" tab and enable subject name format a "DNS" Name and click on Apply

& OK button.
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File

e« @ E= HE

Action  View Help

& Certificate Templates (WIN-3PQ) Temnplate Display N4 Do i R y |urposes Actions
-@ Administrator Certificate Templates (WIN-... &
5] Authenticated Sd Superseded Templates Extensions Securty More Actions
@ Basic EFS omnatihilit eneral | Request Handling  Cryptography — Key Attestation
H ca Exchange Server Issuance Requirements Archival Kerberos Authentication A
] cep Encryption More Actions 3

i Code Signing
& Computer

& Copy of Kerbero:
{5 Cross Certificatid
& Directory Email R
15| Domain Centroll
-@ Dormain Controll
JH EFS Recovery Ag
-@ Enrollment Agen|
4 Enrollment Agen
-@ Exchange Enroll
& Exchange Signat
& Exchange User
] IPsec

] IPSec (Offline req
# Kerberos Authen
& Key Recovery Ag
-@ OCSP Response
JH] RAS and IAS Sery
-@ Root Certificatio
15 Router (Offline re
-@ Smartcard Logon

(O Supply in the request

Use subject information from existing certfficates for autoenrollment
renewal requests ()

(®) Build from this Active Directory information

Select this option to enforce consistency among subject names and to
simplify cerificate administration .

Subject name format:
None ~
Include e-mail name in subject name

Include this information in altemate subject name:

[ | Esmail name

[ User principal name {IUPM)
[ Service principal name (SPN)

* Control is disabled due to compatibility settings.

entication, Smart Cz
ervice Email Replici

hentication, Server ¢

hentication, Server ¢
ery Agent

ing

hentication, Server ¢

13 Smartcard User I oK I I Cancel | I Apply I Help
43 Subordinate CertiTrzatiom AUTITOTITY T T
45 Trust List Signing I 31

1 31

-@ User
L4

3. Issue certificate template

Step 3(A): From the start menu, search for and open "Certification Authority". In the console, expand your server,
right-click on "Certificate Templates", then go to "New" and select "Certificate Template to Issue".



ﬁ certsrv - [Certification Authority (Local]]
File Action View Help
== Hl > =
ﬁ Certification Authority (Local) Mame Description
Y @ czldap-WIN-3PQ2KBOEGUI-Cl| 2\ \WiN-3PQ2KBOEGUT... Certification Authority
| Revoked Certificates
[ lssued Certificates
[ Pending Requests
[ Failed Requests
| Certificate Temnlates
Manage
I New >l I Certificate Template to Issue I
Refresh
Help
< >
Step 3(B): Now, select your recently created Certificate Template and click on ok button.
ﬁ certsry - [Certification Authority (Local)]

File Action View Help

e H>w

5] Certification Authority (Local)
v é ezldap-WIN-3PC2KBOEGUT-C
| Revoked Certificates
] Issued Certificates
[ | Pending Requests
[ Failed Requests
| Certificate Templates

MName Description

@l ezldap-WIN-3PQIKBOEGU1... Certification Authority

7 Enable Certificate Templates

Select one Certificate Template to enable on this Cedification Autharity.

Mote: if a cerdificate template that was recently created does not appear on this list, you may need to wait until
information about this template has been replicated to all domain controllers.

All of the cedificate templates in the onganization may not be available to your CA.

For more information, see Certificate Template Concepts.

MName Intended Purpose

& Enrollmert Agert Certificate Request Agert
E Enroliment Agent (Computer) Certfficate Request Agent
E Exchange Enrollment Agent (Offine request) Cerificate Request Agent
E Exchange Signature Only Secure Email

Secure Email
& EZLADPS KDC Authentication, Smart Card Logon, Server Authenticatic

%] IPSec IP securty |KE intermediate

] IPSec {Offiine request) IP securty IKE intemediate

)| Key Recovery Agent Key Recovery Agent

b [ = e e o

< >

I ok || Cancel




4. Request new certificate for created certificate template

Step 4(A): Navigate to Windows Key+R and type "mmc" and press enter

i@ certsrv - [Certification Authority (Local)]

File Action View Help

&=z H > =

i}

I Certification Authority (Local) MName Description

v @ czldap-WIN-3PQ2KBOEGU1-C & ezldap-WIN-3POZKBOEGUT... Certification Authority
|| Revoked Certificates

[ lssued Certificates
[ Pending Requests
[ Failed Requests

[ Certificate Templates

= Run

= Type the name of a program, folder, document, or Internet
L= resource, and Windows will open it for you.

Open: | mimd] w

!; This task will be created with administrative privileges.

l Cancel Browse..

Step 4(B): Navigate to File and click on "Add/Remove snap-in".




ﬁ Consolel - [Console Root]

= X
Action  View Favorites Window Help -8 %
L= Mew Ctrl+N
P Open... Ctrl+Q e
Save Ctrl+5 18 . hois Console Root =
T ere are no items to show in this view, ¥ |
More Actions »
I Add/Remove Snap-in... I Ctrl+M
Options...
1 CAWindows\system32\compmgmt
2 C\Windows\system32\domain
Exit
Step 4(C): Select "Certificates", and click on Add button.
ﬁ Consolel - [Console Root] — >
ﬁ File  Action Favorites Window Help - (5| %
> @ = H
| Console Root Name Actions
There are no items to show in this view: _Camnlekont A_J
Add or Remove Snap-ins k4 Mare Actions »

You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ins:
Snap-in Vendor &
ﬁncﬁve Directory Do...  Microsoft Cor...
ﬁﬂ Active Directory Site... Microsoft Cor...
j Active Directory Use... Microsoft Cor...
=] ActiveX Control Microsoft Cor...
2 ADSI Edit Microsoft Cor...
Authorization Manager Microsoft Cor...
Add >
ificate Templates  Microsoft Cor...
Microsoft Cor...
| Certfication Authority  Microsoft Cor...
>
= Compaonent Services Microsoft Cor...
"*'J Computer Managem... Microsoft Car...
é Device Manager Microsoft Cor...
= Disk Management Microsoftand...
[ PR S e
Description:

Selected snap-ins:

|j Consale Root

Edit Extensions...

Remaove

Move Up

Maowve Down

The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer.,




Step 4(D): Select "Computer account" option and click on Next button.

ﬁ Consolel - [Console Root]
ﬁ File Action View Favorites Window Help

— *
[- 5 x
= | @ = H
|| Console Root MName Actions
There are no items to show in this view CBJ‘ISBIERDD‘[ =
Add ccD e More Actions 4
Certificates snap-in *
of snap-ins. For
g
This snap-in will always manage certfficates for:
I user account I i
OMy Edit Extensions...
(®) Computer account I Remave
Move Up
Move Down

| Nei> || Cancel

Advanced...

r a computer.

| OK | | Cancel

Step 4(E): Select "Local computer" option and click on Finish button and then click on OK button.




ﬁ Consolel - [Console Root] — >
ﬁ File Action View Favorites Window Help - 8 ®x
ol Al HEN 7|
| Console Root MName Actions
There are no items to show in this view, CNEQIERDD‘I: =
Adel neD e € . e More Actions »
Select Computer *
of snap-ins, For
g
Select the computer you want this snap-in to manage.
I This snap-in will always manage: -
£ e . Edit Extensions...
I@ Local computer: {the computer this console is running on) I
Remove
() Another computer: Browse...
[] Allow the selected computerto be changed when launching from the command line. This Mave Up
only applies if you save the console.
Mave Down
Advanced...
I; -
<Back |[_Frsh |} | Cancel | [
| OK | | Cancel
Step 4(F): Expand Personal, then right-click on Certificates, go to "All Tasks", and select "Request New
Certificate".
ﬁ Consolel - [Conscle Root] B X
ﬁ File Action View Favorites Window Help [- a5 x
=% | m =’
|| Console Root Name Actions
v C_ertlflcates e Cupy Gl Certificates (Local Computer) Console Root o
w [ Personal & R
Mare Actions »

WOW W W OW W W W W W W W R W g

] Certifirats
| Trusted R

:I ol New Window from Here
1 Intermed

| Trusted P Refresh

| Untrustec

[ Third-Par P

|| Trusted People

] Client Authentication Issuers
| Preview Build Roots

7] Test Roots

|| Remote Desktop

|| Certificate Enrollment Requests
| Smart Card Trusted Roots

|| Trusted Packaged App Installation Authorities
] Trusted Devices

] Windows Live ID Token Issuer
] WindowsServerUpdateServices

] I Request New Certificate... I
Import...

Advanced Operations »




Step 4(G): Click on Next button.

|
]
*

! Certificate Enrollment

Before You Begin

The following steps will help you install certificates, which are digital credentials used to connect to wireless networks, protect content, establish identity, and do other security-related
tasks.

Before requesting a certificate, verify the following:

Your computer is connected to the netwerk
You have credentials that can be used to verify your right to obtain the certificate

MNext Cancel

Step 4(H): On the next window click on Next button.



[ Certificate Enrollment

—
Select Certificate Enrollment Policy
Certificate enrollment policy enables enrcllment for certificates based on predefined certificate templates. Certificate enrollment policy may already be configured for you.
Configured by your administrator
Active Directery Enrollment Policy v
Configured by you Add Mew
Next Cancel

Step 4(l): Select your certificate and click on "Enroll" button.



[ Certificate Enrollment

Request Certificates

You can request the following types of certificates. Select the certificates you want to request, and then click Enroll.

|
i
X

Active Directory Enrollment Policy

irectory Email Replication i) : Available etails v
i Email Replicati A STATUS: Availabl Detail

[ Domain Controller 1) STATUS: Available Details v
[l Domain Controller Authentication er STATUS: Available Details v
EZLADPS J‘J STATUS: Available Details «
[ Kerberos Authentication 1) STATUS: Available Details v

[] Show all templates

Step 4(J): Click on Finish button.

l Enrell ]| Cancel




|
i
X

Certificate Enrollment

Certificate Installation Results

The following certificates have been enrclled and installed on this computer,

Active Directory Enroliment Policy

EZLADPS o STATUS: Succeeded Dietails »




ﬁ Consolel - [Conscle Root\ Certificates (Local Computer)\Personal\Certificates] = >
a File Action View Favorites Window Help - (5| %
o nFE FBIXE R HE
[] Console Root lssued To lssued By Expiration Date  Intended Purposes Status  Certificate Tem..| | Actions
v & _C___E't;"ateslu"‘a" 2] ezldap-WIN-3PQ2KBOEGUT-CA-1 ezldap-WIN-3PQ2KBOEGUT-CA-1  9/25/2030 <All> Root Certificati..|| Ceartificates. <.
i ool WIN-3PO2KBOEGU1 .ezldap.com  ezldap-WIN-3PQIKBOEGU1-CA  9/12/2026 KDC Authenticatio... Copy of Kerber..,
T T P il Py More... F
- y R'ﬁt‘? 2] WIN-3P02KBOEGU ezldap.com  ezldap-WIN-3PO2KBOEGU1-CA 9/12/2026 Client Authenticati. Domnain Contr...
» oot Cf
— E N-3POZK§ ap-WIN-3PQ2KBO 9 126 KDC Authenticatio... 5 WIN-3PG2... ~
> || Eplerprise Trust Open
» || Jatermediate More... F
5 [ Trusted Publish | AllTasks E | Open
4 e  atmsier e Cut Request Certificate with New Key...
» [_| Third-Party Roc i :
o 7] Trusted People 5 Copy Renew Certificate with New Key...
» [ Client Authenti Delete Manage Private Keys...
i T] Sl Properties Advanced Operations ¥
% [| Test Roots
» [ ] Remote Deskto Help
» [ ] Certificate Enrg
» | Smart Card Tru:
> || Trusted Packag
» [ Trusted Devices
3 [] Windows Live |
» | WindowsServer
L4 >« >
Step 5(B): Click on Next button.
ﬁ Consolel - [Console Root\Certificates (Lecal Computer]\Persenal\Certificates] — X
ﬁ File Action View Favorites Window Help - ||| %
e @ 4 XE= BE
[ Console Root lssued To & Issued B Expiration Date  Intended Purposes Status  Certificate Temn..[| Actions
y p p
v & E__E’t:'“tﬁl(""“" 2] ezldap-WIN-3 % Root Certificati. || Certificates
I Lenonal, I WIN-3PO2KB! Copy of Kerber.. I
e .| Certificates Eﬁwm_gpmgm &# Certificate Export Wizard Domain Contr...
|| Trusted Root Ce
s i EZLADPS WIN-3PO2.,., =
|| Enterprise Trust
Maore.. P

WOWOW W ON W W W W WY W W R N Wy

7 Intermediate C
] Trusted Publish
] Untrusted Certi
|| Third-Party Roc
|| Trusted People
] Client Authenti
| Preview Build R
7] Test Roots

| Remote Desktol
] Certificate Enral
"] Smnart Card Tru
[ Trusted Packag
] Trusted Devices
] Windows Live |
] WindowsServer

Welcome to the Certificate Export Wizard

This wizard helps you copy certificates, certificate trust lists and certificate revocation

lists from & certificate store to your disk.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

To continue, dick Mext,

Mext Cancel




Step 5(C): Select "Do not export the private key" option

and click on Next button.

ﬁ Consolel - [Console Root\Ce es (Local Computer)\PersonalCertificates] = *
ﬁ File Action View Favorites Window Help - ||| %
e n@E 4dLXE = BE
] Console Root Issued To Issued By Expiration Date  Intended Purposes Status  Certificate Tem..| | Actions
v & f?“;f'cateslt"c‘“" 2] ezldap-WIN-3 % Root Certificati. || Certificates
it e P2IWIN-3PO2KB! Copy of Kerber... T
I Certificates I WIN-2PO2KB! € &F Certificate Export Wizard Domain Contr...
» || Trusted Root C¢ WIN-3PO2KBI EZLADPS WIN-3PO2.,., =
» || Enterprise Trust =1r3z
More.. P

7 Intermediate C
| Trusted Publish
1 Untrusted Certi
|| Third-Party Rog
[ Trusted People
1 Client Authenti
] Preview Build R
| Test Roots

"] Remote Deskto
|| Certificate Enral
] Smart Card Trug
|| Trusted Packag
7] Trusted Devices
] Windows Live |
] WindowsServer

Export Private Key
You can choose to export the private key with the certificate.

Private keys are password protected. If you want to export the private key with the
certificate, you must type a passwaord on a later page.

Do you want to export the private key with the certificate?

(O Yes, export the private key

(® Mo, do not export the private key

Mext Cancel

Step 5(D): Choose "Base-64 encoded X .509" file format and click on Next.




ﬁ Consolel - [Conscle Root\Certificates (Local Computer)\Personal\Certificates] — o
ﬁ File Action View Favorites Window Help - 8 ®x
o9 nE FBIXE R HE
[ Console Root lssued To lssued By Expiration Date  Intended Purposes Status  Certificate Tem..| | Actions
v & C?"‘;'cat“fL"‘a' | 22 ezldap-WIN-3 > Root Certificati.|| Certificates &
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» [ Trusted Publish Export File Format
5 [ Untrusted Certi Certificates can be exported in a variety of file formats.
» [Z] Third-Party Roc
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» [ Client Authenti Select the format you want to use:
» [ Preview Build R ()DER encoded binary ¥.509 (.CER)
> || Test Roots
: g PR | I@Base—64 encoded ¥.509 (.CER) I
» [ Certificate Enra (O Cryptographic Message Syntax Standard - PKCS #7 Certificates (.P7E)
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» || Trusted Devices j _ T i :
s [ Windows Live | Indude all certificates in the certification path if possible
5[] WindowsServer Delete the private key if the export is successful
Export all extended properties
Enable certificate privacy
Microsoft Serialized Certificate Store (L55T)
I Mext I | Cancel
£ >l € >
Step 5(E): Export the certificate to the desired location and click on Next.
ﬁ Consolel - [Console Root\Certificates (Local Computer)\Personal\ Certificates] = >
ﬁ File Action View Favorites Window Help - (5| %
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| Certificate Enral
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] WindowsServer

File to Export
Specify the name of the file you want to export

File name:

C:\Users\Administrator\Downloads\EZLDAPS..cer

|E Browse. .. ;

I Mext

I | Cancel




Step 5(F): Click on Finish button to complete the certificate export.
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Cancel

Step 5(G): On the next pop up window click on OK button.
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6. Configure LDAPS on the gateway server

Step 6(A): Run the following command to install OpenSSL on the gateway server:

....................................................................................................................................................................

root@gateway:# apt-get install openssl #Ubuntu

root@gateway:# yum install openssl #RHEL/CentOS

Step 6(B): Copy the generated certificate in step 5(E) to the gateway server. Then, run the following command to
convert it to a .pem format:

....................................................................................................................................................................

root@gateway:# openssl x509 -in cert name.cer -out cert name.pem

For example:

root@gateway:# openssl x509 -in EZLDAPS.cer -out EZLDAP.pem

Step 6(C): Move the converted .pem file to a secure location, such as /etc/openidap/

Step 6(D): Edit the Idap.conf file and add the following line to specify the path to your certificate:
root@gateway:# vim /etc/ldap/ldap.conf
TLS _CACERT /etc/openldap/EZLDAPS.pem

Step 6(E): To test the LDAPS connection with a valid certificate, run the following command by replacing the values
with the appropriate LDAP server details:

....................................................................................................................................................................

root@gateway:# ldapsearch -H ldaps://<server-ip/domain.com>:636 -x -D "<bind-dn>" -W -b "<base-dn>"



For Example:

root@gateway:# ldapsearch -H ldaps://192.168.56.108:636 -x -D
"cn=Administrator,cn=Users,dc=ezldap,dc=com" -W -b "dc=ezldap,dc=com"

....................................................................................................................................................................

....................................................................................................................................................................

root@gateway:# LDAPTLS REQCERT=never ldapsearch -H ldaps://<server-ip/domain.com>:636 -x -D "<bind-
: dn>" -W -b "<base-dn>"

For Example:

root@gateway:# LDAPTLS REQCERT=never ldapsearch -H ldaps://192.168.56.108:636 -x -D
"cn=Administrator,cn=Users,dc=ezldap,dc=com" -W -b "dc=ezldap,dc=com"

....................................................................................................................................................................

Step 6(G): Run the following command to test the LDAP with StartTLS (on port 389). Use
"LDAPTLS_REQCERT=never" if the certificate is self-signed.

....................................................................................................................................................................

root@gateway:# ldapsearch -H ldap://<server-ip/domain.com>:389 -ZZ -x -D "<bind-dn>" -W -b "<base-dn>"
| For Example:

root@gateway:# ldapsearch -H ldap://192.168.56.108:389 -ZZ -x -D
"cn=Administrator,cn=Users,dc=ezldap,dc=com" -W -b "dc=ezldap,dc=com"

Conclusion :

Following these steps enables the configuration of Active Directory to use LDAP over SSL (LDAPS), establishing a
secure, encrypted connection between the server and the gateway.

Related Articles:
How to install and setup active directory?

Integrate OpenLDAP / Windows Active Directory authentication in Ezeelogin jump server

Online URL: https://www.ezeelogin.com/kb/article/setup-ldaps-on-windows-server-793.html
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