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What are the Encryption algorithms used in Ezeelogin?
Overview: This article outlines the encryption technologies used for SSH gateway users.

The user passwords and security codes stored in the gateway server database use multiple rounds SHA512, SHA256, BLOWFISH, or DES depending on what's supported in the SSH gatev
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The UNIX System User passwords uses Crypt.

The parameter after the " : " in /etc/shadow refers to the hashing function in use.

: rgilk$e:$1(\S/I$]§gunds=5400$EVtZGb'1WEBDsj8gr$SOqIUrGDwFquopinSaOHLuB]7UfhKZGRvnNH2amLOOMhmprdDer69.LEXMaeR.6.4kMaleEq42nLH.xv.:18795:0:99999:7:::
: $2a$ - Blowfish

$2y$ - Eksblowfish

$5% - SHA-256

$6$ - SHA-512

: mysql> select username,password from mvsxzv_users \G

1. row

! username: ezadmin

password: $2y$10$G769haw9E]J02j66GA0HZu.e5eWNTNpg4zeSG8FaG51T7ZCOMv6rlC
2. row

username: manu

password: $2y$10$J8YCqVSWZ/O0xjJmr61DMuhte3EPWpsx580xBDY.62x9nNa5V1Kgu
3. row

username: mark

password: $2y$10$UPmd24INFFM9uUneYM4y4eJIDzCRLbP/FXMW]Xn/Gxsy4ZIRlksSG
4. row

: mysql> select name,password,ssh_key,passphrase from mvsxzv_servers \G

1. row name: devops.myserver.com password: GnfZw
: uLhhwBHLWNXxWwWNEAY9iG7gqwx8uzLRqBsOWS{/yt1eQ6HW4D4IJK7NZRNK9Ry3Ux5MZ0aX+nKyV8JFyw0sBXLDE031D4gIMhSxjw5UA2FXhOAOk2EMzsdY4qei4W19Ma6XQVyNGICg+cE

! passphrase: GFRtZHNOPiJx46Q2DZiwiONIFEH 1b8h4MA1/KOHko5ypmdP8zIfHByb4vqTCoFFBQ+IAgOKmjL8m3]2/2tBfKFLT6IGE7fFH1{Teulg6t5yAUDYfvaYvEFP/zY0o06]08vO9YJBQJhNtIkV

| ========== 1 row in set (0.00 sec)

! mysql> select name,username,password from mvsxzv_portals \G
: 1. row

! name: cpanel.ovh
! username: admin

password: JOJug8WaJN8VRRWtb7dRTR+D2BSZYP/WPsoSx0YeVMv7o0dSJox+5a713SHrR6AJ31YVtDEBPpWNwlyK/83es3]+plI5TceKGZhUpOWhRtrLsGEMWO07uvDrg8XI2DK3n1Wzz4xrpXKB
1 row in set (0.00 sec)

4. The Gateway User SSH logs are encrypted using RC4 which is recognized as the most commonly utilized stream cipher in the world of cryptography. You may read more about RC4 htt

Step 4(A): Run the following command to find the default Ciphers, MAC , Kex Algorithms supported in the gateway OS.

| root@gateway:~# sshd -T | grep "\(ciphers\|macs\|kexalgorithms\)"
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gssapikexalgorithms gss-gex-shal-,gss-groupl-shal-,gss-groupl4-shal-ciphers chacha20-poly1305@openssh.com,aes128-ctr,aes192-ctr,aes256-ctr,aes128-gcm@openssh.com,aes256-gcm@
macs umac-64-etm@openssh.com,umac-128-etm@openssh.com,hmac-sha2-256-etm@openssh.com,hmac-sha2-512-etm@openssh.com, hmac-shal-etm@openssh.com,umac-64@openssh.com,
kexalgorithms curve25519-sha256,curve25519-sha256@libssh.org,ecdh-sha2-nistp256,ecdh-sha2-nistp384,ecdh-sha2-nistp521,diffie-hellman-group-exchange-sha256,diffie-hellman-group1€

root@gateway:~# cat /var/log/ezlogin/full/ezadmin/devops.myserver.com~Wed May 17 12:24:48 2023
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