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What	are	the	Encryption	algorithms	used	in	Ezeelogin?

Overview:	This	article	outlines	the	encryption	technologies	used	for	SSH	gateway	users.

The	user	passwords	and	security	codes	stored	in	the	gateway	server	database	use	multiple	rounds	SHA512,	SHA256,	BLOWFISH,	or	DES	depending	on	what's	supported	in	the	SSH	gateway	OS.

The	UNIX	System	User	passwords	uses	Crypt.

The	parameter	after	the	"	:	"		in	/etc/shadow	refers	to	the	hashing	function	in	use.

	
mike:$6$rounds=5400$EVtZGbiWEBDsj8gr$SOqIUr6DwFrqWopiWfSa0HLu8J7UfhKZGRvnNH2amL00MhmypPdDzrE69.LEXMaeR.6.4kMaZlwEq42nLH.xv.:18795:0:99999:7:::
	$1$	–	MD5
	$2a$	–	Blowfish
	$2y$	–	Eksblowfish
	$5$	–	SHA-256
	$6$	–	SHA-512

User	credentials	on	the	database	are	encrypted.

mysql>	select	username,password	from	mvsxzv_users	\G
***************************	1.	row	***************************
username:	ezadmin
password:	$2y$10$G769haw9EJ02j66GAoHZu.e5eWNTNpg4zeSG8FaG51T7ZC0Mv6rlC
***************************	2.	row	***************************
username:	manu
password:	$2y$10$J8YCqVSWZ/OOxjJmr61DMuhte3EPWpsx580xBDY.62x9nNa5V1Kgu
***************************	3.	row	***************************
username:	mark
password:	$2y$10$UPmd24lNFFM9uUneYM4y4eJIDzCRLbP/FXMWJXn/Gxsy4ZlRlksSG
***************************	4.	row	***************************

2.	The	SSH	private	keys,	server	credentials	are	encrypted	with		4096	bit	RSA	keys.

mysql>	select		name,password,ssh_key,passphrase	from	mvsxzv_servers	\G	***************************	1.	row	***************************							name:	devops.myserver.com			password:	GnfZwSNlLF3XOAQg2czY4Y7AsezNTm0/+40bd0o6KjX7hgaD0OoV71wB1eihBbNFHfAYQ5YstsWCKil9/h7VYPp9eGi2Kbsa7OzLFta3jpG/Xm6GdSqJLOslBI/oyU44TQUfUhb1eW+NM+hInAYAASft5LWoVUlWOwl+sE16cLraOwvfoLzz7TQvVg4YOekBYLDJqtOzVLCe4KIQbT1fb19Ei0Gm5p9Z/DHoh3wAFvk8WoNdrjOuSX6mO0A+SToYU5Bu+tPJC4WRl4hmOxo94HB1GRlzydHKRN5OwCkP9LhhbgXayc0FYiu801VI82sXm2/dZ0MMuCelFe+trBHyGw==				ssh_key:

passphrase:	GFRtZHNOPiJx46Q2DZiwi0NlFEH1b8h4MA1/KOHko5ypmdP8zlfHByb4vqTCoFFBQ+IAgOKmjL8m3J2/2tBfKFLT6lGf7fFH1fTeulg6t5yAUDYfvaYvFFP/zYoO6JO8vO9YJBQJhNtJkVVOhei3ILqz5LnFzE/EwNOCr35spUq2PJ5M+4XeSp3P6pGXoux3qE+Otp/OKJVP21cWfqEgaxHiNnH1OqzrDeKKeoYakjjdFT8z7Bd58MGXlyNq/W+S97Clodz4Yv1U1FrGH2pBxzNnLpsKFU4yV8PPVltxsRfVSw8KPJ4tkAGINs97J90eXkcO4Ohat8hlsqRBKpDuwA

==========	1	row	in	set	(0.00	sec)

3.	Web	portal	login	credentials	are	encrypted.

mysql>	select	name,username,password	from	mvsxzv_portals	\G
***************************	1.	row	***************************
name:	cpanel.ovh
username:	admin
password:	JOJug8WaJN8VRRWtb7dRTR+D2BSZYP/WPsoSx0YeVMv7odSJox+5a713SHrR6AJ31YVtDEBPpWNwlyK/83es3J+plI5TceKGZhUp0WhRtrLsGEMW07uvDrq8XI2DK3n1Wzz4xrpXKBLOhmixK+nbB59J/CTeqwd3oaRSFOHaAUa1XLghyBtiHC/wyJcgLH06nof61+0Hvwe+WaPTa7uW4L2gWZ0OSeEt4xDMSU/6Gqo7JzNqLPFNf8CPSrsKZHNyEzkrza+kneT2rjvKbZc0gUyEBhocMCRz7uhGj/YV0HjoG/qncl9EzRa1IazhVlsnPZrwfLpsAQtvFVGYCfqOow==
1	row	in	set	(0.00	sec)

4.	The	Gateway	User	SSH	logs	are	encrypted	using	RC4	which	is	recognized	as	the	most	commonly	utilized	stream	cipher	in	the	world	of	cryptography.	You	may	read	more	about	RC4	http://en.wikipedia.org/wiki/RC4

Step	4(A):	Run	the	following	command	to	find	the	default	Ciphers,	MAC	,	Kex	Algorithms	supported	in	the	gateway	OS.

root@gateway:~#	sshd	-T	|	grep	"\(ciphers\|macs\|kexalgorithms\)"
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gssapikexalgorithms	gss-gex-sha1-,gss-group1-sha1-,gss-group14-sha1-ciphers	chacha20-poly1305@openssh.com,aes128-ctr,aes192-ctr,aes256-ctr,aes128-gcm@openssh.com,aes256-gcm@openssh.com,aes128-cbc,aes192-cbc,aes256-cbc,blowfish-cbc,cast128-cbc,3des-cbc
	
macs	umac-64-etm@openssh.com,umac-128-etm@openssh.com,hmac-sha2-256-etm@openssh.com,hmac-sha2-512-etm@openssh.com,hmac-sha1-etm@openssh.com,umac-64@openssh.com,umac-128@openssh.com,hmac-sha2-256,hmac-sha2-512,hmac-sha1
	
kexalgorithms	curve25519-sha256,curve25519-sha256@libssh.org,ecdh-sha2-nistp256,ecdh-sha2-nistp384,ecdh-sha2-nistp521,diffie-hellman-group-exchange-sha256,diffie-hellman-group16-sha512,diffie-hellman-group18-sha512,diffie-hellman-group-exchange-sha1,diffie-hellman-group14-sha256,diffie-hellman-group14-sha1,diffie-hellman-group1-sha1

SSH	logs	are	stored	in	an	encrypted	format	within	the	database,	as	depicted	below.

root@gateway:~#	cat	/var/log/ezlogin/full/ezadmin/devops.myserver.com~Wed_May_17_12:24:48_2023
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