Encryption Technologies used in Ezeelogin
98 admin November 22, 2024 Security Compliances, Security Features 8247

What are the Encryption algorithms used in Ezeelogin?

Overview: This article outlines the encryption technologies used for SSH gateway users.

The user passwords and security codes stored in the gateway server database use multiple
rounds SHA512, SHA256, BLOWFISH, or DES depending on what's supported in the SSH
gateway OS.
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The parameter after the " : " in /etc/shadow refers to the hashing function in use.

mike:$6$rounds=5400$EVtZGbiWEBDsj8gr$SOqlUr6DwFrqWopi WfSaOHLu8J7UfthKZGRvnNH2am
LOOMhmypPdDzrE69.LEXMaeR.6.4kMaZIwEq42nLH.xv.:18795:0:99999:7:::

$1$ — MD5
$2a$ — Blowfish
$2y$ — Eksblowfish

$5% — SHA-256
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$6$ — SHA-512

User credentials on the database are encrypted.

mysql> select username,password from mvsxzv_users G

>k s sk sk sk sk sfe sk sk sk sk sk sk sfe sk sie sk sk sk sk ksl skosk sk 1 TOW >k s sk sk sk sk sfe sk sk sk sk sk sk sfe sk sk sk sk sk sfeoskoske skosk sk

username: ezadmin

password: $2y$10$G769haw9EJ02j66GAoHZu.e5SeWNTNpgdzeSG8FaG51T7ZCOMv6rIC
sk sk st sk skeoste sk skeosie st skeosie sk skeoske sk sk sk skoskeoske skoskokeskosk 2 row st skeosie st skeosie st skeosie sk skeoste sk seoskeosie skt skoskoske skoskokeskosk

username: manu

password: $2y$10$J8YCqVSWZ/O0xjJmr61DMuhte3EPWpsx580xBDY.62x9nNa5V1Kgu
>k s sk sk sk sk sfe sk sk sk sk sk sk s sk sk sk sk sk skoskosk skosk sk 3 TOW >k s sk sk sk sk sfe sk sk sk sk sk sk sk sk sk sk sk skoskosk skosk sk

username: mark

password: $2y$10$UPmd24INFFM9uUneYM4y4eJIDzCRLbP/FXMWIXn/Gxsy4ZIR1ksSG
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e H private keys, server credentials are encrypted with 4096 bit RSA keys.

mysql> select name,password,ssh_key,passphrase from mvsxzv_servers G

>k s sk sk sk sk sfe sk sk sk sk sk sk sfe sk sk sk sk sk soskosk skosk sk 1 row >k s sk sk sk sk sfe sk sk sk sk sk s sk sk sk sk sk soskosk skosk sk name: deVOpS.m:ISCI'VCr.Com
password: GnfZwSNILF3XOAQg2czY4Y7AsezNTm0/4+40bd006KjX7hgaD00OoV71wB1eihBbNFHf A
YQ5YstsWCKil9/h7VYPp9eGi2Kbsa70zLFta3 jpG/Xm6GdSqJLOsIBI/oyU44TQUfUhble W+NM-+hln
AYAASTtSLWoVUIWOwWI+sE16¢cLraOwvfolLzz7TQvVgdYOekBYLDJqtOzVLCe4KIQbT1fb19Ei0Gm|
5p9Z/DHoh3wAFvk8 WoNdrjOuSX6mO0A+SToY U5Bu+tPJC4WRI4hmOx094HB1GRIzydHKRN50
wCkP9LhhbgXaycOFYiu801VI82sXm?2/dZ0MMuCelFe+trBHyGw== ssh_key: uLhhwBHLWNxWwNE
AY91G7gqwx8uzLRqBsOWS{/yt1eQ6HW4D41JK7NZRNKI9Ry3Ux5MZ0aX+nKyV8JFywOsBXLDEO
31D4gIMhSxjwSUA2FXhOAOk2EMzsdY4qeid WI9OMa6XQVyNG9Cg+cEQDE9vuOMGS50kXR+FK+
4iw46GB7tiByPPvrXAdrrpwOWDQSBvhtopa7b/nXi9yW3FdhHBvVR Y465cil2eja3rujcVIwuMNM7keR
GReqpYsglrZhRhdxkpWNRIDIfuOuHQQasOL8ZkgHTIWZBIc36Bk jNTaFtwcTkZwKkgTx+F1/eCQJa
x/7qfOB/ih4 AcB5t1m582sIU07MaBFA1DamODYblUBa8T1rAZgXpwJUtdHWByAWwregtw0Zmc8d
FEntSMxJp5/eZii4Vi]Y GrhmdSmHYFInvwItSDoBZDBAN+EpEpvu4lRKF2KdtwBOkpSwT3MOaTc4E
7 7XeUK j3Hfsltp/cOhInEynaZrQZ28uGSn6aaEedvUreFTA6b4CygDqvDVXOXWWIW6+j3fa0SnyhbJ
nJnucqUIQQds+BfgOnaoKsOehpxdxbgX7RQU6SS3p/OM jpZwwSWugCc 11KV AtLeGo+SqK5SUvXTMI
E6505cxm4VTP4QxkSg3bapO4GPyHBh553Dol8R3c2+0GpwOBLOYE+ArY A91Qm/NVjN84hBxPjNn
GEDDsPA+4kSRumosELIgF3QcGfgh8SUL6IPSpf8SPwY 1K833vbKSsplhXMEmNTuqjDsAgHM/Ke
yubZkoAKBErCMaCUPRoOyBxMR50y6NTPSsxujz67wEEGeLeC41tRxvOMmuVpbMuKCHo3dY 1/1
OGILBPOJ1WIsL0o2E+3iGLALgRIMIr4CuWmDv+qMcMgQUel6VY7BelSgybrlAAYm4WQ3zGijB+
xTK90hWKpZi/Y gtwmogQAwOSaYzpTlap7/WQvaZi88UbZ/MLOJaIMJIXAudI8IXvUd+nVuvkyqgXe
hzArOlo1 VVNiYKETQzbeblBp9BRE+v8niLx8b25TeRGSuADOjPMbFIoOPQPW{OnKxuD/JrCxuva2f
2Gzzrj0J JIODWW gakKM9fMvb50C510/c5e1biXSrzaX+LifuSWISLILA/ZYIdsfuaJ3RB45SNVXdInMI
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D0Qzyru7Flod3GSdI0/FkSfrgrPshK5pmR4Cnj9kopBk YhIGxdliQ+BalyAnXVIGybVmsi8tqYHMsrYV
dyzKCeGnZyK82xbO1PgspVIOFBiTExnCGkyvbyatge+dUbcqHytR+UWOBN2qHZkNxuHSDC/RgIA
UMS5SmuzE3m+kIYSAGZmOmcUAHUXxAzWfhoVwY X0VBImkJ3thGV5SW2+3KfzjgHQjOT7CIqX5s
+3HRuGk V6tCErBbl5SMaquOioasP1IQ49bphvoWE9Umcx4HstXtJiiFJpecmNROBrRdYyNNkUgtFZ8Y j
LPX2Ratnl2Loh/t7zvvZ/rLAOhNWEOSkOw9eHiiFSMr3ODCTkpCP/xbzAepMTCW+TtL16cULZqlw3
85TIR7EdS6aWIaK6AgYh+cv/jcDgbdMiQs+sN8t/1AzZcijRH6slqY trinNOHqTPOre 1 M4sk TrFIXz{ZU
mkljc5G30+9ZGh30TaU0q2IuHkGvZJI1QspznLVYU+hZDtEF02xD6wqtOxyJrJdj6 YRvf Yt64alvWNc
kFK1j1J0T62IS1V20vzRghG3SYJCO/QKUbIPu3R 104cOrDWNQI9Rphd56CBLhkuEiQ6bGAsi4x53+7Z
RN3CQtjdjOJTI07j5UY3/E9dp+CisOUAGOng4dPWmNdAGt1xtoUGSeg2 Y 31CYndeDn+Twrth+DKFxG
zFDdw/xWi8zhxXxGroymeC2FJOFzQZUzQAZSK02FO/G8jLpTLu7hVHMkKUD1YeldHG58yY72Qv
TV6XO6vHgB5hdbgx38ffdDGYZ7CvwIpORIRDW71JO0VumjC3L+mh7w1pxtfq2rDTUiXAu7vDIgW|
ZY OP7npxS5e AURbXMS8D2uQLudki9rwCaOO2BBUyJd1K j+uXNxwqcXBwhwSOwXm/gDw2Wfcc/b
IN3hKGfF9Y WscznVnIx9JeQRZNII119WoZQMS5VI2sXP2rxYEh423jaEC6ZMalLo+sG2mNuRpFWeL
g+mEDxbMm3bk4thTX4grDcLdvxQC+4EbIEZZ22jiNkdeknMn1RGsbS92AIZDk4qeWZyK4nRqfeKh
hnABJ8Qxy643vhP5naz1tDmoa+VxBSgbCPnPiHnURL7D50Qj6s8CQecVulU9exeCgfqeGnS274Stf+M
AZMINSEnHTtwUMKO0e+QckgPbhgk A1GUyM26PLpW 1DPuWI15vVpOLRwhUQdI40qjXpSssP8dHo
L60DmMG7IIRkjSNy8HOYHS+n+Tj3azEJ4rqs/CTIgdOUkVKKgNCKd4gk2gHK6Z2t8Gec5boQVAOh
fmS50qTK+4JO3DYhIIQmGc7t+HQIuDyv3U2TmVGcXaAO6Md6y4 A2np0TQRuAyOiiMwIXTvoagG
Glo8kD3JLaR7Jn2ysSShFjGo/wflbs+0zf p8wDIPxZV 1d0p+G33UkSCx+7QIKqZnep03it3hDempJRSql
tQSImW jmx/WpdCXOYblyRrCaDSSKwCuuN5ZRnSIDO9pilit4d/SAD2t79YJeH8V1/EW3LtTPcPXGXa
OJVPYCql+2/2vir6fMZXZQDGbZ+tekXFiUeO4MgmKOC/+pS5eJwnnFP7WN6iU10Vp+GLb+Vcle
KFHgtdLOtrOKJCIxW5XXL6xY2BWksGxHDV6eECs7HeYZxSJVI+S2uF54HHJOMRqVD4eqm+75ul
ShkF+R/2kMHMzmg/3yNvocz/4bzSRkixTys6RylSdAcYnoz1kvqZHIF37MNQcK20smQE8STZkQrsGG
cZ5eCO7bb912m09qa999Wwel2fga+RIZpSE+UbDfrOOUVeNuuQsTp1Pmno8njTQ2KpFBFgbOPA 1
HVWLfyTBIQq6X9+N6gB3V476cXXOtM2y1rVA== passphrase: GFRtZHNOP1Jx46Q2DZiwiONIFE
H1b8h4MA 1/KOHko5ypmdP8zIfHByb4vqTCoFFBQ+IAgOKmjL8m3J2/2tBfKFLT6IGf 7fFH1{fTeulg6
tSyAUDYfvaYvFFP/zYo06JO8vO9YJBQJhNtJkVVOhei3ILqz5LnFzZE/EWNOCr35spUq2PJSM+4XeS
p3P6pGXoux3qE+Otp/OKJVP21cWfqEgaxHiNnH10qgzrDeKKeoYakjjdFT8z7Bd5S8MGXIyNq/W+S9
7Clodz4Yv1U1FrGH2pBxzNnLpsKFU4yV8PPVItxsRf VSw8KPJ4tk AGINs97J90e XkcO40Ohat8hlsqRB
KpDuwA

—========= | row in set (0.00 sec)

eb portal login credentials are encrypted.

mysql> select name,username,password from mvsxzv_portals G
sk sk sk sk sk sk sk skeske sk sk sk sk sk sk sk sk sk sk sk sk skesk sk 1 TOW sk ok sk sk sk sk sk sk sk s sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk

name: cpanel.ovh

username: admin

password: JOJug8WaJN8§VRRWtb7dRTR+D2BSZYP/WPsoSx0YeVMv70dSJox+5a713SHrR6AJ31YV
tDEBPpWNwlyK/83es3J+plI5STceKGZhUpOWhRtrLsGEMWO07uvDrq8XI12DK3n1Wzz4xrpXKBLOhm
1xK+nbB59J/CTeqwd30aRSFOHaAUal XLghyBtiHC/wyJcglL HO6nof61+0Hvwe+WaPTa7uW4L2gWZ
00SeEt4xDMSU/6Gqo7JzNqLPENf8CPSrsKZHNyEzkrza+kneT2rjvKbZcOgUyEBhocMCRz7uhGj/Y
'VOHjoG/qncl9EzRallazhVIsnPZrwfLpsAQtvFVGYCfqOow==



1 row in set (0.00 sec)

. The Gateway User ogs are encrypted using which Is recognized as the most
commonly utilized stream cipher in the world of cryptography. You may read more about
RC4

Step 4(A): Run the following command to find the default Ciphers, MAC , Kex Algorithms
supported in the gateway OS.

root@gateway:~# sshd -T | grep "(ciphersimacslkexalgorithms)"

gssapikexalgorithms gss-gex-shal-,gss-groupl-shal-,gss-groupl4-shal-ciphers chacha20-poly1305@ope
nssh.com,aes128-ctr,aes192-ctr,aes256-ctr,aes128-gcm @openssh.com,aes256-gcm@openssh.com,aes12
8-cbc,aes192-cbe,aes256-cbe,blowfish-cbe,cast128-cbe,3des-cbe

macs umac-64-etm@openssh.com,umac-128-etm@openssh.com,hmac-sha2-256-etm @openssh.com,hma
c-sha2-512-etm@openssh.com,hmac-shal-etm@openssh.com,umac-64@openssh.com,umac-128 @opens
sh.com,hmac-sha2-256,hmac-sha2-512,hmac-shal

kexalgorithms curve25519-sha256,curve25519-sha256 @libssh.org,ecdh-sha2-nistp256,ecdh-sha2-nistp3
84,ecdh-sha2-nistp521,diffie-hellman-group-exchange-sha256,diffie-hellman-group16-sha512,diffie-hell
man-group 18-sha512,diffie-hellman-group-exchange-shal,diffie-hellman-group14-sha256,diffie-
hellman-group14-shal,diffie-hellman-groupl-shal

SSH logs are stored in an encrypted format within the database, as depicted below.

root@gateway:~# cat /var/log/ezlogin/full/ezadmin/devops.myserver.com~Wed_May_17_12:24:48 2023
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